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Programming/Software Engineering

The Practicedt Programming

With the same insight and authority that made their book The Unix Programming
Environment a classic, Brian Kernighan and Rob Pike have written The Practice
of Programming to help make individual programmers more effective and
productive.

The practice of programming is more than just writing code. Programmers must
also assess tradeoffs, choose among , improve
performance, and maintain software written by themselves and others. At the
same time, they must be concerned with issues like compatibility, robustness,
and reliability, while meeting specifications.

The Practice of Programming covers all these topics, and more. This book is full
of practical advice and real-world examples in C, C++, lava, and a variety of
special-purpose languages. It includes chapters on:
e debugging: finding bugs quickly and methodically
e testing: guaranteeing that software works correctly and reliably
e performance: making programs faster and more compact
e portability: ensuring that programs run everywhere without change
e design: balancing goals and constraints to decide which algorithms and data
structures are best
e interfaces: using abstraction and information hiding to control the interactions
between components
e style: writing code that works well and is a pleasure to read
notation: choosing languages and tools that let the machine do more of the
work

Kernighan and Pike have distilled years of experience writing programs,
teaching, and working with other programmers to create this book. Anyone who
writes software will profit from the principles and guidance in The Practice of
Programming.

Brian W. Kernighan and Rob Pike work in the Computing Science Research
Center at Bell Laboratories, Lucent Technologies. Brian Kernighan is Consulting
Editor for Addison-Wesley's Professional Computing Series and the author, with
Dennis Ritchie, of The C Programming Language. Rob Pike was a lead architect
and implementer of the Plan 9 and Inferno operating systems. His research
focuses on software that makes it easier for people to write software

http:/tpop.awl.com
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Preface

Haveyou ever...

wasted alot of time coding the wrong algorithm?

used a data structure that was much too complicated?

tested a program but missed an obvious problem?

spent a day looking for a bug you should havefound in five minutes?
needed to make a program run threetimesfaster and useless memory?
struggled to move a program from a workstationto a PC or vice versa?
tried to makea modest change in someoneelse's program?

rewritten a program because you couldn't understandit?

Wasitfun?

These things happen to programmersall thetime. But dealing with such problems
is often harder than it should be because topics like testing, debugging, portability,
performance, design aternatives, and style—the practice of programming—are not
usualy the focus of computer science or programming courses. Most programmers
learn them haphazardly astheir experience grows, and afew never learn them at all.

In aworld of enormous and intricate interfaces, constantly changing toolsand lan-
guagesand systems, and relentless pressurefor more of everything, one can lose sight
of the basic principles==simplicity;clarity;generaity—that form the bedrock of good
software. One can aso overlook the value of tools and notationsthat mechanizesome
of softwarecreation and thusenlist the computer in itsown programming.

Our approach in this book is based on these underlying, interrelated principles,
which apply at al levels of computing. These include_simpliciry, which keeps pro-
grams short and manageable; clariry, which makes sure they are easy to understand,

for_people as well as machines; generality, which means they work well in a broad

range of situations and adapt well as new situations arise; and automation, which lets
he machin he work for us, freein from mun By looking at com-

puter programming in a variety of languages, from agorithms and data structures
through design, debugging, testing, and performance improvement, we can illustrate
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X PREFACE

universal engineering concepts that are independent of language. operating system, or
programming paradigm.

This book comes from many years of experience writing and maintaining a lot of
software, teaching programming courses, and working with a wide variety of pro-
grammers. We want to share lessons about practical issues. to pass on insights from
our experience, and to suggest ways for programmersof al levelsto be more profi-
cient and productive.

We are writing for several kinds of readers. If you are a student who has taken a
programming course or two and would like to be a better programmer, this book will
expand on some of the topics for which there wasn't enough time in school. If you
write programs as part of your work, but in support of other activities rather than as
the god in itself, the information will help you to program more effectively. If you
are a professional programmer who didn't get enough exposure to such topics in
school or who would like a refresher, or if you are a software manager who wants to
guideyour staff in the right direction, the material here should be of value.

We hope that the advice will help you to write better programs. The only prereg-
uisite is that you have done some programming, preferably in C. C++ or Java. Of
course the more experience you have, the easier it will be; nothing can take you from
neophyte to expert in 21 days. Unix and Linux programmers will find some of the
examples morefamiliar than will those who have used only Windows and Macintosh
systems, but programmersfrom any environment should discover thingsto make their
liveseasier.

The presentation is organized into nine chapters, each focusing on one magor
aspect of programming practice.

Chapter 1 discusses programming style. Good style is so important to good pro-
gramming that we havechosen to cover it first. Well-written programsare better than
badly-written ones—they have fewer errors and are easier to debug and to modify —
S0 it is important to think about style from the beginning. This chapter also intro-
duces an important theme in good programming, the use of idioms appropriate to the
language being used.

Algorithmsand data structures. the topics of Chapter 2, are the_core of the com-
puter science curriculum and a major part of programming courses. Since most read-
ers will already be familiar with this material, our treatment is intended as a brief
review of the handful of algorithms and data structures that show up in almost every
program. More complex agorithms and data structures usually evolve from these
building blocks, so one should master the basics.

Chapter 3 describes the design and implementation of a small program that illus-
trates algorithm and data structure issuesin a realistic setting. The program is imple-
mented in five languages; comparing the versionsshows how the same data structures
ae handledin each, and how expressiveness and performance vary acrossa spectrum
of languages.
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Interfaces between users, programs, and parts of programsare fundamental in pro-
gramming and much of the success of software is determined by how well interfaces
are designed and implemented. Chapter 4 shows the evolution of a small library for
parsing a widely used data format. Even though the example is small. it illustrates
many of the concerns of interface design: @bstractionginformationshiding, (resource
management, and error handling.

Much as we try to write programs correctly the first time, bugs, and therefore
debugging, are inevitable. Chapter 5 gives strategies and tactics for systematic and
effective debugging. Among the topics are the signatures of common bugs and the
importance of *"numerology,”” where (patternstinydebuggingroutputyoftenyindicate
wherea problemlies.

Testing is an attempt to devel op a reasonable assurance that a program is working
correctly and that it stays correct as it evolves. The emphasisin Chapter 6 is on sys-
tematic testing by hand and machineguBoundarysconditionstests probe at potential

week spots. Mechanization and test scaffolds make it easy to do extensive testing
with modest effort. Stress tests provide a different kind of testing than typical users
do and ferret out a different class of bugs.

Computers are so fast and compilers are so good that many programs are fast
enough the day they are written. But others are too slow, or they use too much mem-
ory, or both. Chapter 7 presents an orderly way to approach the task of making a pro-
gram use resourcesefficiently, so that the program remains correct and sound as it is
made moreefficient.

Chapter 8 covers portability. Successful programs live long enough that their
environment changes, or they must be moved to new systems or new hardwareor new
countries. The goa of portability is to reduce the maintenanceof a program by mini-
mizing the amount of change necessary to adapt it to a new environment.

Computing is rich in languages, not just the general-purpose ones that we use for
the bulk of programming, but also many specialized languages that focus on narrow
domains. Chapter 9 presents several examples of the importance of notation in com-
puting, and shows how we can useit to simplify programs, to guide implementations,
and even to help us write programsthat write programs.

To talk about programming, we have to show alot of code. Most of the examples
were written expressly for the book, although some small ones were adapted from
other sources. We've tried hard to write our own code well, and havetested it on half
a dozen systems directly from the machine-readabletext. Moreinformationis avail-
able at the web sitefor The Practice of Programming:

http://tpop.awl.com

The mgjority of the programs are in C, with a number of examples in C++ and
Java and some brief excursions into scripting languages. At the lowest level, C and
C++ are dmost identical and our C programs are valid C++ programs as well. C++
and Javaare lineal descendants of C, sharing more than alittle of its syntax and much
of its efficiency and expressiveness, while adding richer type systems and libraries.
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In our own work, weroutinely use all three of theselanguages, and many others. The
choice of language depends on the problem: operating systems are best written in an
efficient and unrestrictivelanguage like C or C++; quick prototypesare often easiest
in acommand interpreter or a scripting language like Awk or Perl; for user interfaces.
Visual Basic and Tcl/Tk arestrong contenders, along with Java.

Thereis an important pedagogical issue in choosing a language for our examples.
Just as no language solves all problemsequally well, no single languageis best for
presenting al topics. Higher-level languages preempt some design decisions. If we
usea lower-level language, we get to consider alternative answersto the questions; by
exposing more of the details, we can talk about them better. Experience shows that
even when we use the facilities of high-level languages, it's invaluable to know how
they relateto lower-level issues; without that insight, it's easy to run into performance
problems and mysterious behavior. So we will often use C for our examples, even
though in practice we might choose something el se.

For the most part, however, thelessons are independent of any particular program-
ming language. The choice of data structureis affected by the language at hand; there
may befew optionsin some languages while others might support a variety of aterna-
tives. But the way to approach making the choice will be the same. The details of
how to test and debug are different in different languages, but strategies and tactics
are similar in al. Most of the techniques for making a program efficient can be
appliedin any language.

Whatever language you write in, your task as a programmer is to do the best you
can with the tools at hand. A good programmer can overcome a poor language or a
clumsy operating system, but even a great programming environment will not rescue
a bad programmer. We hope that, no matter what your current experience and skill.
this book will help you to program better and enjoy it more.

We are deeply grateful to friends and colleagues who read drafts of the manuscript
and gave us many helpful comments. Jon Bentley. Russ Cox. John Lakos. John Lin-
derman, Peter Memishian, lan Lance Taylor, Howard Trickey, and Chris Van Wyk
read the manuscript, some more than once, with exceptional care and thoroughness.
We are indebted to Tom Cargill, Chris Cledland, Steve Dewhurst, Eric Grosse,
Andrew Herron, Gerard Holzmann, Doug McHroy, Paul McNamee, Peter Nelson,
Dennis Ritchie, Rich Stevens, Tom Szymanski, Kentaro Toyama, John Wait, Daniel
C. Wang, Peter Weinberger. Margaret Wright. and Cliff Y oung for invaluable com-
ments on drafts at variousstages. We al so appreciate good advice and thoughtful sug-
gestions from Al Aho, Ken Arnold, Chuck Bigelow, Joshua Bloch. Bill Coughran.
Bob Flandrena, Renée French, Mark Kernighan. Andy Koenig, Sape Mullender. Evi
Nemeth, Marty Rabinowitz, Mark V. Shaney, Bjarne Stroustrup, Ken Thompson, and
Phil Wadler. Thank you all.

Brian W. Kernighan
Rob Pike



1

Style

It is an old observation that the best writers sometimes disregard
the rules of rhetoric. When they do so, however, the reader will
usually find in the sentence some compensating merit, attained at
the cost of the violation. Unless he is certain of doing as well, he
will probably do best to follow the rules.

William Strunk and E. B. White, The Elements of Style

Thisfragment of code comesfrom alarge program written many years ago:

if ( (country == SING) || (country == BRNI) II
(country = RAL) || (country == ITALY) )

/~k

+ | f the country is Singapore, Brunei or Poland
then the current time is the answer time

+ rather than the off hook time.

» Reset answer time and set day of week.

*/

%*

It's carefully written. formatted, and commented, and the program it comes from
works extremely well; the programmers who created this system are rightly proud of
what they built. But this excerpt is puzzling to the casua reader. What relationship
links Singapore, Brunei, Poland and Italy? Why isn't Italy mentioned in the com-
ment? Since the comment and the code differ, one of them must be wrong. Maybe
both are. The code is what gets executed and tested, so it's more likely to be right;
probably the comment didn't get updated when the code did. The comment doesn't
say enough about the relationship among the three countries it does mention; if you
had to maintain this code, you would need to know more.

The few lines above are typical of much real code: mostly well done, but with
some things that could be improved.



2 STYLE CHAPTER 1

This book is about the practice of programming—how to write programsfor real.
Our purposeisto help you to write software that works at least as well as the program
this example was taken from, while avoiding trouble spots and weaknesses. We will
talk about writing better code from the beginning and improvingit asit evolves.

We are going to start in an unusual place, however, by discussing programming
style. The purposedf style is to make the code easy to read for yourself and others,
and good style is crucial to good programming. We want to talk about it first so you
will be sensitiveto it as you read the code in the rest of the book.

There is more to writing a program than getting the syntax right, fixing the bugs,
and making it run fast enough. Programsare read not only by computers but also by
programmers. A well-written program is easier to understand and to modify than a
poorly-writtenone. The discipline of writing well leads to code that is more likely to
be correct. Fortunately, thisdisciplineis not hard.

The principlesof programming style are based on common sense guided by expe-
rience, not on arbitrary rules and prescriptions. Code should be clear and smple—
straightforward logic, natural expression, conventional language use, meaningful
names, neat formatting, helpful comments—and it should avoid clever tricks and
unusua constructions. Consistency is important because others will find it easier to
read your code, and you theirs, if you al stick to the same style. Details may be
imposed by local conventions, management edict, or a program, but even if nat, it is
best to obey aset of widely shared conventions. We follow the style used in the book
The C Programming Language, with minor adjustmentsfor C++ and Java.

We will oftenillustrate rulesof style by small examplesof bad and good program-
ming, since the contrast between two ways of saying the same thing is instructive.
These examples are not artificial. The "*bad'" ones are all adapted from red code,
written by ordinary programmers(occasionally ourselves) working under the common
pressuresof too much work and too little time. Some will be distilled for brevity. but
they will not be misrepresented. Then we will rewrite the bad excerpts to show how
they could be improved. Since they are red code, however, they may exhibit multiple
problems. Addressingevery shortcoming would take us too far off topic, so some of
the good examples will still harbor other, unremarked flaws.

To distinguish bad examples from good, throughout the book we will place ques-
tion marksin the marginsof questionablecode, asin this real excerpt:

? #define ONE 1L
? #define TEN 10
9 #define TWENTY 20

Why are these #defines questionable? Consider the modificationsthat will be neces-
sary if an array of TWENTY elements must be made larger. At the very least, each name
should be replaced by one that indicatesthe role of the specific valuein the program:

#define INPUT-MODE 1
#define INPUT-BUFSIZE 10
#define OUTPUT-BUFSIZE 20



SECTION 1.1 NAMES 3

1.1 Names

What's in a name? A variable or function name labels an object and conveys
information about its purpose. A name should be informative, concise, memorable,
and pronounceableif possible. Much information comes from context and scope; the
broader the scope of a variable, the moreinformation should be conveyed by its name.

Use descriptive names for globals, short names for locals. Global variables, by defi-
nition, can crop up anywhere in a program, so they need names long enough and

descriptive enough to remind the reader of their meaning. It's also helpful to include

ri mment with th | ion of hal :

int npending = 0; // current length of input queue

Global functions,.classes, and structures should also have descriptive names that sug-
gest their role in a program.

By contrast, shorter names suffice for local variables; within a function, n may be
sufficient, npoi ntsisfine, and numberof Poi ntsisoverkill.

Local variables used in conventional ways can have very short names. The use of
i and j for loop indices, p and q for pointers, and s and t for strings is so frequent
that thereislittle profit and perhaps some lossin longer names. Compare

7 for (theElementIndex = 0; theElementIndex < numberOfElements;
? theElementIndex++)
? elementArray[theElementIndex] = theElementIndex;
to
for (i = 0; I < nelems; i++)
elem[i] = i;

That is a mistake: clarity isoftenachieved throughibrevity.

There are many naming conventions and local customs. Common ones include
using names that begin or end withigs such as nodep. forpointers; initial capital letters
for Global s; and all capitals for GONSTANTS Some programming shops use more
sweeping rules, such as notation to encode type and usage informationin the variable.
perhaps pch to mean a pointer to a character and strTo and strFrom to mean strings
that will be written to and read from. As for the spelling of the names themselves,
whether to use npendi ng or numPend1i ng or num_pending isa matter of taste; specific
rulesare much lessimportant than consistent adherence to a sensible convention.

Naming conventions make it easier to understand your own code. as well as code
written by others. They also make it easier to invent new names as the code is being
written. The longer the program, the more important is the choice of good. descrip-
tive, systematic names.

Namespacesin C++ and packages in Java provide ways to manage the scope of
names and help to keep meaningsclear without unduly long names.
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4 STYLE CHAPTER 1

Beconsistent. Give related things related names that show their relationship and high-
light their difference.

Besides being much too long, the member names in this Java class are wildly
incongistent:

2 class UserQueue {

? int noOfItemsInQ, frontOfTheQueue, queueCapacity;
? public int noOfUsersInQueue() {...}

? 3

The word ""queue’™ appears as Q Queueand queue. But since queues can only be
accessed from a variable of type UserQueue, member names do not need to mention
**queue’” at all; context suffices, so

7 queue.queueCapacity
isredundant. Thisversionis better:

class UserQueue {
int nitems, front, capacity;
public int nusersQ) {...}

3

sinceit leads to statementslike

gueue.capacity++;
n = queue.nusers();

No clarity islost. Thisexample still needs work, however: **items™ and ""users'™” are
the same thing, so only one term should be used for a single concept.

Use active names for_functions. Function names should be based on @ctiveverbs,
hapsfollow nouns.

mw = date.getTime();
putchar(’\n’);

Functionsthat return a boolean (true or false) value should be hamed so that the return

valueis unambiguous. Thus

? if (checkoctal(c)) ...
does not indicate which valueis true and which isfalse, while
i f (isoctal (¢)) ...
makesit clear that the function returnstrue if the argument is octal and falseif not.

Be accurate. A name not only labels, it conveys information to the reader. A mis-
leading name can result in mystifying bugs.

One of uswroteand distributed for yearsa macro called i soctal with thisincor-
rect implementation:
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SECTION 1.1 NAMES 5

? #define isoctal(c) ((c) »= '0' & (C) <= '8")

instead of the proper
#define isoctal(c) ((c) >= "0’ && (c) <= '7")

In this case, the name conveyed the correct intent but the implementation was wrong;
it's easy for a sensible name to disguise a broken implementation.
Here's an example in which the name and the code are in complete contradiction:

public boolean inTable(Object obj) {
int j = this.getIndex(obj);
return (j == nTable);

[

}

The function getIndex returns a value between zero and nTable-1 if it finds the
object, and returns nTable if not. The boolean value returned by i nTable is thus the
opposite of what the name implies. At the time the code is written, this might not

cause trouble, but if the program is modified later, perhaps by a different programmer,
the name is sure to confuse.

Exercise1-1. Comment on the choice of names and valuesin the following code.

? #define TRUE 0

? #define FALEE 1

?

7 if ((ch = getcharQQ) = EOP)
7 not-eof = FALSE

m]

Exercisel-2. Improve thisfunction:

7 int smaller(char =s, char #t) {
? if (stremp(s, t) < 1)

? return 1;

? else

? return 0;

? );

O

Exercise 1-3. Read thiscode aloud:

7 i f ((fal1loc(SMRHSHSCRTCH, S_IFEXT|0644, MAXRCDDH3H) < 0O)



6 STYLE CHAPTER 1

1.2 Expressions and Statements

By analogy with choosing names to aid the reader's understanding, write expres-
sions and statements in a way that makes their meaning as transparent as possible.
Write the clearest code that does the job. Use spaces around operators to suggest
grouping; more generally, format to help readability. Thisistrivial but valuable, like
keeping a neat desk so you can find things. Unlike your desk, your programs are
likely to be examined by others.

Indent to show structure. A consistent indentation style is the lowest-energy way to
make a program's structure self-evident. Thisexampleis badly formatted:

ki for(n++;n<100;field[n++]1="\0");
? #1 = "\0"; return(’\n’);

Reformattingimprovesit somewhat:
for (n++; n < 100; field[n+] = "\0")

y .
2 *.i = I\Ol ;
2 return(’\n’);
Even better is to put the assignment in the body and separate the increment, so the
loop_takesa more conventional form and is thuseasier to grasp:

for (n++; n < 100; n++)

field[n] = "\0’;

#1 = "\O’;

return '\n’;
Use the natural form for expressions. Write expressions as you might speak them
doud. Conditional expressionsthat include negationsare always hard to understand:

? if (!(block-id < actblks) || !(block-id >= unblocks))

Each test is stated negatively. though there is no need for either to be. Turning the
relationsaround lets us state the tests positively:

if ((block-id >= actblks) || (block_id < unblocks))

Now the code reads naturally.

Parenthesize to resolve ambiguity. Parentheses specify grouping and can be used to
make the intent clear even when they are not required. The inner parenthesesin the
previous example are not necessary, but they don't hurt, either. Seasoned program-
mers might omit them, because the relational operators (< <= == !=>=>) have higher
precedence than thelogical operators (& and | |).

When mixing unrelated operators, though, it's a good idea to parenthesize. C and

present pernicio precede proble ana | easy 1[0 MakKe a MIStake,
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SECTION 1.2 EXPRESSIONSAND STATEMENTS 7

Because the logical operators bind tighter than assignment, parenthesesare mandatory
for most expressions that combine them:

while ((c = getchar()) != EOF)

The bitwise operators& and | have lower precedencethan relational operatorslike =,
so despiteits appearance,

? i f (x&MASK == BITS)

?
actually means

? if (x & (MASK==BITS))

"

which is certainly not the programmer's intent. Because it combinesbitwise and rela-
tional operators, the expression needs parentheses:

i T ((x&MASK) == BITS)

Even if parenthesesaren't necessary, they can help if the groupingis hard to grasp
at first glance. Thiscode doesn't need parentheses:

? leap-year =y %4 = 0 & y % 100 != 0 || y % 400 == O;
but they make it easier to understand:
leap_year = ((y%4 == 0) && (y%100 != 0)) || (y%400 == 0);

We also removed some of the blanks: grouping the operands of higher-precedence
operators hel psthe reader to see the structure more quickly.

Break up complex expressions. C, C++, and Java have rich expression syntax and
operators, and it's to get carried aw. cramming everything into one con-
struction. An expression like the following is compact but it packstoo many opera-
tionsinto a single statement:

» #x += (xxp=(2#k < (n-m) ? c[k+1] : d[k--1));
It's easier to grasp when broken into several pieces:

it (2xk < n-m)
=xp = c[k+1];
else
=*xp = d[k--1;
*X += #*Xp;

Be clear. Programmers' endless creative energy is sometimes used to write the most
concise code possible, or to find clever ways to achieve a result. Sometimes these

skills are misapplied, though, sincethegoaistowriteclearcodepnoticlevercode
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Wheat does thisintricate calculation do?
? subkey = subkey >> (bitoff - ((bitoff >> 3) << 3));

The innermost expression shifts bitoff three bits to the right. The result is shifted
left again, thus replacing the three shifted bits by zeros. This result in turn is sub-
tracted from the original value, yielding the bottom three bitsof bitoff. These three
bitsare used to shift subkey to the right.

Thus the original expression isequivaent to

subkey = subkey >> (bitoff & 0x7);

It takes a while to puzzle out what the first version is doing; the second is shorter and
clearer. Experienced programmersmake it even shorter by using an assignment oper-
ator:

subkey >>= bitoff & 0x7;

Some constructs seem to invite abuse. The ?: operator can lead to mysterious
code:

7 child=(!LC&&!RC)?0: (!LC?RC:LO);

It's amost impossible to figure out what this does without following all the possible
paths through the expression. Thisform islonger, but much easier to follow because
it makesthe pathsexplicit:

if (LC = 0 & RC == 0)

child = 0;
else if (LC == 0)

child = RC;
else

child = LC;

The ?: operator isfine for short expressions where it can replace four lines of if-else
with one, asin

max = (a >b) ?a : b;
or perhaps
printf("The list has %d item¥s\n", n, n==1 2 "" * "s");

but it is not ageneral replacementfor conditional statements.

Clarity is not the same as brevity. Often the clearer code will be shorter, asin the
bit-shifting example, but it can also be longer, as in the conditional expression recast
asanif-else. The proper criterionisease of understanding.

Be careful with side effets. Operatorslike ++ have side effects besides returning a
value, they also modify an underlying variable. Side effects can be extremely conve-
nient, but they can also cause trouble because the actions of retrieving the value and
updating the variable might not happen at the same time. In C and C++, the order of
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execution of side effects is undefined, so this multiple assignment is likely to produce
the wrong answer:

? stri++] = stri++] = " ’;

Theintent isto store blanks at the next two positionsin str. But depending on when
i isupdated, apositionin str could beskipped and i might end up increased only by
1. Breskitinto two statements:

strii++] L

L] L]

strii++] x

Even though it contains only one increment, this assignment can also give varying
results:

? array[i++] = 1i;

If i isinitialy 3, thearray element might be set to 3or 4.
It's not just increments and decrements that have side effects; VO is another

source of behind-the-scenesaction. This example is an attempt to read two related
numbersfrom standard input:

? scanf("%d %d", &yr, &profit[yr]);

It is broken because part of the expression modifies yr and another part usesit. The
valueof profit[yr] can never beright unlessthe new value of yr is the same as the
old one. You might think that the answer depends on the order in which the argu-
ments are evaluated, but the real issueis that al the argumentsto scanf are evaluated
before the routineis caled, so &profit[yr] will always be evaluated using the old
value of yr._This sort of problem can occur in amost any language. The fix is, as
usual, to bresk up the expression:

scanf ("%d". &yr);
scanf ("%d", &profitlyr]);

Exercise caution in any expression with side effects.

Exercise1-4. Improve each of thesefragments:

? if (ec="y" || c=="Y"))

b return;

? length = (length < BUFSZE) ? length : BUFSIZE;

7 flag = flag 2 0 : 1;

? quote = (xline == '""') 7 1 : 0;
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? if (val & D
? bit = 13
? else

? bit = 0;

Exercise 1-5. What is wrong with thisexcerpt?

7 int read(int =ip) {

? scanf("%d", 1ip) ;

? return =ip;

? 1

?

? insert(&graph[vert], read(&val), read(&ch));

a

Exercise1-6. List dl the different outputs this could produce with various orders of
evaluation:

? n=1;
? printf("%d %d\n", n++, n++);

Try it on as many compilersas you can, to see what happensin practice. O

1.3 Consistency and Idioms

Consistency leadsto better programs. If formatting varies unpredictably, or aloop
over an array runs uphill this time and downhill the next, or strings are copied with
strcpy hereand a for loop there, the variations make it harder to see what's really
going on. But if the same computation is done the same way every time it appears,
any variation suggestsa genuinedifference, one worth noting.

Use a consistent indentation and brace style. Indentation shows structure, but which
indentation style is best? Should the opening brace go on the same line as the i f or
on the next? Programmershave always argued about the layout of programs, but the
specific style is much less important than its consistent application. Pick one style,
preferably ours, useit consistently, and don't waste time arguing.

Should you include braces even when they are not needed? Like parentheses,
braces can resolve ambiguity and occasionally make the code clearer. For consis-
tency, many experienced programmers always put braces around loop or i f bodies.
But if the body is asingle statement they are unnecessary, so we tend to omit them. If
you also choose to leave them out, make sure you don't drop them when they are
needed to resolvethe "* dangling else"* ambiguity exemplified by thisexcerpt:
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if (month == FEB) {
if (year%4 == 0)
if (day > 29)
legal = FALSE;

if (day > 28)
legal = FALSE;

?

?

?

?

? else
?

?

? 1

The indentation is misleading, since the el s e isactually attached to the line

? if (day > 29)

and the codeis wrong. When onei f immediately followsanother, always use braces:

? if (month == FEB) {

? if (year%4 == 0) {

? if (day > 29)

? legal = FALSE;
2 } else {

? if (day > 28)

? legal = FALSE;
9 }

? 1

Syntax-drivenediting tools make this sort of mistakelesslikely.
Even with the bug fixed, though, the code is hard to follow. The computationis
easier tograsp if we use avariableto hold the number of days in February:

i f (month == FEB) {
int nday;

nday = 28;

if (year%4 == 0)
nday = 29;

if (day > nday)
legal = FALSE;

I I R R AR

1

The code is still wrong—2000 is a leap year, while 1900 and 2100 are not—hut this
structureis much easier to adapt to make it absolutely right.

By the way, if you work on a program you didn't write, preservethe style you find
there. When you make a change, don't use your own style even though you prefer it.
The program's consistency is more important than your own, because it makes life
easier for those who follow.

Use idioms for consistency. Like natural languages, programming languages have
idioms, conventional ways that experienced programmers write common pieces of
code. A central part of learning any language is developing a familiarity with its
idioms.
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One of the most common idioms is the form of a loop. Consider the C, C++, or
Java code for stepping through the n elements of an array, for example to initialize
them. Someone might write the loop like this:

7 i=0;
? while (i <= n-1)
? array[i++] = 1.0;

or perhapslikethis:

7 for (i =0; i <n;)
? array[i++] = 1.0;
or even:

? for (i =n; --i >=0;)
? array[i] = 1.0;

All of theseare correct, but the idiomaticform islike this:

for (i =0; i < n; i+4)
array[i] = 1.0;

This is not an arbitrary choice. It visits each member of an n-element array indexed
from 0 to n-1. It placesdl the loop control in the for itself, runs in increasing order,
and uses the very idiomatic ++ operator to update the loop variable. It leaves the
index variable at a known value just beyond the last array element. Native speakers
recognizeit without study and write it correctly without a moment's thought.

In C++ or Java, acommon variant includesthe declaration of the loop variable:

for (int i =0; i < n; i+4)
array[i] = 1.0;

Hereis the standard loop for walking along alist in C:
for (p = list; p !'= NULL; p = p->next)

Again, adl theloop control isin thefor.
For an infiniteloop, we prefer

for G3)
but

while (O

isalso popular. Don't use anything other than theseforms.

Indentation should be idiomatic, too. This unusua vertical layout detracts from
readability; it looks like three statements, not a loop:
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? for(

? ap = arr;

? ap < arr + 128
? #ap++ = 0

?

? {

? [

? 1

A standard loop is much easier to read:

for (ap

arr; ap < arr+128; ap++)
*ap :

0;

Sprawling layouts also force code onto multiple screens or pages, and thus detract
from readability.

Another common idiom isto nest an assignment inside a loop condition, as in

while ((c = getchar()) != EOF)
putchar(c);

The do-while statement is used much less often than for and while, becauseit
always executes at least once, testing a the bottom of the loop instead of the top. In
many cases, that behavior is a bug waiting to bite, as in this rewrite of the getchar
loop:

2 do {

? ¢ = getchar();
? putchar(c);

? } while (c !'= EOF);

It writesa spurious output character because the test occurs after the call to putchar.
The do-while loop is the right one only when the body of the loop must aways be
executed at least once; well see some examples|ater.

One advantage of the consistent use of idioms is that it draws attention to non-
standard loops, a frequent sign of trouble:

? int i, =iArray, nmemb;

?

? iArray = malloc(nmemb = sizeof(int));
? for (i =0; i <= nmemb; i++)

? iArray[i] = i;

Space is allocated for nmemb items, i Array[0] through iArray[nmemb-1], but since
the loop test is <= the loop walks off the end of the array and overwrites whatever is
stored next in memory. Unfortunately, errors like this are often not detected until
long after the damage has been done.

C and C++ also have idiomsfor allocating spacefor strings and then manipulating
it, and code that doesn't use them often harborsa bug:
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char =p, buf[256];

gets(buf);
p = malloc(strien(buf));
strepy(p, buf);

[ S S S

One should never use gets, since there is no way to limit the amount of input it will
read. This leadsto security problemsthat well return to in Chapter 6, where we will
show that fgetsis aways a better choice. But there is another problem as well:
strlen does not count the '\0’ that terminates a string, while strcpy copiesit. So
not enough space is allocated, and strcpy writes past the end of the allocated space.
Theidiomis

p = malloc(strien(buf)+1);
strcpy(p. buf);

or

p = new char[strien(buf)+1];
strcpy(p, buf);

in C++. If you don't seethe +1, beware.

Javadoesn't suffer from this specific problem, since strings are not represented as
null-terminated arrays. Array subscripts are checked as well, so it is not possible to
access outside the bounds of an array in Java.

Most C and C++ environments provide a library function, strdup, that creates a
copy of astring using malloc and strcpy, making it easy to avoid this bug. Unfortu-
nately. strdup is not part of the ANSI C standard.

By the way, neither the original code nor the corrected version check the value
returned by mal1oc. We omitted this improvement to focus on the main point. but in
areal program the return value from malioc, real 1oc, strdup, or any other aloca-
tion routine should always be checked.

Use else-ifs for multi-way decisions. Multi-way decisions are idiomatically expressed
asachainof i f.. elsei f .. el se, likethis:

i f (condition,)
statement,

2

else i f (condition,)
statement,

else
default-statemenr

The conditions are read from top to bottom; at the first condition that is satisfied, the
statement that follows is executed, and then the rest of the construct is skipped. The
statement part may be a single statement or a group of statements enclosed in braces.
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The last else handles the **default™ situation, where none of the other alternatives
was chosen. This trailing else part may be omitted if there is no action for the
default, although leaving it in with an error message may help to catch conditions that
""can't happen.'*

Align dl of the else clauses vertically rather than lining up each else with the
corresponding i f. Vertical alignment emphasizes that the tests are done in sequence
and keeps them from marching off the right side of the page.

A sequence of nested i f statements is often a warning of awkward code, if not
outright errors:

? if (argc == 3)

? if ((fin = fopenCargv[1], "r™)) != NULL)

? i f ((fout = fopen(argv[2], "w")) != NULL) {

? while ((c = getc(fin)) != EOP

? putc(c, fout);

? fclose(fin); fclose(fout);

? } else

? printf("Can't open output file %s\n", argv[2]);
? else

? printf(Can't open input file %s\n", argv[1]);
? else

? printf("Usage: cp inputfile outputfile\n");

The sequence of i f s requires us to maintain a mental pushdown stack of what tests
were made, so that at the appropriate point we can pop them until we determine the
corresponding action (if we can still remember). Since at most one action will be per-
formed, we readly want an else if. Changing the order in which the decisions are
made leads to a clearer version, in which we have also corrected the resource leak in
theoriginal:

if (argc '= 3
printf("Usage: cp inputfile outputfile\n™);
else i f ((fin = fopen(argv[1], "r")) == NULL
printf("Can’t open input file %s\n", argv[1]);
else i f ((fout = fopen(argv[2], "w")) == NULL) {
printf("Can't open output file %s\n", argv[2]);
fclose(fin);
} else {
while ((c = getc(fin)) != EOP
putc(c, fout);
fclose(fin) ;
fclose(fout);
1

We read down the tests until thefirst one that istrue, do the corresponding action, and
continue after the last else. Theruleistofollow each decision as closely as possible
by its associated action. Or, to put it another way, each time you make a test, do
something.

Attemptsto re-use piecesof code often lead to tightly knotted programs:
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switch (c) {

case '-': sign = -1;

case '+’: c = getchar();

case '.': break;

default: it (lisdigit(c))
return 0;

}

This usesatricky sequencedf fall-throughsin the switch statement to avoid duplicat-
ing one line of code. It's aso not idiomatic; cases should amost dways end with a
break, with the rare exceptions commented. A more traditiona layout and structure
iseasier to read, though longer:

Bl I B ]

? switch (&) {

? case '-':

? sign = -1;

? /* fall through =/
2 case '+':

? c = getchar();

? break;

9 case '.':

? break;

? default:

? it (lisdigit(c))
? return 0;

? break;

? }

Theincrease in size is more than offset by the increasein clarity. However, for such
an unusud structurea sequence of else-if satementsiseven clearer:

if (c=="-") {
sign = -1;
c = getchar();
}elseif (c = "+") {
c = getchar(};,
}elseif (c '= . & lisdigit(c)) {
return 0;
1

The bracesaround the one-line blocks highlight the parallel structure.

An acceptable use of afall-through occurs when severa cases haveidenticd code;
the conventional layout islike this:

case '0°:

case '1':

case '2":
break;

and no comment is required.
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Exercise1-7. Rewritethese C/C++ excerpts moreclearly:

o

AR Al

-2

7

0O

if (istty(stdin)) ;
else i f (istty(stdout)) ;
else i f (istty(stderr)) ;
else return(0);

if (retval 1= SUCCESS)

return (retval);

}

/a A1l went well! a/
return SUCCESS;

for (k = 0; k++ < 5, x 4= dx)
scanf("¥1f", &dx);

17

Exercisel-8. Identify the errorsin this Javafragment and repair it by rewriting with
an idiomatic loop:

B IS R U BN ]

a

int count = 0;
while (count < total) {
count++;
if (this. getName(count) == nametable. userName()) {
return (true) ;
1

14 Function Macros

Thereis a tendency among older C programmersto write macros instead of func-

tionsfor very short computationsthat will be executed frequently; I/O operationssuch
as getchar and character testslike i sdigit are officially sanctioned examples. The
reason is performance: a macro avoids the overhead of afunction call. Thisargument
was weak even when C was first defined, a time of slow machines and expensive
function calls; today it isirrelevant. With modern machinesand compilers, the draw-
backsof function macrosoutweigh their benefits.

Avoid function macros. In C++, inline functions render function macros unnecessary;
in Java, thereare no macros. In C, they cause more problemsthan they solve.
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One of the mogt serious problems with function macros is that a parameter that
appears more than once in the definition might be evaluated more than once; if the
argument in the cal includesan expression with side effects, the result is a subtle bug.
This code attempts to implement one of the character tests from <ctype. h>:

? #define isupper(c) ((c) >= 'A" & () <= 'Z7)

Note that the parameter ¢ occurs twice in the body of the macro. If i supper iscdled
in acontext like this,

? while (isupper(c = getchar()}))

?

then each time an input character is greater than or equal to A, it will be discarded and
another character reed to be tested against z. The C standard is carefully written to
permit isupper and analogous functions to be macros, but only if they guaranteeto
evaluate the argument only once, so thisimplementation is broken.

It's dways better to use the ctype functions than to implement them yourself, and
it's safer not to nest routines like getchar that have side effects. Rewriting the test to
use two expressions rather than one makes it clearer and also gives an opportunity to
catch end-of -fileexplicitly:

while ((c = getchar()) '= EOF && 1isupper(c))

Sometimes multiple evaluation causes a performance problem rather than an out-
right error. Consider thisexample:

v #define ROUND_TO_INT(x) ((int) ((x)+(((x)>0)70.5:-0.5)))

?

2 size = ROUND_TO_INT(sgrt(dx=dx + dy=dy));

This will perform the square root computation twice as often as necessary. Even
given simple arguments, a complex expression like the body of ROUNDIOINT trans-
lates into many ingtructions, which should be housed in a single function to be called
when needed. Ingtantiating a macro at every occurrence makes the compiled program
larger. (C++ inline functions have this drawback, too.)

Parenthesize the macro body and arguments. If you insist on using function macros,
be careful. Macros work by textual substitution: the parametersin the definitionare
replaced by the arguments of the call and the result replacesthe original call, as text.
Thisis atroublesomedifference from functions. The expression

1 / square(x)
worksfineif square isafunction, but if it's amacrolike this,
? #define square(x) (X) = (X)

the expression will be expanded to the erroneous
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? 1/ ) = (0
The macro should be rewritten as
#define square(x) () = Q)

All those parenthesesare necessary. Even parenthesizing the macro properly does not
address the multiple evaluation problem. If an operation is expensive or common
enough to be wrapped up. useafunction.

In C++, inline functions avoid the syntactic trouble while offering whatever per-

formance advantage macros might provide. They are appropriate for short functions
that set or retrieveasingle value.

Exercise 1-9. Identify the problems with this macro definition:
? #define ISDIGIT(c) ((c >= '0") && (c <= '9’)) 71 : 0

O

1.5 Magic Numbers

Magic numbers are the constants, array sizes, character positions, conversion fac-
tors, and other literal numeric valuesthat appear in programs.

Give namesto magic numbers. Asa guideline, any number other than 0 or 1is likely
to be magic and should have a name of itsown. A raw number in program source
gives no indication of its importance or derivation, making the program harder to
understand and modify. This excerpt from a program to print a histogram of letter

frequencieson a 24 by 80 cursor-addressed terminal is needlessly opagque because of a
host of magic numbers:

> fac =1im / 20; /» set scale factor =/
? if (fac < D

7 fac = 1;

? /= generate histogram =/
7 for (i =0, col =0; i <« 27; i++, j++) {

7 col += 3;

ki k =21 - (let[i] / fac);

7 star = (let[i] = 0) 2 " " : '=’;

? for (j = k; § < 22; j++)

2 draw(j, col, star);

? }

7 draw(23, 2, " "); /= label x axis =/

” for (i="'A"; i @& 'Z'; i++)

printf("%c ", i);
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The code includes, among others, the numbers 20, 21, 22, 23, and 27. They're clearly
related... or arethey? In fact, there are only three numberscritical to this program: 24,
the number of rows on the screen; 80, the number of columns; and 26, the number of
letters in the alphabet. But none of these appears in the code, which makes the num-
bers that do even more magical.

By giving names to the principal numbers in the calculation, we can make the
code easier to follow. We discover, for instance, that the number 3 comes from
(80—1)/26 and that | e t should have 26 entries, not 27 (an off-by-one error perhaps
caused by 1-indexed screen coordinates). Making a couple of other simplifications,
thisis the result:

enum {
MNROW =1, /% top edge #/
MINCOL =1, /% left edge »/
MAXROW = 24, /= bottom edge (<=) =/
MAXOOL = 80, /% right edge (<=) =/
LABELROW = 1, [* position of labels =/
NLET - 26, /% size of alphabet =/
HEIGHT = MAXROW - 4, /* height of bars =/
WIDTH = (MAXCOL-1)/NLET /* width of bars =/

1
fac = (lim + HEIGHT-1) / HEIGHT; /= set scale factor =/
if (fac < D

fac = 1;

for i= 0; 1 < NLET; i++) { /= generate histogram =/
if (et[i] == 0)
continue;
for (j = HEIGHT - Tet[il/fac; j < HEIGHT; j++)
draw(j+1 + LABELROW, (i+1)=WIDTH, ’=');

1
draw(MAXROW-1, MINCOL+1, ’ '); /= label x axis =/
for Ci= 'A"; i <= "Z'; i++)

printf("%c ", 1) 3

Now it's clearer what the main loop does: it's an idiomatic loop from 0 to NLET, indi-
cating that the loop is over the elements of thedata. Also the calls to draw are easier
to understand because words like MAXROW and MINCOL remind us of the order of argu-
ments. Most important, it's now feasible to adapt the program to another size of dis-
play or different data. The numbersare demystified and so is the code.

Define numbers as constants, not macros. C programmers have traditionally used
#define to manage magic number values. The C preprocessor is a powerful but blunt
tool, however, and macros are a dangerous way to program because they change the
lexica structureof the program underfoot. Let the language proper do the work. In C
and C++, integer constants can be defined with an enum statement, as we saw in the
previousexample. Constants of any type can be declared with const in C++:

const int MAXROW = 24. MAXOOL = 80;
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orfinal inJava:
static final int MAXROW = 24, MAXCOL = 80;

C aso has const values but they cannot be used as array bounds, so the enum state-
ment remains the method of choicein C.

Use character constants, not integers. The functions in <ctype.h> or their equiva-
lent should be used to test the propertiesof characters. A test like this:

? if (c >= 65 && c <= 90)

7

depends completely on a particul ar character representation. It's better to use

? if (c >>"'A" & c < 'Z")

?

but that may not have the desired effect if the letters are not contiguousin the charac-
ter set encoding or if the alphabet includesother letters. Bestisto usethelibrary:

i T (supper(c))

in C or C4+, or

i f (Character. isUpperCase(c))

in Java.

A related issue is that the number 0 appears often in programs, in many contexts.
The compiler will convert the number into the appropriate type, but it hel ps the reader
to understand the role of each 0 if the typeisexplicit. For example, use (voi d=)0 or
NULL to represent a zero pointer in C, and '\0’ instead of 0 to represent the null byte
at theend of astring. In other words, don't write

? str = 0;

? name[i] = 0;

? x = 0;

but rather:
str = NULL;
name[i] = ’\0’;
x = 0.0;

We prefer to use different explicit constants, reserving 0 for a literal integer zero,
because they indicate the use of the valueand thus provide a bit of documentation. In
C++, however, 0 rather than NULL is the accepted notation for a null pointer. Java
solves the problem best by defining the keyword nul1 for an object reference that
doesn't refer to anything.
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Use the languageto calculate the size of an object. Don't use an explicit size for any
data type; use sizeof(int) instead of 2 or 4, for instance. For similar reasons,
sizeof(array[01) may be better than sizeof(int) because it's one less thing to
changeif thetype of the array changes.

The sizeof operator is sometimes a convenient way to avoid inventing names for
the numbersthat determine array sizes. For example. if we write

char buf[1024];
fgets(buf, sizeof(buf), stdin);

the buffer size is still a magic number, but it occurs only once, in the declaration. It

may not be worth inventing a name for the size of a loca array, but it is definitely

worth writing code that does not have to changeif the size or type changes.
Javaarrays havea length field that givesthe number of elements:

char buf[] = new char[1024];

for (int i = 0; i < buf.length; i++)

There is no equivalent of .Tength in C and C++, but for an array (not a pointer)
whosedeclarationis visible, this macro computes the number of elementsin the array:

#define NELEMS(array) (sizeof(array) / sizeof(array[0]))
double dbuf[100];

for (i = 0; i < NELEMS(dbuf); i++)

Thearray sizeis set in only one place; the rest of the code does not change if the size
does. Thereis no problem with multipleevaluation of the macro argument here, since
there can be no side effects, and in fact the computation is done as the program is
being compiled. Thisisan appropriate usefor a macro becauseit does something that
afunction cannot: compute the size of an array from itsdeclaration.

Exercise1-10. How would you rewrite these definitions to minimize potential
errors?

? #define FTZMETER 0.3048

? #define METERZFT 3.28084
? #define MIZFT 5280.0

? #define MIZKM 1.609344
?

#define SQMIZSQKM  2.589988
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1.6 Comments

Comments are meant to help the reader of a program. They do not help by saying
things the code already plainly says, or by contradicting the code, or by distracting the
reader with elaborate typographical displays. The best comments aid the understand-
ing of a program by briefly pointing out salient details or by providing a larger-scale
view of the proceedings.

Don't belabor the obvious. Comments shouldn't report self-evident information, such
as the fact that 1§ —+hasrincremented 1 - Here are some of our favorite worthless com-
ments:

9 |*

? * default
2 */

? default:

7

break;

? /* return SUCCESS =/

? return SUCCESS;

’ zerocount++; /* Increment zero entry counter =/
? /% Initialize "total" to "number-received" */

? node->total = node->number-received;

All of these comments should be del eted; they're just clutter.

Comments should add something that is not immediately evident from the code,
or collect into one place information that is spread through the source. When some-
thing subtle is happening. a comment may clarify, but if the actions are obvious
aready, restating them in words s pointless:

while ((c = getchar()) !'= BEOF & isspace(c))
/* skip white space */

?

7 if (c = EOP /*x end of file =/
? type = endoffile;

2 elseif (c = "'(C") /x left paren =/
7 type = leftparen;

? else if (c == ")) /+ right paren =/
? type = rightparen;

2 elseif (c = ";") /#* semicolon =/

? type = semicolon;

? else i f (is_op(c)) /% operator =/

? type = operator;

2 else i f (isdigit(c)) /* number =/

T - =

These comments should also be deleted, since the well-chosen names already convey
the information.
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Comment functionsand global data. Comments can be useful, of course. We com-
ment functions, global variables, constant definitions, fields in structures and classes,
and anything el se where a brief summary can aid understanding.

Globa variables have a tendency to crop up intermittently throughout a program;
acomment serves as a reminder to be referred to as needed. Here's an example from
aprogram in Chapter 3 of this book:

struct State { /« prefix * suffix list a
char »pref|[NPREF]; /a prefix words a/
Suffix =suf; /a list of suffixes =/
State *next; /* next in hash table »/

};

A comment that introduces each function sets the stage for reading the code itself.
If the codeisn't too long or technical. asinglelineisenough:

// random: return an integer in the range [0. .r-1].
int random(int r)

{
}

return (int)(Math .floor(Math.random()*r)) ;

Sometimes code is genuinely difficult, perhaps because the agorithm is compli-
cated or the data structures are intricate. In that case, a comment that points to a
source of understanding can aid the reader. It may also be valuable to suggest why
particular decisions were made. This comment introduces an extremely efficient
implementation of an inverse discrete cosine transform (DCT) used in a JPEG image
decoder.

/*
idct: Scaled integer implementation of

Inverse two dimensional 8x8 Discrete Cosine Transform,
Chen-Wang algorithm (IEEE ASSP-32, pp 803-816, Aug 1984)

32-bit integer arithmetic (8-bit coefficients)
11 multiplies, 29 adds per DCT

*% % % % O ®

Coefficients extended to 12 bits for
IEEE 1180-1990 compliance

%

* %

/

static void idct(int b[8%8])
{

}

This helpful comment cites the reference, briefly describes the data used, indicates the
performanceof the algorithm, and tells how and why the origina algorithm has been
modified.
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Don't comment bad code, rewrite it. Comment anything unusual or potentially con-
fusing, but when the comment outweighs the code, the code probably needs fixing.
Thisexample usesalong, muddled comment and a conditionally-compileddebugging
print statement to explain a single statement:

? /= I'F"result” is 0 a match was found so return true (non-zero).
? Otherwise, "result" is non-zero so return false (zero). =/
5

? #ifdef DEBUG

? printf("#«x» isword returns !result = %d\n", Iresult);

? fflush(stdout);

? #endif

?

7

return(! result) ;

Negations are hard to understand and should be avoided. Part of the problem is the
uninformativevariable name, result. A more descriptive name, matchfound, makes
the comment unnecessary and cleans up the print statement, too.

#ifdef DEBUG

printf("s+x isword returns matchfound = %d\n", matchfound) ;
fflush(stdout) ;

#endif

return matchfound;

Don't contradict the code. Most comments agree with the code when they are writ-
ten, but as bugs are fixed and the program evolves, the comments are often left in
their original form, resulting in disagreement with the code. This is the likely expla-
nation for the inconsistency in the example that opens this chapter.

Whatever the source of the disagreement, a comment that contradicts the code is
confusing, and many a debugging session has been needlesdy protracted because a
mistaken comment was taken as truth. When you change code, make sure the com-
mentsare still accurate.

Comments should not only agree with code, they should support it. The comment
in this example is correct—it explains the purpose of the next two lines—but it
appears to contradict the code; the comment talks about newline and the code talks
about blanks:

? time(&now) ;

2 strcpy(date, ctime(&now));

? /% get rid of trailing newline character copied from ctime */
? i=0;

? while(date[i] >= ' ) i++;

? date[i] = O;

One improvement is to rewrite the code more idiomatically:
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time(&now) ;

strcpy(date, ctime(&now));

/= get rid of trailing newline character copied from ctime =/
for (i = 0; date[i] != ’\n’; i++)

W0 w3

date[i] = '\0’;

Code and comment now agree, but both can be improved by being made more direct.
The problem is to delete the newline that ctime puts on the end of the string it
returns. The comment should say so, and the code should do so:

time(&now) ;

strcpy(date, ctime(&now));

/* ctime() puts newline at end of string; delete it =/
date[strlen(date)-1] = ’\0’;

This last expression is the C idiom for removing the last character from a string. The
code is now short, idiomatic, and clear, and the comment supports it by explaining
why it needs to be there.

Clarify, doit confuse. Comments are supposed to help readers over the hard parts,
not create more obstacles. This example follows our guidelines of commenting the
function and explaining unusual properties; on the other hand, the function is strcmp
and the unusua propertiesare peripheral to the job at hand, which is the implementa-
tion of a standard and familiar interface;

I
i f(+s1>%s2) return(l);
return(-1) ;

? int strcmp(char =s1, char #s2)

? /* string comparison routine returns -1 if slis #/
ki /* above s2 in an ascending order list, O if equal =/
2 /* 1if sl below s2 =/

? {

? while(xsl==xs2) {

? if(xs1=="\0") return(0);

? Sl++;

? S2++;

?

7

?

When it takes more than a few words to explain what's happening, it's often an indi-
cation that the code should be rewritten. Here, the code could perhaps be improved
but the real problem is the comment, which is nearly as long as the implementation
and confusing, too (which way is "*above™?). We're stretching the point to say this
routineis hard to understand, but since it implementsa standard function, its comment

can help by summarizing the behavior and telling us where the definition originates;
that's all that's needed:
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/x strcmp: return < 0 if sl<s2, > 0 if sl>s2, O if equal =/

/* ANSI C, section 4.11.4.2 =/
int stremp(const char »sl, const char =s2)

}

Students are taught that it's important to comment everything. Professional pro-
grammers are often required to comment all their code. But the purposeof comment-
ing can be lost in blindly following rules. Comments are meant to help a reader
understand pans of the program that are not readily understood from the code itself.
As much as possible, write code that is easy to understand; the better you do this, the
fewer commentsyou need. Good code needs fewer commentsthan bad code.

Exercise1-11. Comment on these comments.

? void dict::insert(string& w)
2 // returns 1if win dictionary, otherwise returns 0

? if (n>MAX || n%2>0) // test for even number

// Write a message
// Add to line counter for each line written

void write_message()
{
// increment line counter
line-number = line-number + 1;
fprintf(fout, "%d %s\n%d %s\n¥d %s\n",
line-number, HEADER,
line-number + 1, BODY,
line-number + 2, TRAILER);
// increment 1ine counter
line_number = line_number + 2;

= = o Al cwd cal ol el el twl R fwd 0wl

a

1.7 Why Bother?

In this chapter, we've talked about the main concerns of programming style:
descriptive names, clarity in expressions, straightforward control flow, readability of
code and comments. and the importance of consistent use of conventionsand idioms
inachieving all of these. It's hard to argue that these are bad things.
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But why worry about style? Who cares what a program looks like if it works?
Doesn't it take too much time to make it look pretty? Aren't the rules arbitrary any-
way?

The answer is that well-written code is easier to read and to understand, almost
surely has fewer errors, and is likely to be smaller than code that has been carelessly
tossed together and never polished. In the rush to get programsout the door to meet
some deadlineg, it's easy to push style aside, to worry about it later. This can be a
costly decision. Some of the examples in this chapter show what can go wrong if
there isn't enough attention to good style. Sloppy code is bad code—not just awk-
ward and hard to read, but often broken.

The key observation is that good style should be a matter of habit. If you think
about style as you write code originally, and if you take the time to revise and
improveit, you will develop good habits. Once they become automatic, your subcon-
scious will take care of many of the details for you, and even the code you produce
under pressurewill be better.

Supplementary Reading

As we said at the beginning of the chapter, writing good code has much in com-
mon with writing good English. Strunk and White's The Elementsof Style (Allyn &
Bacon) isstill the best short book on how to write English well.

This chapter draws on the approach of The Elements of Programming Style by
Brian Kernighan and P. J. Plauger (McGraw-Hill, 1978). Steve Maguire's Writing
Solid Code (Microsoft Press. 1993) is an excellent source of programming advice.
There are also helpful discussions of style in Steve McConnell’s Code Complete
(Microsoft Press. 1993) and Peter van der Linden's Expert C Programming: Deep C
Secrets (PrenticeHall, 1994).
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Algorithms and
Data Structures

In the end, only familiarity with the toolsand techniquesof the field will pro-
vide the right solution for a particular problem, and only a certain amount of
experiencewill provide consistently professional results.

Raymond Fielding. The Techniqueof Special Effects Cinematography

The study of algorithms and data structuresis one of the foundations of computer
science, a rich field of elegant techniques and sophisticated mathematical analyses.
And it's more than just fun and gamesfor the theoretically inclined: a good agorithm
or data structure might make it possibleto solve a problem in seconds that could oth-
erwisetakeyears.

In specialized areas like graphics, databases, parsing, numericd analysis, and sim-
ulation, the ability to solve problems depends critically on state-of-the-artalgorithms
and data structures. If you are developing programsin a field that's new to you, you
must find out what is already known, lest you waste your time doing poorly what oth-
ers have aready done well.

Every program depends on algorithms and data structures, but few programs
depend on the invention of brand new ones. Even within an intricate program like a
compiler or aweb browser, most of the data structuresare arrays, lists, trees, and hash
tables. When a program needs something more elaborate, it will likely be based on
these simpler ones. Accordingly, for most programmers. the task is to know what
appropriate algorithms and data structures are available and to understand how to
choose among alternatives.

Hereis the story in a nutshell. There are only a handful of basic algorithms that
show up in amost every program— primarily searching and sorting—and even those
areoften includedin libraries. Similarly, almost every data structureis derived from a
few fundamental ones. Thus the material covered in this chapter will be familiar to
amost dl programmers. We have written working versions to make the discussion

29
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concrete, and you can lift code verbatim if necessary, but do so only after you have
investigated what the programming languageand its libraries have to offer.

2.1 Searching

Nothing beats an array for storing stetic tabular data. Compile-time initialization
makes it cheap and easy to construct such arrays. (In Java, the initialization occurs at
run-time, but this is an unimportant implementationdetail unless the arrays are large.)
In a program to detect words that are used rather too much in bad prose, we can write

char =flab[] = {
"actually",
"just",
llquitell’
"really".
NULL

};

The search routine needs to know how many elements are in the array. One way to
tell it is to pass the length as an argument; another, used here, is to place a NULL
marker at the end of the array:

/% lookup: sequential search for word in array =/
int lTookup(char =word, char *array[])

{
int i;
for (i = 0; array[i] != NULL;, i++)
i f (strcmp(word, array[i]) == 0)
return i;
return -1;
);

In C and C++, a parameter that is an array of strings can be declared as char
*array[] or char *+array. Although these forms are equivalent, the first makes it
clearer how the parameter will be used.

This search algorithm is called sequential search because it looks at each element
in turn to see if it's the desired one. When the amount of data is small, sequential
search is fast enough. There are standard library routinesto do sequential search for
specific data types; for example, functionslikestrchr and strstr search for thefirst
instance of a given character or substring in a C or C++ string. the Java String class
has an indexOf method. and the generic C++ find algorithms apply to most data
types. If such afunction exists for the data type you've got, useit.

Sequential search is easy but the amount of work is directly proportional to the
amount of data to be searched; doubling the number of elements will double the time
to search if the desired item is not present. Thisisa linear relationship—run-timeisa
linear function of data Sze—so this method is also known as linear search.
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Here's an excerpt from an array of more realistic size from a program that parses
HTML, which defines textual namesfor well over a hundred individual characters:

typedef struct Nameval Nameval;
struct Nameval {

char *name;

int value;

};

/= HIML characters, e.g. AElig is ligature of Aand E. =/
/* Values are Unicode/IS010646 encoding. =/

Nameval htmlchars[] = {

"AE1ig", 0x00c6,
"Aacute", 0x00c1,
"Acirc", 0Ox00c2,
.0 *

"zeta", 0x03b6,

};

For a larger array like this, it's more efficient to use bi nary search. The binary
search algorithm is an orderly version of the way we look up words in a dictionary.
Check the middle element. If that value is bigger than what we are looking for, look
in the first half; otherwise, look in the second half. Repeat until the desired item is
found or determined not to be present.

For binary search, the table must be sorted, as it is here (that's good style anyway;
people find things faster in sorted tables too), and we must know how long the table
is. The NELBMS macro from Chapter | can help:

printf("The HIML table has %d words\n" NELEMS(htmlchars)) ;
A binary search function for this table might look like this:

/* lookup: binary search for name in tab; return index =/
int lookup(char xname, Nameval tab[], int ntab)

{

int low, high, mid, cmp;

low = O;
high = ntab - 1;
while (low <= high) {
mid = (low + high) / 2;
ap = strcmp(name, tab[mi d].name) ;
if (cmp < 0)
high = mid - 1;
else if (cmp > 0)
low = mid + 1;
else /= found match =/
return mid;
}

return -1; /+ no match */
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Putting all thistogether. to search htmlchars wewrite
half = Tookup("fracl2”, htmlchars, NELEMS(Chtmlchars));
tofind the array index of thecharacter V2.

Binary search eliminates half the data at each step. The number of stepsis there-
fore proportional to the number of timeswe can divide n by 2 before we're left with a
single element. Ignoring roundoff, this is log,n. If we have 1000 items to search,
linear search takes up to 1000 steps, while binary search takes about 10; if we havea
million items. linear takes a million steps and binary takes 20. The more items, the
greater the advantage of binary search. Beyond some size of input (which varies with
the implementation), binary search isfaster than linear search.

2.2 Sorting

Binary search works only if the elements are sorted. If repeated searches are
going to be made in some data set, it will be profitable to sort once and then use
binary search. If the data set is known in advance, it can be sorted when the program
is written and built using compile-timeinitialization. If not, it must be sorted when
the program isrun.

One of the best al-round sorting algorithms is quicksort, which was invented in
1960 by C. A. R. Hoare. Quicksort is a fine example of how to avoid extra comput-
ing. It works by partitioning an array into little and big elements:

pick oneelement of the array (the** pivot™).
partition the other elements into two groups:
""little ones'" that are less than the pivot value, and
""higones' that are greater than or equal to the pivot vaue.
recursively sort each group.

When this processisfinished, the array isin order. Quicksort isfast becauseonce an
element is known to be less than the pivot value, we don't have to compare it to any
of the big ones; smilarly. big ones are not compared to little ones. This makes it
much faster than the simple sorting methods such as insertion sort and bubble sort that
compare each element directly to all the others.

Quicksort is practical and efficient; it has been extensively studied and myriad
variationsexist. The version that we present here is just about the simplest implemen-
tation but it iscertainly not the quickest.

Thisquicksort functionsortsan array of integers:
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/# quicksort: sort v[0]..v[n-1] into increasing order &
void quicksort(int v[], int n)

{
int i, last;
if (n <= 1) /* nothing to do =/
return;
swap(v, 0, rand() % n); /* move pivot elem to v[0] «
last = O:
for (i =1; i < n; i++) /* partition =/
if (v[i] < v[0])
swap(v, ++last, 1);
swap(v, 0, last); /a restore pivot a/
quicksort(v, last) ; /% recursively sort =/
guicksort(v+last+l, n-last-1); /= each part a
}

The swap operation, which interchanges two elements, appears three times in
quicksort, soitisbest madeinto a separatefunction:

/a swap: interchange v[i] and v[j] =/
void swap(int v[], inti,int j)

int temp;

temp = v[il;
v[il = v[jl;
v[i] = temp;

}

Partitioning selects a random element as the pivot. swaps it temporarily to the
front, then sweeps through the remaining elements, exchanging those smaller than the
pivot ("'little ones™) towards the beginning (at location last) and big ones towards
the end (at location iy At the beginning of the process, just after the pivot has been
swapped to thefront, Tast = 0 and elementsi = 1 through n-1 are unexamined:

unexamined

P

last i n-1
At the top of the for loop, elements 1 through last are strictly less than the pivot,
elements 1ast+1 through i-1 are greater than or equal to the pivot, and elements i

through n-1 have not been examined yet. Until v[i] >= v[0], the algorithm may
swap v[i] withitself; this wastes some time but not enough to worry about.

p <p >=p unexamined
bt ! t }
0 1 last i n-1
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After al elements have been partitioned, element 0 is swapped with the | ast element
to put the pivot element in itsfinal position; this maintainsthe correct ordering. Now
thearray lookslike this:

<p p >=p

! ! !

| ast n-1

The same process is applied to the left and right sub-arrays, when this has finished,
the wholearray has been sorted.

How fast isquicksort? In the best possiblecase,

o thefirst pass partitions» elementsinto two groups of about n/2 each.

o the second level partitions two groups, each of about n/2 elements, into four

groupseach of about n/4.

o the next level partitionsfour groups of about n/4 into eight of about »/8.

e and soon.

This goes on for about log, n levels, so the total amount of work in the best case is
proportional to n + 2xn/2 + 4xn/4 + 8xn/8 ... (log,n terms), which is nlog, n.
On the average, it does only a little more work. It is customary to use base 2 loga-
rithms; thus we say that quicksort takes time proportional to nlogn.

Thisimplementation of quicksort is the clearest for exposition, but it has a weak-
ness. If each choice of pivot splits the element valuesinto two nearly equal groups.
our analysisiscorrect, but if the split is uneven too often, the run-time can grow more
like n?. Our implementation uses a random element as the pivot to reduce the chance
that unusual input data will cause too many uneven splits. But if all the input values
are the same, our implementation splits off only one element each time and will thus
run in time proportional to n?.

The behavior of some algorithms depends strongly on the input data. Perverse or
unlucky inputs may cause an otherwise well-behaved algorithm to run extremely
slowly or use a lot of memory. In the case of quicksort, athough a simple implemen-
tation like ours might sometimes run slowly, more sophisticated implementations can
reduce the chance of pathological behavior to almost zero.

2.3 Libraries

The standard librariesfor C and C++ include sort functions that should be robust
against adverse inputs, and tuned to run asfast as possible.

Library routines are prepared to son any data type, but in return we must adapt to
their interface, which may be somewhat more complicated than what we showed
above. In C, thelibrary function is named gsort, and we need to provide a compari-
son function to be called by gsort whenever it needs to compare two values. Since
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the values might be of any type, the comparison function is handed two voida point-
ers to the data items to be compared. The function casts the pointers to the proper
type, extracts the data values, compares them, and returns the result (negative, zero, or
positive according to whether the first value is less than, equal to, or greater than the
second).

Here's an implementationfor sorting an array of strings, which isa common case.
We define a function scmp to cast the arguments and call strcmp to do the compari-
son.

/* scmp: string compare of =pl and =p2 =/
int scmp(const void =pl, const void =p2)

i
char #«vl, =v2;
vl = =(char =) pl;
v2 = =x(char ==) p2;
return strcmp(vl, v2);
}

We could write this as a one-linefunction, but the temporary variables make the code
easier to read.

We can't use strcmp directly as the comparison function because gsort passes
the address of each entry in the array, &str[i](of type charaa), not str[i] (of type
chars), as shownin thisfigure:

array d N pointers
str[0] - an
str(l] ~
str[2] y

striN-11 [ —f—s{strings’

To sort elements str[0] through str[N-1] of an array of strings, gsort must be
called with the array, its length. the size of the items being sorted, and the comparison
function:

char =str[N];
gsort(str, N, sizeof(str[0]), scmp);

Here's asimilar function i cmp for comparing integers:
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/* icmp: integer compare of #pl and ap2 =/
int icmp(const void =pl, const void =p2)

intvl, v2;
viI==(int o pl;
v2 = »(int a) p2;
if (vl <v2)

return -1;
else if (vl == v2)

return 0;
else

return 1;

3
Wecould write
? return vl-v2;

but if vz islargeand positiveand v |is large and negative or vice versa, the resulting
overflow would produce an incorrect answer. Direct comparison islonger but safe.

Again, the call to gsort requires the array, its length, the size of the items being
sorted, and the comparison function:

int arr[N];
gsort(arr, N, sizeof(arr[0]), icmp);

ANSI C aso defines a binary search routine, bsearch. Like gsort, bsearch
requires a pointer to a comparison function (often the same one used for gsort); it
returns a pointer to the matching element or NULL if not found. Here is our HTML
lookup routine, rewritten to use bsearch:

/a lookup: use bsearch to find name in tab, return index =/
int lookup(char xname, Nameval tab[], int ntab)

Nameval key, anp;

key.name = name;
key-value = 0; /= unused; anything will do =/
np = (Nameval =) bsearch(&key, tab, ntab,
sizeof(tab[0]), nvemp);
if (np == NULL)
return -1;
else
return np-tab;

3

As with gsort, the comparison routine receives the address of the items to be
compared, so the key must have that type; in thisexample, we need to construct afake
Nameval entry that i s passed to the comparison routine. The comparison routine itself
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is a function nvemp that compares two Nameval items by calling strcmp on their
string components, ignoring their values:

/* nvcmp: compare two Nameval names =/
int nvemp(const void ava, const void =vb)

{

const Nameval =xa, ab;

a = (Nameval =*) va;

b = (Nameval =) vb:

return strcmp(a->name, b->name);
}

Thisis analogous to scmp but differs because the strings are stored as members of a
structure.

The clumsiness of providing the key means that bsearch provides less leverage
than gsort. A good general-purpose sort routine takes a page or two of code, while
binary search is not much longer than the code it takes to interfaceto bsearch. Nev-
ertheless, it's a good idea to use bsearch instead of writing your own. Over the
years, binary search has proven surprisingly hard for programmersto get right.

The standard C++ library has a generic algorithm called sort that guarantees
O(nlogn) behavior. Thecode iseasier becauseit needs no castsor e ement sizes. and
it does not require an explicit comparison function for types that have an order rela-
tion.

int arr[N];
sort{arr, arr+N);

The C++ library aso has generic binary search routines, with similar notationa
advantages.

Exercise2-1. Quicksort is most naturally expressed recursively. Write it iteratively
and compare the two versions. (Hoare describes how hard it was to work out quick-
sort iteratively,and how neetly it fell into place when hedid it recursively.) O

24 A Java Quicksort

The dituation in Javaisdifferent. Early releases had no standard sort function, so
we needed to write our own. More recent versonsdo providea sort function. how-
ever, which operates on classes that implement the Comparable interface, so we can
now ask the library to sort for us But since the techniques are useful in other situa
tions, in this section we will work through the details of implementing quicksort in
Java
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It's easy to adapt a quicksort for each type we might want to sort. but it is more
instructive to write a generic sort that can be called for any kind of object. morein the
styleof thegsort interface.

One big difference from C or C++ is that in Java it is not possibleto pass a com-
parison function to another function; there are no function pointers. Instead we create
an interface whose sole content is a function that compares two Objects. For each
data type to be sorted, we then create a class with a member function that implements
the interfacefor that data type. We pass an instance of that class to the sort function,
which in turn uses the comparison function within the class to compare elements.

We begin by defining an interface named Cmp that declares a single member, a
comparison function arp that compares two Objects:

interface Cmp {
int ecmp(Object x, Object y);
i3

Then we can write comparison functions that implement this interface; for example,
this class defines a function that compares I ntegers:

// lemp: Integer comparison
class Iemp implements Cmp {
public int cmp(Object ol, Object 02)
{
inti1= ((Integer) ol).intvalue(Q);
inti2= ((Integer) o2).intvalue(Q);
if (il <12
return -1;
elseif (il ==1i2)
return 0;
else
return 1;

}
and thiscompares Stri ngs
// Scmp: String comparison

class Somp implements Cmp {
public int cmp(Object ol, Object 02)

{
String sl = (String) o1;
String s2 = (String) o2;
return sl.compareTo(s2);
1

}

We can sort only typesthat are derived from Object with this mechanism; it cannot
be applied to the basic typeslike i nt or double. Thisiswhy we sort I ntegers rather
thani nts.



SECTION 2.4 AJAVA QUICKSORT 39

With these components, we can now translate the C quicksort function into Java
and have it call the comparison function from a Cmp object passed in as an argument.
The most significant change is the use of indices 1e ft and r ight. since Java does not
have pointers into arrays.

// Quicksort.sort: quicksort v[leftl. v[right]
static void sort(Object[] v, int left, int right, Qrp cmp)

{
inti,last;
if (left >=right) // nothing to do
return;
swap(v, left, rand(left,right)) ; // move pivot elem
last = left; // to v[left]
for (i= left+l; § <= right; i++) // partition
if (emp.cmp(v[i], v[left]) < 0)
swap(v, ++last, i);
swap(v, left, last); // restore pivot elem
sort(v, left, last-1, cmp); // recursively sort
sort(v, last+l, right, cmp); // each part
1

Quicksort.sort uses anp to compare a pair of objects, and calls swap as before to
interchange them.

// Quicksort.swap: swap v[i] and v[j]
static void swap(Object[] v, int i, int j)

{
Object temp;
temp = v[il;
v[i]l = v[3il;
v[j]l = temp;
1

Random number generation is done by a function that produces a random integer
intherange 1eft to right inclusive:

static Random rgen = new RandomQ);
// Quicksort.rand: return random integer in [left, right]
static int rand(int left, int right)

{
1

return left + Math.abs(rgen.nextInt())%(right-Teft+l);

We compute the absolute value, using Math. abs, because Java's random number gen-
erator returns negative integers as well as positive.

The functions sort, swap, and rand, and the generator object rgen are the mem-
bers of aclass Quicksort.

Finally, to call Quicksort.sort to sorta String array, we would say
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String[] sarr = raw String[n];
// fill n elements of sarr.. .
Quicksort.sort(sarr, 0, sarr.length-1, rav Scmp());

Thiscalls sort with a string-comparisonobject created for the occasion.

Exercise2-2. Our Java quicksort does a fair amount of type conversion as items are
cast from their original type (like Integer) to Object and back again. Experiment
with aversion of Quicksort. sort that uses the specific type being sorted, to estimate
what performance penalty isincurred by typeconversions. O

2.5 O-Notation

We've described the amount of work to be done by a particular algorithm in terms
of n, the number of elementsin the input. Searching unsorted data can take time pro-
portional to n; if we use binary search on sorted data, the time will be proportional to
logn. Sorting times might be proportional to n? or nlogn.

We need a way to make such statements more precise, while at the same time
abstracting away details like the CPU speed and the quality of the compiler (and the
programmer). We want to compare running times and space requirements of algo-
rithms independently of programming language, compiler, machine architecture, pro-
cessor speed, system load, and other complicating factors.

There is astandard notation for this idea, called ** O-notation."" Its basic parame-
ter is n, the size of a problem instance, and the complexity or running time is
expressed as a function of n. The **O” isfor order, asin **Binary searchis O(logn);
it takes on the order of logn steps to search an array of n items"'" The notation
O(f(n)) means that. once n gets large, the running time is proportional to at most
f(n), for example, O(n?) or O(nlogn). Asymptotic estimates like this are valuable
for theoretical analyses and very helpful for gross comparisons of agorithms, but
details may make a difference in practice. For example, alow-overhead O(n?) algo-
rithm may run faster than a high-overhead O(rlogr) agorithm for small values of n,
but inevitably, if n gets large enough, the algorithm with the slower-growing func-
tional behavior will be faster.

We must also distinguish between wor st-case and expected behavior. It's hard to
define "* expected,”* since it depends on assumptions about what kinds of inputs will
be given. We can usually be precise about the worst case, although that may be mis-
leading. Quicksort's worst-case run-time is O(n?) but the expected time is
O(nlogn). By choosing the pivot element carefully each time, we can reduce the
probability of quadratic or O(n?) behavior to essentially zero; in practice, a well-
implemented quicksort usually runsin O(nlogn) time.
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These are the most important cases:

Notation Name Example

o(l) constant array index

O(logn) logarithmic ~ binary search

O(n) linear string comparison
O(nlogn) nlogn quicksort

o(n?) quadratic simple sorting methods
o(n?) cubic matrix multiplication
0(2") exponential  set partitioning

Accessing an item in an array is a constant-timeor O(1) operation. An algorithm
that eliminates half the input at each stage, like binary search, will generally take
O(logn). Comparing two n-character strings with stremp is O(n). The traditiona
matrix multiplication algorithm takes O(n*), since each element of the output is the
result of multiplying » pairs and adding them up, and there are n? elements in each
matrix.

Exponential-time algorithms are often the result of evaluating all possibilities:
there are 2" subsets of a set of n items, so an algorithm that requireslooking at all
subsets will be exponential or O(2"). Exponential algorithms are generaly too
expensive unless n is very small, since adding one item to the problem doubles the
running time. Unfortunately thereare many problems, such as the famous " Traveling
Salesman Problem,"" for which only exponential algorithmsare known. When that is
the case. algorithms that find approximationsto the best answer are often substituted.

Exercise2-3. What are someinput sequences that might cause a quicksort implemen-
tation to display worst-casebehavior? Try to find some that provokeyour library ver-
sion into running slowly. Automatethe process so that you can specify and perform a
large number of experimentseasily. O

Exercise2-4. Design and implement an algorithm that will sort an array of nintegers
as slowly as possible. You have to play fair: the algorithm must make progress and
eventualy terminate, and the implementation must not cheat with tricks like time-
wasting loops. What is the complexity of your algorithm asafunction of n? O

26 Growing Arrays

The arrays used in the past few sections have been static, with their size and con-
tentsfixed at compile time. If the flabby word or HTML character tables were to be
modified at run-time, a hash table would be a more appropriate data structure. Grow-
ing a sorted array by inserting n elements one at a time is an O(n?) operation that
should beavoided if nislarge.



42 ALGORITHMS AND DATA STRUCTURES CHAPTER 2

Often, though, we need to keep track of a variable but small number of things, and
arrays can still be the method of choice. To minimize the cost of alocation, the array
should be resized in chunks, and for cleanliness the array should be gathered together
with the information necessary to maintainit. In C++ or Java, this would be done
with classes from standard libraries; in C, we can achieve a similar result with a
struct.

The following code defines a growable array of Nameval items; new items are
added at the end of the array, which is grown as necessary to make room. Any ele-
ment can be accessed through its subscript in constant time. This is analogous to the
vector classesin the Javaand C++ libraries.

typedef struct Nameval Nameval ;
struct Nameval {

char xname;
int value;
i
struct Nvtab {
int nval ; /* current number of values =/
int max ; /* allocated number of values =/
Nameval tnameval; /% array of name-value pairs =/
} nvtab;

enum { NVINIT = 1, N\GON = 2 };

/+* addname: add new name and value to nvtab =/
int addname(Nameval newname)

{

Nameval tnvp;

i f (nvtab.nameval == NULL) { /* first time =/
nvtab. nameval =
(Nameval =) malloc(NVINIT = sizeof(Nameval));
i ¥ (nvtab. nameval == NULL)
return -1;
nvtab.max = NVINIT;
nvtab.nval = O;
} else i f (nvtab.nval >= nvtab.max) { /* grow =/
nvp = (Nameval =) realloc(nvtab.nameval,
(NVGROW=nvtab.max) = sizeof(Nameval));
if (nvp == NULL
return -1;
nvtab.max == NVGRON
nvtab.nameval = nvp;
)
nvtab.nameval[nvtab.nval] = newname;
return nvtab. nval++;

}

The function addname returns the index of the item just added, or -1.if some error
occurred.
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The cal to realToc grows the array to the new size, preserving the existing ele-
ments, and returnsa pointer to it or NULL if thereisn't enough memory. Doublingthe
sizein each realloc keeps the expected cost of copying each element constant: if the
array grew by just one element on each call, the performancecould be O(n?). Since
the address of the array may change when it is reallocated, the rest of the program
must refer to elements of the array by subscripts. not pointers. Note that the code
doesn't say

? nvtab.nameval = (Nameval a) realloc(nvtab .nameval,
? (NVGROW=xnvtab.max) = sizeof(Nameval)) ;

In thisform. if the reallocation wereto fail, the original array would be lost.

We start with avery small initial value(NVINIT = )for thearray size. Thisforces
the program to grow its arrays right away and thus ensures that this part of the pro-
gram isexercised. The initial size can be increased once the code goes into produc-
tion use, though the cost of starting small is negligible.

The return value of realloc does not need to be cast to its final type because C
promotes the void* automatically. But C++ does not; there the cast is required. One
can argue about whether it is safer to cast (cleanliness, honesty) or not to cast (thecast
can hidegenuineerrors). We chose to cast becauseit makes the program legal in both
C and C++; the price is less error-checking from the C compiler, but that is offset by
the extra checking available from using two compilers.

Deleting a name can be tricky. because we must decide what to do with the result-
ing gap in thearray. If the order of elements does not matter, it is easiest to swap the
last element into the hole. If order isto be preserved. however. we must move theele-
ments beyond the holedown by one position:

/*» delname: remove first matching nameval from nvtab =/
int delname(char *name)

{
int i;
for (i = 0; 1 < nvtab.nval; i++)
i f (strcmp(nvtab.nameval [i] .name, name) == 0) {
memmove(nvtab .nameval+1, nvtab.nameval+i+1,
(nvtab. nval-(i+1)) = sizeof(Nameval)) ;
nvtab.nval —;
return 1;
[
return 0;

The call to memmove squeezes the array by moving the elements down one position;
memmove is a standard library routinefor copying arbitrary-sized blocks of memory.
The ANSI C standard defines two functions: memcpy, which is fast but might over-
write memory if source and destination overlap; and memmove, which might be slower
but will always be correct. The burden of choosing correctness over speed should not
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be placed upon the programmer; there should be only one function. Pretend thereis,
and always use marmove
We could replacethe mammovecall with the following loop:
int j;
for (j =i; j < nvtab.nval-1; j++)
nvtab. nameva [j] = nvtab. nameval [j+11;

We prefer to use marnmove because it avoids the easy-to-make mistake of copying the
elementsin the wrong order. If we wereinserting instead of deleting, the loop would
need to count down, not up, to avoid overwriting elements. By calling memmoe we
don't need to think it through each time.

An alternative to moving the elements of the array is to mark deleted elements as
unused. Then to add a new item, first search for an unused slot and grow the vector
only if noneisfound. In thisexample, an element can be marked as unused by setting
its namefield to NULL.

Arrays are the simplest way to group data; it's no accident that most languages
provide efficient and convenient indexed arrays and represent strings as arrays of
characters. Arrays are easy to use, provide O(1) accessto any item, work well with
binary search and quicksort, and have little space overhead. For fixed-size data sets,
which can even be constructed at compile time, or for guaranteed small collections of
data, arrays are unbeatable. But maintaining a changing set of valuesin an array can
be expensive, so if the number of elements is unpredictable and potentialy large, it
may be better to use another data structure.

Exercise2-5. In the code above, del name doesn't call real 10oc to return the memory
freed by the deletion. Is this worthwhile? How would you decide whether to do so?
a

Exercise2-6. Implement the necessary changes to addname and del name to delete
items by marking deleted items as unused. How isolated is the rest of the program
from thischange? O

2.7 Lists

Next to arrays, lists are the most common data structure in typical programs.
Many languages have built-in list types—some, such as Lisp, are based on them—but
in C we must build them ourselves. In C++ and Java, lists are implemented by a
library, but we still need to know how and when to useit. In this section we're going
todiscusslistsin C but the lessons apply more broadly.
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A singly-linked list isa set of items, each with data and a pointer to the next item.
The head of thelist is a pointer to the first item and theend of thelist is marked by a
null pointer. Thisshowsalist with four elements:

head

] - NULL

data 1 data2 data 3 data4

There are several important differences between arrays and lists. First, arrays have
fixed size but alist is always exactly the size it needs to be to hold its contents, plus
some per-item storage overhead to hold the pointers. Second, lists can be rearranged
by exchanging a few pointers. which is cheaper than the block move necessary in an
array. Finaly, when items are inserted or deleted the other items aren't moved; if we
store pointers to the elements in some other data structure, they won't be invalidated
by changesto thelist.

These differences suggest that if the set of items will change frequently, particu-
larly if the number of itemsis unpredictable, a list is the way to store them; by com-
parison, an array is better for relatively static data.

There are a handful of fundamental list operations: add a new item to the front or
back, find a specific item, add a new item before or after a specific item, and perhaps
delete an item. The simplicity of lists makesit easy to add other operations as appro-
priate.

Rather than defining an explicit List type, the usua way listsare used in Cisto
start with a type for the elements, such as our HTML Nameval. and add a pointer that
links to the next element:

typedef struct Nameval Nameval;
struct Nameval {

char xname;

int value;

Nameval +next; /+in list */

1

It's difficult to initialize a non-empty list a compile time, so, unlike arrays, lists are
constructed dynamically. First, we need a way to construct an item. The most direct
approach is to alocate one with a suitable function, which wecall newi tem:

/= newitem: create new item from name and value =/
Nameval tnewitem(char tname, int value)

{

Nameval =newp;

newp = (Nameval «> emalloc(sizeof(Nameval));
newp->name = name;

newp->value = value;

newp->next = NULL,;

return newp;
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The routine emal 1oc is one well use throughout the book; it calls malloc, and if the
dlocation fails, it reports the error and exits the program. We'll show the code in
Chapter 4; for now, it's sufficient to regard emal Toc as a memory allocator that never
returnsfailure.

The simplest and fastest way to assemblea list is to add each new element to the
front:

/* addfront: add newp to front of listp =/
Nameval =addfront(Nameval =listp, Nameval xnewp)

{
newp->next = listp;
return newp;

When alist is modified, it may acquire a different first element, as it does when
addfront iscaled. Functionsthat updatea list must return a pointer to the new first
element, which is stored in the variable that holds the list. The function addfront
and other functions in this group all return the pointer to the first element as their
function value; a typica useis

nvlist = addfront(nvlist, newitem("smiley", 0x263A));

This design works even if the existing list is empty (null) and makes it easy to com-
bine the functions in expressions. 1t seems more natural than the aternative of pass-
ing in a pointer to the pointer holding the head of thelist.

Adding an item to theend of a list isan O(n) procedure, since we must wak the
list tofind the end:

/% addend: add newp to end of listp =/
Nameval xaddend(Nameval =1istp, Nameval =newp)

{

Nameval =p;

iT (listp == NULL)
return newp;
for (p = listp; p->next != NULL; p = p->next)

p->next = newp;
return listp;

If we want to make addend an O(1) operation. we can keep a separate pointer to the
end of thelist. The drawback to this approach, besides the bother of maintaining the
end pointer, is that a list is no longer represented by a single pointer variable. Well
stick with thesimple style.

To search for an item with a specific name, follow thenext pointers:
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/= lookup: sequential search for name in listp =/
Nameval =lookup(Nameval =1listp, char xname)

{
for ( ; listp != NULL;, listp = listp->next)
i f (strcmp(name, 1istp->name) == 0)
return listp;
return NULL; /* no match =/
}

This takes O(n) time and there's no way to improve that bound in general. Even if
the list is sorted, we need to walk along the list to get to a particular element. Binary
search does not apply to lists.

To print the elements of a list, we can write a function to walk the list and print
each element; to compute the length of alist, we can write a function to wak the list
and increment a counter; and so on. An alternative is to write one function, apply,
that walks a list and calls another function for each list element. We can make apply
more flexible by providing it with an argument to be passed each time it calls the
function. So apply hasthree arguments: the list, a function to be applied to each ele-
ment of the list, and an argument for that function:

/= apply: execute fn for each element of listp =/
void apply(Nameval =listps

void (=xfn) (Nameval %, void*) , void =arg)
{

for (; listp !'= NULL; listp = Tistp->next)
(=fn)(listp, arg); /= call the function =/
[

The second argument of apply is a pointer to a function that takes two arguments and
returnsvoid. The standard but awkward syntax,

void (=fn) (Nameval =, voids)

declares fn to be a pointer to avoid-vaued function, that is, a variablethat holds the
address of a function that returns void. The function takes two arguments, a
Nameval*. which is the list element, and a void*, which is a generic pointer to an
argument for the function.

To use apply, for example to print the elements of a list, we could writea trivia
function whoseargument is aformat string:

/* printnv: print name and value using format in arg =/
void printnv(Nameval =p, void =arg)
{

char »fmt;

fmt = (char =) arg;
printf(fmt, p->name, p->value);

|
which wecall like this:
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apply(nvlist, printnv, "%s: %x\n™);

To count the elements, we define afunction whose argument is a pointer to an integer
to be incremented:

/* inccounter: increment counter =arg =/
void EInccounter(Nameval #p, void =arg)

{
int =ip;
/* p is unused */
ip = (nt %) arg;
(xip)++;

I

and cal it likethis:
int n;
n = 0;
apply(nvlist, inccounter, &n);

printf("%d elements i n nvlist\n", n);

Not every list operation is best done this way. For instance, to destroy a list we
must use more care:

/% freeall: free all elements of listp »/
void freeall(Nameval =listp)

{
Nameval =next;
for ( ; listp != NULL; listp = next) {
next = Tistp->next;
/% assumes name i s freed elsewhere =/
free(listp) ;
I
}

Memory cannot be used after it has been freed, so we must save 1istp->next in a
loca variable, called next, before freeing the element pointed to by listp. If the
loop read, likethe others,

? for ( ; listp !'= NULL; listp = 1listp->next)
? free(listp) ;

the valueof 1istp->next could be overwritten by fre e and the code would fail.
Noticethat freeal1 does not free listp->name. |t assumesthat the name field of
each Nameval will be freed somewhere else, or was never alocated. Making sure
items are allocated and freed consistently requires agreement between newitem and
freeall; thereis a tradeoff between guaranteeing that memory gets freed and making
surethingsaren't freed that shouldn't be. Bugsare frequent when thisis done wrong.
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In other languages, including Java, garbage collection solves this problem for you.
We will return to the topic of resource managementin Chapter 4.

Deleting asingle element from alist is more work than adding one:

/* delitem: delete first "name" from listp =/
Nameval *deli tem(Nameval =1istp, char *name)

{
Nameval =p, =prev;
prev = NULL;
for (p =listp; p != NULL; p = p->next) {
i f (strcmp(name, p->name) = 0) {

i f (prev == NULL)
listp = p->next;

else
prev->next = p->next;
free(p);
return listp;
I
prev = p;
1
eprintf("delitem: %s not in 1list", name);
return NULL; /* can't get here =/

Asin freeall, deli tem does not free the name field.

Thefunction eprintf displays an error message and exits the program, which is
clumsy at best. Recovering gracefully from errors can be difficult and requires a
longer discussion that we defer to Chapter 4, where we will also show the implemen-
tation of eprintf.

These basic list structures and operations account for the vast majority of applica-
tions that you are likely to write in ordinary programs. But there are many alterna-
tives. Some libraries, including the C++ Standard Template Library, support doubly-
linked lists, in which each element has two pointers. oneto its successor and oneto its
predecessor. Doubly-linked lists require more overhead, but finding the last element
and deleting the current element are O(1) operations. Some allocate the list pointers
separately from the data they link together; these are a little harder to use but permit
itemsto appear on more than onelist a the sametime.

Besides being suitablefor situations where there are insertionsand deletionsin the
middle, lists are good for managing unordered data of fluctuating size, especialy
when access tends to be last-in-first-out(LIFO), as in a stack. They make more effec-
tive use of memory than arrays do when there are multiplestacks that grow and shrink
independently. They aso behave wel when theinformationisordered intrinsically as
achain of unknown a priori size, such as the successive words of adocument. If you
must combine frequent update with random access, however, it would be wiser to use
alessinsistently linear data structure, such as atree or hash table.
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Exercise2-7. Implement some of the other list operators: copy. merge. split, insert
before or after a specific item. How do the two insertion operations differ in diffi-
culty? How much can you use the routines we've written, and how much must you
createyourself? 0

Exercise2-8. Write recursive and iterative versions of reverse. which reverses a
list. Do not create new list items: re-use theexisting ones. O

Exercise2-9. Writea generic List typefor C. The easiest way is to have each list
item hold a void= that pointsto the data. Do the same for C++ by defining a template
and for Java by defining a class that holds lists of type Object. What are the
strengths and weaknessesof the variouslanguagesfor thisjob? O

Exercise2-10. Deviseand implement a set of testsfor verifying that the list routines
you writearecorrect. Chapter 6 discusses strategiesfor testing. O

2.8 Trees

A treeis a hierarchical data structure that storesa set of itemsin which each item
has a value, may point to zero or more others, and is pointed to by exactly one other.
Theroot of thetree is the sole exception; no item pointsto it.

There are many types of trees that reflect complex structures, such as parse trees
that capture the syntax of a sentence or a program, or family trees that describe rela-
tionships among people. We will illustrate the principles with binary search trees,
which have two links at each node. They're the easiest to implement, and demon-
strate the essential propertiesof trees. A node in a binary search tree has a value and
two pointers, 1eft and right, that point to its children. The child pointers may be
null if the node hasfewer than two children. In a binary search tree, the values at the
nodes define the tree: all children to the Ieft of a particular node have lower values,
and al children to the right have higher values. Because of this property, we can use
avariant of binary search to search the tree quickly for a specific value or determine
that it is not present.

The tree version of Namevd is straightforward:

typedef struct Namevd Nameva;
struct Namevd {

char *name;

int value;

Namevd =left; /= lesser =/

Namevd =right; /= greater =/
}

The lesser and greater comments refer to the propertiesof thelinks: Ieft children store
lesser values, right children store greater values.



SECTION 2.8 TREES 51

As aconcrete example, thisfigure shows a subset of a character name table stored
asabinary search treeof Namevals, sorted by ASCII character values in the names:

DOx263A
/ \\\

"Aacute" "zeta"
0x00c1 0x03b6
"AETig" "Acirc"
0x00c6 0x00c2

With multiple pointersto other elements in each node of a tree, many operations
that taketime O(n) in listsor arrays requireonly O(logn) timein trees. The multiple
pointers at each node reduce the time complexity of operations by reducing the num-
ber of nodesone must visit to find an item.

A binary search tree (which welll call just "'tree" in this section) is constructed by
descending into the tree recursively, branching left or right as appropriate, until we
find the right place to link in the new node, which must be a properly initialized
object of type Nameval: a name. a value. and two null pointers. The new node is
added asaledf, that is, it has no children yet.

/* insert: insert newp in treep, return treep */
Nameval tinsert(Nameval ttreep, Nameval tnewp)

{
int cmp;
if (treep == NULL)
return newp;
cnp = strcmp(newp->name, treep->name);
if (cmp = 0)
weprintf("insert: duplicate entry %s ignored",
newp->name) ;
elseif cmp < 0)
treep->left = insert(treep->left, newp);
else
treep->right = insert(treep->right, newp):
return treep;
}

We haven't said anything before about duplicate entries. This version of insert
complains about attempts to insert duplicate entries cmp = 0) in the tree. The list
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insert routine didn't complain because that would require searching the list, making
insertion O(n) rather than O(1). With trees, however, the test is essentialy free and
the propertiesof the data structure are not asclearly defined if there are duplicates. In
other applications, though, it might be necessary to accept duplicates, or it might be
reasonableto ignore them completely.

Theweprintf routineisavariant of eprintf; it printsan error message, prefixed
with the word warning, but unlikeeprintf it does not terminate the program.

A tree in which each path from the root to a leaf has approximately the same
length iscalled balanced. The advantage of a balanced tree is that searching it for an
item is an O(logn) process, since, as in binary search, the number of possibilitiesis
halved at each step.

If items are inserted into a tree as they arrive, the tree might not be balanced; in
fact, it might be badly unbalanced. If the elements arrive already sorted, for instance,
the code will always descend down one branch of the tree, producing in effect a list
down the right links, with al the performance problems of a list. If the elements
arrive in random order. however. this is unlikely to happen and the tree will be more
or less balanced.

It is complicated to implement trees that are guaranteed to be balanced; thisis one
reason there are many kinds of trees. For our purposes, well just sidestep the issue
and assume that incoming data is sufficiently random to keep the tree balanced
enough.

Thecodefor lookup issimilartoinsert:

/= lookup: look up name in tree treep =/
Nameval *lookup (Nameval =treep, char =name)
{
int cmp;
if (treep == NULL)
return NULL;
cmp = strcmp(name, treep->name);
if cmp = 0)
return treep;
else if cmp < 0)
return lookup(treep->left, name);
else
return lookup(treep->right. name) ;

}

There are a couple of thingsto notice about lookup and insert. First, they look
remarkably like the binary search algorithm at the beginning of the chapter. Thisis
no accident, since they share an idea with binary search: divide and conquer, the ori-
gin of logarithmic-time performance.

Second, these routines are recursive. If they are rewritten as iterative algorithms
they will be even more similar to binary search. In fact, the iterative version of
Tookup can be constructed by applying an elegant transformationto the recursive ver-
sion. Unlesswe have found the item, lookup's last action is to return the result of a
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call to itself, a situation called tail recursion. This can be converted to iteration by
patching up the arguments and restarting the routine. The most direct method is to
use a goto statement, but awhile loop iscleaner:

/% nrlookup: non-recursively look up name in tree treep »/
Nameval #nrlockup(Nameval =treep, char =zname)
{
int cmp;
while (treep !'= NULD) {
anp = strcmp(name, treep->name) ;
if (cmp == 0)
return treep;
else if (cmp < 0)
treep = treep->left;
else
treep = treep->right;
I
return NULL;

}

Once we can wak the tree. the other common operations follow naturaly. We
can use some of the techniquesfrom list management, such as writing a general tree-
traverser that calls a function at each node. This time, however, there is a choice to
make: when do we perform the operation on this item and when do we process the
rest of the tree? The answer depends on what the tree is representing; if it's storing
data in order, such as a binary search tree, we visit the left half before the right.
Sometimes the tree structure reflects some intrinsic ordering of the data, such asin a
family tree, and the order in which we visit the leaves will depend on the relationships
the tree represents.

An in-order traversal executes the operation after visiting the left subtree and
before visiting the right subtree:

/+ applyinorder: inorder application of fn to treep =/
void applyinorder(Nameval =treep,
void (=fn) (Nameval =, voidx), void =arg)

{
if (treep == NULL)
return;
applyinorder(treep->left, fn, arg);
(=fn) (treep, arg) ;
applyinorder(treep->right, fn, arg) ;
}

This sequence is used when nodesare to be processed in sorted order, for exampleto
print them al in order, which would be done as

applyinorder(treep, printnv, "%s: %\n");

It also suggests a reasonable way to sort: insert items into a tree, allocate an array of
theright size, then use in-order traversal to store themin the array in sequence.
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A post-order traversal invokes the operation on the current node after visiting the
children:

/+ applypostorder: postorder application of fn to treep =/
void appl ypostorder(Namevd =treep,
void (=fn) (Namevd =, void*), void =arg)

if (treep == NULL)
return;
applypostorder(treep->left, fn, arg);
applypostorder(treep->right, fn, arg);
(+fn) (treep, arg);
}

Post-order traversal is used when the operation on the node depends on the subtrees
below it. Examples include computing the height of a tree (take the maximum of the
height of each of the two subtrees and add one), laying out a tree in a graphics draw-
ing package (alocate space on the page for each subtree and combine them for this
node's space), and measuring total storage.

A third choice, pre-order, is rarely used so we'll omit it.

Realistically, binary search trees are infrequently used, though B-trees, which have
very high branching, are used to maintain information on secondary storage. In day-
to-day programming, one common use of atreeis to represent the structure of astate-
ment or expression. For exampl e, the statement

mid = (low + high) / 2;

can be represented by the parse tree shown in the figure below. To evauate the tree,
do a post-order traversal and perform the appropriateoperation at each node.

PN
mid /
+/ \2
1QN/ AN

high
Welll takealonger look at parsetreesin Chapter 9.

Exercise2-11. Compare the performance of 1ookup and nrl ookup. How expensive
is recursioncompared to iteration? O

Exercise2-12. Usein-order traversal to create a sort routine. What time complexity
does it have? Under what conditions might it behave poorly? How does its perfor-
mance compare to our quicksort and alibrary version? O

Exercise2-13. Deviseand implement a set of testsfor verifying that the tree routines
arecorrect. O
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2.9 Hash Tables

Hash tables are one of the great inventions of computer science. They combine
arrays, lists, and some mathematics to create an efficient structure for storing and
retrieving dynamic data. The typical application is a symbol table. which associates
some value (the data) with each member of a dynamic set of strings (the keys). Your
favorite compiler almost certainly usesa hash table to manage information about each
variablein your program. Y our web browser may well use a hash table to keep track
of recently-used pages, and your connection to the Internet probably usesone to cache
recently-used domain names and their [P addresses.

The idea is to pass the key through a hashfunction to generate a hash value that
will be evenly distributed through a modest-sized integer range. The hash value is
used to index a table where the information is stored. Java provides a standard inter-
face to hash tables. In C and C++ the usua style is to associate with each hash value
(or ""bucket'*) alist of theitemsthat share that hash, asthisfigureillustrates:

symtab[NHASH]: hash chains:
- NULL
NULL name 1 name 2
NULL value 1 value 2
NULL
NULL
NULL name 3
NULL value 3

In practice, the hash function is pre-defined and an appropriate size of array is alo-
cated, often at compile time. Each element of the array is a list that chains together
the items that share a hash value. In other words, a hash table of nitemsisan array of
lists whose average length is n/(array size). Retrieving an item isan O(1) operation
provided we pick a good hash function and the lists don't grow too long.

Because a hash table isan array of lists, theelement type isthe sameasfor alist:

typedef struct Nameval Nameval;
struct Nameval {

char *name;

int val ue;

Namevd * next; /= in chain =/
1

Nameval #symtab[NHASH ; /+ a symbol table =/
The list techniqueswe discussed in Section 2.7 can be used to maintain the individual

hash chains. Once you've got a good hash function, it's smooth sailing: just pick the
hash bucket and walk along the list lookingfor a perfect match. Hereisthe codefor a
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hash table lookup/insert routine. If the itemisfound, it is returned. If theitemis not
found and the create flag is set, lookup adds the item to the table. Again, this does
not create acopy of the name, assuming that the caller has made a safe copy instead.

/* lookup: find name in symtab, with optional create =/
Nameval* lookup(char tname, int create, int value)

{
int h;
Nameval =Sym;
h = hash(name);
for (sym = symtab[h]; sym != NULL; sym = sym->next)
i f (strcmp(name, sym->name) == 0)
return sym;
if (create) {
sym = (Nameval «> emalloc(sizeof(Nameval));
sym->name = name; /* assumed allocated elsewhere =/
sym->value = value;
sym->next = symtab[h];
symtab[h] = sym;
1
return sym;
}

This combination of lookup and optional insertion is common. Without it, there is
duplication of effort; one must write

i f (lookup("name”) == NULL)
additem(newitem("name"”, value)) ;

and the hash is computed twice.

How big should the array be? The general ideais to make it big enough that each
hash chain will have at most a few elements, so that lookup will be O(1). For
instance, a compiler might have an array size of afew thousand, since a large source
file has afew thousand lines, and we don't expect more than about one new identifier
per lineof code.

We must now decide what the hash function, hash, should calculate. The function
must be deterministic and should be fast and distribute the data uniformly throughout
thearray. One of the most common hashing algorithmsfor strings builds a hash value
by adding each byte of the string to a multiple of the hash so far. The multiplication
spreads bits from the new byte through the value so far; at the end of the loop, the
result should be a thorough mixing of the input bytes. Empirically, the values 31 and
37 have proven to be good choices for the multiplier in a hash function for ASCII
strings.

enum { MULTIPLIER = 31 };
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/= hash: compute hash value of string =/
unsigned int hash(char =str)
{
unsigned int h;
unsigned char =p;
h = 0;
for (p = (unsigned char =) str; =p != "\O"; p++)
h = MULTIPLIER = h + «p;
return h % NHASH;

}

The calculation uses unsigned characters because whether char is signed is not speci-
fied by C and C++, and we want the hash valueto remain positive.

The hash function returnsthe result modulo the size of the array. If the hash func-
tion distributes key values uniformly, the precise array size doesn't matter. It's hard
to be certain that a hash function is dependable, though, and even the best function
may have trouble with some input sets, so it's wise to make the array size a prime
number to give a bit of extra insurance by guaranteeing that the array size, the hash
multiplier,and likely data values have no common factor.

Experiments show that for a wide variety of stringsit's hard to construct a hash
function that does appreciably better than the one above, but it's easy to make one that
does worse. An early release of Java had a hash function for strings that was more
efficient if the string waslong. The hash function saved time by examining only 8 or
9 characters at regular intervals throughout strings longer than 16 characters. starting
at the beginning. Unfortunately, although the hash function was faster, it had bad sta-
tistical properties that canceled any performance gain. By skipping pieces of the
string, it tended to miss the only distinguishing part. File names begin with long iden-
tical prefixes—the directory name—and may differ only in the last few characters
(.javaversus .class). URLs usually begin with http://www. and end with .html,
so they tend to differ only in the middle. The hash function would often examine only
the non-varying part of the name, resulting in long hash chains that slowed down
searching. The problem was resolved by replacing the hash with one equivalent to the
one we have shown (with a multiplier of 37), which examines every character of the
string.

A hash function that's good for one input set (say, short variable names) might be
poor for another (URLs), so a potential hash function should be tested on a variety of
typical inputs. Does it hash short strings well? Long strings? Equa length strings
with minor variations?

Strings aren't the only things we can hash. We could hash the three coordinates of
aparticlein a physical simulation, reducing the storage to a linear table (O(number of
particles)) instead of a three-dimensional array (O(xsize X ysize X zsize)).

One remarkable use of hashingis Gerard Holzmann's Supertrace program for ana-
lyzing protocols and concurrent systems. Supertrace takes the full information for
each possible state of the system under analysis and hashes the information to gener-
ate the address of a single bit in memory. If that bit is on, the state has been seen
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before; if not, it hasn't. Supertrace uses a hash table many megabyteslong, but stores
only asingle bit in each bucket. Thereis no chaining; if two states collide by hashing
to the same value, the program won't notice. Supertrace dependson the probability of
collision being low (it doesn't need to be zero because Supertrace is probabilistic. not
exact). The hash function istherefore particularly careful; it usesa cyclic redundancy
check, afunction that producesa thorough mix of the data.

Hash tables are excellent for symbol tables, since they provide expected O(1)
accessto any element. They do haveafew limitations. If the hash function is poor or
the table size is too small, the lists can grow long. Since the lists are unsorted, this
leadsto O(n) behavior. The elementsare not directly accessiblein sorted order, but it
is easy to count them, allocate an array, fill it with pointersto the elements, and sort
that. Still, when used properly, the constant-time lookup, insertion, and deletion prop-
erties of a hash table are unmatched by other techniques.

Exercise2-14. Our hash function is an excellent general-purpose hash for strings.
Nonetheless, peculiar data might cause poor behavior. Construct a data set that
causes our hash function to perform badly. Isit easier to find a bad set for different
vauesof NHASH? O

Exercise2-15. Write afunction to access the successive elements of the hash tablein
unsorted order. O

Exercise2-16. Change lookup so that if the averagelist length becomes more than x,
the array isgrown automatically by afactor of yand the hash tableisrebuilt. O

Exercise2-17. Design a hash function for storing the coordinates of points in 2
dimensions. How easily does your function adapt to changes in the type of the coor-
dinates, for example from integer to floating point or from Cartesian to polar coordi-
nates, or to changesfrom 2 to higher dimensions? O

2.10 Summary

There are severa steps to choosing an agorithm. First, assess potential algo-
rithmsand data structures. Consider how much data the program is likely to process.
If the problem involves modest amounts of data, choose simple techniques; if the data
could grow, eliminate designs that will not scale up to large inputs. Then, use a
library or language feature if you can. Failing that, write or borrow a short, smple,
easy to understand implementation. Try it. If measurementsprove it to be too slow,
only then should you upgrade to a more advanced technique.

Although there are many data structures, some vital to good performancein spe-
cial circumstances, most programs are based largely on arrays, lists, trees, and hash
tables. Each of these supportsaset of primitiveoperations, usualy including: create a
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new element, find an element, add an element somewhere, perhaps delete an element,
and apply some operation to all elements.

Each operation has an expected computation time that often determines how suit-
able this data type (or implementation) is for a particular application. Arrays support
constant-time access to any element but do not grow or shrink gracefully. Lists adjust
well to insertionsand deletions, but take O(n) time to access random elements. Trees
and hash tables provide a good compromise: rapid access to specific items combined
with easy growth, so long as some balancecriterion is maintained.

There are other more sophisticated data structures for specialized problems, but
thisbasic set is sufficient to build the great majority of software. -

Supplementary Reading

Bob Sedgewick's family of Algorithms books (Addison-Wesley) is an excellent
placeto find accessible treatmentsof avariety of useful algorithms. The third edition
of Algorithmsin C++ (1998) has a good discussion of hash functionsand table sizes.
Don Knuth’s The Art of Computer Programming (.Addison-Wedey)is the definitive
source for rigorous analyses of many agorithms; Volume 3 (2nd Edition, 1998) cov-
ers sorting and searching.

Supertrace is described in Design and Validation of Computer Protocols by Ger-
ard Holzmann (Prentice Hall. 1991).

Jon Bentley and Doug Mcllroy describe the creation of afast and robust quicksort
in "'Engineering a sort function,"" Software— Practice and Experience, 23, 1, pp-
1249-1265, 1993.
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Design and Implementation

Show me your flowcharts and conceal your tables, and | shall con-
tinue to be mystijied. Show me your tables, and | won't usually
need your flowcharts; they'll be obvious.

Frederick P. Brooks, Jr., The Mythical Man Month

Asthe quotation from Brooks's classic book suggests, the design of the data struc-
turesis the central decision in the creation of a program. Once the data structuresare
laid out, the algorithms tend to fall into place, and the coding is comparatively easy.

This point of view is oversimplified but not miseading. In the previous chapter
we examined the basic data structures that are the building blocks of most programs.
In this chapter we will combine such structures as we work through the design and
implementation of a modest-sized program. We will show how the problem influ-
ences the data structures, and how the code that follows is straightforward once we
have the data structures mapped out.

One aspect of this point of view is that the choice of programminglanguageis rel-
atively unimportant to the overall design. We will design the program in the abstract
and then write it in C, Java, C++, Awk, and Perl. Comparing the implementations
demonstrates how languages can help or hinder, and ways in which they are unimpor-
tant. Program design can certainly be colored by alanguage but is not usually domi-
nated by it.

The problem we have chosen is unusua, but in basic form it is typical of many
programs: some data comes in, some data goes out, and the processing depends on a
little ingenuity.

Specifically, we're going to generate random English text that reads well. If we
emit random lettersor random words, the result will be nonsense. For example, a pro-
gram that randomly selectsletters (and blanks. to separate words) might producethis:

xptmxgn xusaja afgnzgxl Thidlwed rjdjuvpydriwnjy

61
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which is not very convincing. If we weight the letters by their frequency of appear-
ance in English text, we might get this:

idtefoae tcs trder jcii ofdslngetacp t ola

which isn't a great dea better. Words chosen from the dictionary at random don't
make much more sense:

polydactyl equatorial splashily jowl verandah circumscribe

For better results, we need a statistical model with more structure. such as the fre-
guency of appearanceof whole phrases. But where can wefind such statistics?

We could grab a large body of English and study it in detail, but there is an easier
and more entertaining approach. The key observation is that we can use any existing
text to construct a statistical model of the language as used in that text, and from that
generate random text that has similar statisticsto the original.

3.1 The Markov Chain Algorithm

An elegant way to do this sort of processingis a techniquecalled a Markov chai n
algorithm. If we imagine the input as a sequence of overlapping phrases, the algo-
rithm divides each phraseinto two parts, a multi-word prefix and a single suffix word
that followsthe prefix. A Markov chain agorithm emits output phrases by randomly
choosing the suffix that follows the prefix, according to the statistics of (in our case)
the original text. Three-word phrases work well—a two-word prefix is used to select
the suffix word:

setw, and w, to thefirst two wordsin the text
printw, and w,

loop:
randomly choose w3, one of the successorsof prefixw w, in the text
printw 3
replacew, andw, by w, andw,
repeat loop

Toillustrate, suppose we want to generate random text based on afew sentences para-
phrased from the epigraph above, using two-word prefixes:

Show your flowcharts and conceal your tables and | will be
mystified. Show your tables and your flowcharts will be
obvious. (end)

These are some of the pairsof input words and the words that follow them:
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Input prefix: Suffix words that follow:
Show your flowcharts tables
your flowcharts and will

flowcharts and conceal

flowcharts will be

your tables and and

will be mystified. obvious.
be mystified. Show

be obvious. (end)

A Markov agorithm processing this text will begin by printing Show your and will
then randomly pick either flowcharts or tables. If it chooses the former, the cur-
rent prefix becomes your flowcharts and the next word will be and or will . If it
chooses tables, the next word will be and. This continues until enough output has
been generated or until theend-marker isencountered as a suffix.

Our program will read a piece of English text and use a Markov chain algorithm to
generate new text based on the frequency of appearance of phrases of a fixed length.
The number of words in the prefix, which is two in our example, is a parameter.
Making the prefix shorter tends to produce less coherent prose; making it longer tends
to reproduce the input text verbatim. For English text, using two words to select a
third is agood compromise; it seems to recreate the flavor of the input while adding
itsown whimsical touch.

What isaword? The obvious answer is a sequence of alphabetic characters, but it
is desirable to |eave punctuation attached to the wordsso " words™ and " words.”” are
different. This helpsto improve thequality of the generated prose by letting punctua-
tion, and therefore (indirectly) grammar, influence the word choice, athough it also
permits unbalanced quotes and parentheses to sneak in. We will therefore define a
""word"" as anything between white space, a decision that places no restriction on
input language and leaves punctuation attached to the words. Since most program-
ming languages have facilities to split text into white-space-separated words, thisis
also easy to implement.

Because of the method, al words, al two-word phrases, and al three-word
phrases in the output must have appeared in the input, but there should be many four-
word and longer phrases that are synthesized. Here are a few sentences produced by
the program we will develop in this chapter, when given the text of Chapter VII of
The Sun Also Rises by Ernest Hemingway:

As | started up the undershirt onto his chest black, and big stomach mus-
cles bulging under the light. "You see them?' Below the line where his
ribs stopped were two raised white welts. "See on the forehead." "Oh,
Brett, | love you." "Let's not talk. Taking's al bilge. I'm going away
tomorrow." "Tomorrow?' "Yes. Didn't | say so? | an." "Let's havea
drink, then."

We werelucky herethat punctuation came out correctly; that need not happen.
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3.2 Data Structure Alternatives

How much input do we intend to ded with? How fast must the program run? It
seems reasonable to ask our program to read in a whole book, so we should be pre-
pared for input sizes of » =100,000 words or more. The output will be hundreds or
perhaps thousands of words, and the program should run in a few seconds instead of
minutes. With 100,000 words of input text, n isfairly large so theagorithmscan't be
too smpligtic if we want the program to befast.

The Markov agorithm must see dl the input before it can begin to generate out-
put. so it must store the entire input in some form. One possibility is to read the
whole input and store it in a long string, but we clearly want the input broken down
into words. If we storeit asan array of pointersto words, output generation issmple:
to produce each word, scan the input text to see what possible suffix words follow the
prefix that was just emitted, and then choose one a random. However, that means
scanning al 100,000 input words for each word we generate; 1,000 words of output
means hundreds of millionsof string comparisons. which will not befast.

Ancther possibility is to store only unique input words, together with a list of
where they appear in the input so that we can locate successor words more quickly.
We could use a hash table like the one in Chapter 2, but that version doesn't directly
address the needs of the Markov agorithm, which must quickly locateall the suffixes
of agiven prefix.

We need a data structure that better representsa prefix and its associated suffixes.
The program will have two passes, an input pass that builds the data structure repre-
senting the phrases, and an output passthat uses the data structureto generatethe ran-
dom output. In both passes, we need to look up a prefix (quickly): in theinput passto
update its suffixes, and in the output pass to select a random from the possible suf-
fixes. This suggests a hash table whose keys are prefixes and whose values are the
satsof suffixesfor the corresponding prefixes.

For purposesaf description, well assume atwo-word prefix, so each output word
is based on the par of words that precede it. The number of words in the prefix
doesn't affect the design and the programs should handle any prefix length, but select-
ing a number makes the discussion concrete. The prefix and the set of dl its possible
suffixeswell call astate, which is standard terminology for Markov agorithms.

Given a prefix, we need to store dl the suffixes that follow it so we can access
them later. The suffixesare unordered and added one a atime. Wedon't know how
many there will be, so we need a data structure that grows easily and efficiently. such
asalig or adynamic array. When we are generating output, we need to be able to
choose one suffix a random from the set of suffixes associated with a particular pre-
fix. ltemsare never deleted.

What happens if a phrase appears more than once? For example, 'might appear
twice' might appear twice but 'might appear once' only once. This could be repre-
sented by putting 'twice twicein the suffix list for 'might appear’ or by putting it in
once, with an associated counter set to 2. We've tried it with and without counters;
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without is easier. since adding a suffix doesn't require checking whether it's there
aready, and experiments showed that the difference in run-timewas negligible.

In summary, each state comprises a prefix and a list of suffixes. Thisinformation
isstored in a hash table, with prefix as key. Each prefix is a fixed-size set of words.
If a suffix occurs more than once for a given prefix, each occurrence will be included
separately in thelist.

The next decision is how to represent the words themselves. The easy way is to
store them as individual strings. Since most text has many words appearing multiple
times, it would probably save storage if we kept a second hash table of single words,
so the text of each word was stored only once. This would also speed up hashing of
prefixes, since we could compare pointers rather than individual characters: unique
strings have unique addresses. We'll leave that design asan exercise; for now, strings
will be stored individually.

3.3 Building the Data Structurein C
Let's begin with aC implementation. Thefirst step isto define some constants.

enum |

NPREF = 2, /#= number of prefix words =/
NHASH = 4093, /= size of state hash table array */
MAXGEN = 10000 /+ maximum words generated =/

I

This declaration defines the number of words (NPREF) for the prefix, the size of the
hash table array (NHASH). and an upper limit on the number of words to generate
(MAXGEN). If NPREF is a compile-timeconstant rather than a run-time variable, storage
management is smpler. The array size is set fairly large because we expect to give
the program large input documents, perhaps a whole book. We chose NHASH = 4093
so that if the input has 10,000 distinct prefixes (word pairs). the average chain will be
very short, two or three prefixes. The larger the size, the shorter the expected length
of the chainsand thus the faster the lookup. This program is redlly a toy, so the per-
formanceisn't critical, but if we make the array too small the program will not handle
our expected input in reasonable time; on the other hand, if we make it too big it
might not fit in the available memory.

The prefix can be stored as an array of words. The elements of the hash table will
be representedas a State data type, associatingthe Suffix list with the prefix:

typedef struct State State;

typedef struct Suffix Suffix;

struct State { /= prefix + suffix list =/
char »pref[NPREF] ; /+ prefix words =/
Suffix =«suf; Jx list of suffixes =/
State *next; /* next in hash table =/

};
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struct Suffix { /= list of suffixes =/
char *word; /+ suffix =/
Suffix *next; /= nextinlist of suffixes =/

}:
State *statetab[NHASH] ; /* hash table of states =%/

Pictorially, the data structureslook likethis:

statetab:

—

a State:

pref[0]
prer11| — =y

-

suf
next 13 Suffix:
vord |

next
Tn:iher Suffix:
word —-["tab'l es"l

another State: next

pref[0]

pref[1]
suf
next

We need a hash function for prefixes, which are arrays of strings. It is simple to
modify the string hash function fmm Chapter 2 to loop over the strings in the array,

thusin effect hashing the concatenation of the strings:

/+ hash: compute hash value for array of NPREF strings =/
unsigned int hash(char =s[NPREF])

{
unsigned int h;
unsigned char =p;
int i;
h = 0;
for Ci= 0; T < NPREF, i++)
for (p = (unsigned char =) s[il; «p !'= '\0"; p++)
h = MULTIPLIER * h + =p;
return h % NHASH
}

A similar modificationto the lookup routine completes the implementation of the

hash table:
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/= lookup: search for prefix; create if requested. =/

/+ returns pointer if present or created; NULL if not. =/

/+ creation doesn't strdup so strings mustn’t change later. »/
State* lookup(char =prefix[NPREF], int create)

{
inti, h;
State =sp;
h = hash(prefix);
for (sp = statetab[h]; sp != NUL; sp = sp->next) {
for (i = 0; i < NFREE i++)
if (strcmp(prefix[i], sp->pref[i]) != 0)
break;
if (i == NPREF) /= found it &
return sp;
}
if (create) {
sp = (State =) emalloc(sizeof (State)) ;
for (i =0; i < NFREE i++)
sp->pref[i] = prefix[i];
sp->suf = NUL;
sp->hext = statetab[h];
statetab[h] = sp;
}
return sp;
}

Noticethat 1Tookup doesn't makeacopy of the incoming strings when it createsa new
date; it just stores pointersin sp->pref[]. Callersof lookup must guarantee that the
data won't be overwritten later. For example, if the strings are in an /O buffer, a
copy must be made before 100kup is called; otherwise, subsequent input could over-
write the data that the hash table points to. Decisions about who owns a resource
shared across an interfacearise often. We will explorethis topic a length in the next
chapter.
Next we need to build the hash table asthefileis read:

/+ build: read input, build prefix table »/
void build(char =prefix[NPREF], FILE =f)

{
char buf [100], fmt[10];
/+ create a format string; %s could overflow buf =/
sprintf (fmt, "%%%ds”, sizeof(buf)-1);
while (fscanf(f, fmt, buf) '= EOF
add(prefiXx, estrdup(buf)):
}

The peculiar cdl to sprintf getsaround an irritating problem with fscanf, which
is otherwise perfect for the job. A call to fscanf with format %s will reed the next
white-space-delimited word from the file into the buffer, but thereis no limit on size:
a long word might overflow the input buffer, wreaking havoc. If the buffer is 100
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byteslong (whichisfar beyond what we expect ever to appear in normal text), we can
use the format %¥99s (leaving one byte for the termina *\0'), which tells fscanf to
stop after 99 bytes. A long word will be broken into pieces, which is unfortunate but
safe. Wecould declare

) aum { BUFRSZE = 100 };
? char fmt[] = "%99s"; /+ BUFSIZE-1 =/

but that requirestwo constantsfor one arbitrary decison—the size of the buffer—and
introduces the need to maintain their relationship. The problem can be solved once
and for dl by creating the format string dynamicaly with sprintf, so that's the
approach wetake.

The two arguments to build are the prefix array holding the previous NPREF
words of input and a FILE pointer. It passesthe prefix and acopy of theinput word
to add, which adds the new entry to the hash table and advancesthe prefix:

/= add: add word to suffix list, update prefix =/
void add(char =prefix[NPREF], char *suffix)

{
State »sp;
sp = lookup(prefix, 1); /= create if not found =/
addsuffix(sp, suffix);
/+ move the words doan the prefix =/
memmove(prefix, prefix+l, (NPREF-1)=xsizeof(prefix[0]1));
prefix[NPREF-1] = suffix;

}

The cdl to meamoe is the idiom for ddeting from an array. It shifts dements 1
through NPREF-1in the prefix down to positions0 through NFRE=2, deleting the first
prefix word and opening a space for anew one at theend.

The addsuff i x routineadds the new suffix:

/= addsuffix: add to state. suffix must not change later =/
void addsuffix(State »sp, char =suffix)

{
Suffix =suf;
suf = (Suffix =) emalloc(sizeof(Suffix)) ;
suf->word = suffix;
suf->next = sp->suf;
sp->suf = suf;
}

We split the action of updating the state into two functions. add performsthe genera
service of adding a suffix to a prefix, while addsuffix performs the implementation-
specific action of addingaword to a suffix list. The add routineis used by bui 1d but
addsuffix is usad internaly only by add; it is an implementation detail that might
change and it seems better to have it in a separatefunction. even thoughiit iscaled in
only one place.
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3.4 Generating Output

With the datastructurebuilt, the next step isto generatethe output. The basicidea
is as before: given a prefix, select one of its suffixes at random, print it, then advance
the prefix. Thisis the steady state of processing; we mugt still figure out how to start
and stop the algorithm. Starting is easy if we remember the words of thefirst prefix
and begin with them. Stopping iseasy, too. We need a marker word to terminate the
agorithm. After dl the regular input, we can add aterminator. a**word'" that is guar-
anteed not to gppear in any input:

build(prefix, stdin);
add (pref X« NONWORD) ;

NONWORD should be some value that will never be encountered in regular input. Since
the input words are ddlimited by white space, a "*'word"* of white space will serve,
such asanewline character:

char NONWORD[] = "\n"; /= cannot appear as real word =/

One more worry: what happens if there is insufficient input to start the agorithm?
There are two gpproaches to this sort of problem, either exit prematurdly if there is
insufficient input, or arrange that there is dways enough and don't bother to check.
In thisprogram, the | atter approach works well.

We can initialize building and generating with a fabricated prefix, which guaran-
tees there is alwaysenough input for the program. To prime the loops, initidize the
prefix array to be al NONWORD words. This has the nice benefit thet the first word of
the input file will be thefirst suffix of the fake prefix, so the generation loop needsto
print only the suffixesit produces.

In case the output is unmanageably long, we can terminate the dgorithm after
some number of words are produced or when we hit NONWORD as a suffix, whichever
comesfirst.

Adding a few NONWORDs to the ends of the data smplifies the main processing
loopsof the program significantly; it is an example of thetechniqueof adding sentinel
vaues to mark boundaries.

As a rule, try to handle irregularities and exceptions and specia cases in data.
Code is harder to get right so the control flow should be as smple and regular as pos-
sible

The generate function uses the agorithm we sketched originadly. It produces
one word per line of output, which can be grouped into longer lines with a word pro-
cessor; Chapter 9 showsa smple formatter called fmt for thistask.

With the use of the initial and final NONWORD strings, generate starts and stops

properly:
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/+ generate: produce output, one word per line =/
void generate(int nwords)

State #sp;

Suffix =suf;

char »prefix[NPREF], =w;

int i, nmatch;

for (G =0; i < NFREE, i++) /« reset initial prefix =/
prefix[i] = NONWORD;

for (G =0; i < nwords, i++) {
sp = lookup(prefix, 0);
nmatch = O;
for (suf = sp->suf; suf = NUL; suf = suf->next)
if (rand() % ++nmatch == 0) /+ prob = 1/mmatch =/
w = suf->word;
if (strcmp(w, NONWORD) == 0)
break;
printf ("%s\n", w);
memmove(prefix, prefix+l, (NPREF-1)xsizeof(prefix[0]));
prefix[NPREF-1] = w;

Notice the algorithm for selecting oneitem at random when we don't know how many
items there are. The variable nmatch counts the number of matches as the list is
scanned. Theexpression

rand() % ++nmatch == 0

incrementsnmatch and is then true with probability 1/nmatch. Thus the first match-
ing item is selected with probability 1. the second will replace it with probability 1/2,
the third will replace the survivor with probability 1/3, and so on. At any time, each
oned thek matchingitems seen so far has been selected with probability 1/k.

At the beginning. we st the prefix to the starting value, which is guaranteed to
beinstalled in the hash table. Thefirst Suffix valueswefind will be the first words
of thedocument. since they arethe uniquefollow-on to the starting prefix. After that,
random suffixes will be chosen. Theloop calls lookup to find the hash tableentry for
thecurrent prefix. then chooses a random suffix, printsit, and advances the prefix.

If the suffix we choose is NONWORD, we're done, because we have chosen the state
that corresponds to the end of the input. If the suffix is not NONAGRD we print it, then
drop the first word of the prefix with a call to memmove, promote the suffix to be the
last word of the prefix, and loop.

Now we can put all this together into amain routine thet reads the standard input
and generatesat most a specified number of words:
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/+ markov main: markov-chain random text generation =/
int main(voi d)
{
int i, nwords = MAXGEN;
char =prefix[NPREF]; /= current input prefix =/
for (i =0; i < NFREE, i++) /« set w initial prefix «/
prefix[i] = NONAGHD)
build(prefix, stdin);
add(prefix, NONWORD) ;
generate(nwords);
return 0;
}

This completesour C implementation. We will return a theend of the chapter to
acomparison o programsin different languages. The great strengths of C are that it
gives the programmer completecontrol over implementation, and programs written in
it tend to be fast. The cost, however, is that the C programmer must do more o the
work, allocating and reclaiming memory, creating hash tablesand linked lists, and the
like. C isarazor-sharp tool, with which one can create an elegant and efficient pro-
gram or a bloody mess.

Exercise3-1. The dgorithm for sdlecting a random item from a list of unknown
length depends on having a good random number generator. Design and carry out
experiments to determine how well the method worksin practice. O

Exercise3-2. If each input word is stored in a second hesh table, the text is only
stored once, which should save space. Measure some documents to estimate how
much. This organization would dlow us to compare pointers rather then stringsin the
hash chainsfor prefixes, which should run faster. Implement this verson and mea-
sure the change in speed and memory consumption. O

Exercise 3-3. Remove the statements that place sentinel NONWORDs at the beginning
and end o the data, and modify generate so it starts and stops properly without
them. Make sure it produces correct output for input with 0, 1, 2, 3, and 4 words.
Compare thisimplementation to the verson usng sentinels. O

3.5 Java

Our second implementation of the Markov chain dgorithm is in Java. Object-
oriented languages like Java encourage one to pay particular attention to the interfaces
between the components of the program. which are then encapsulated as independent
dataitems called objects or classes, with associated functions caled methods.

Java hasaricher library than C, including aset of container classesto group exist-
ing objects in various ways. One example is a Vector that provides a dynamically-
growable array that can store any Object type. Another example is the Hashtable
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class, with which one can store and retrieve values of one type using objects of
another type as keys.

In our gpplication, Vectors of strings are the natura choice to hold prefixes and
suffixes. We can use a Hashtable whose keys are prefix vectors and whose vaues
are suffix vectors. The terminology for this type of construction is a map from pre-
fixes to suffixes; in Java, we need no explicit State type because Hashtable implic-
itly connects (maps) prefixesto suffixes. This design is different from the C version,
in which weingtalled State structures that held bath prefix and suffix list, and hashed
on the prefix to recover thefull State.

A Hashtable providesaput method to store a key-vaue pair, and a get method
to retrievethe valuefor a key:

Hashtable h = new Hashtable();
h.put(key, value);
Sometype v = (Sometype) h.get(key);

Our implementation has three classes. Thefirst class. Prefix, holds the words of
the prefix:

class Prefix {
public Vector pref; // NPREF adjacent words from input

The second class, Chain, reads the input, builds the hash table, and generates the
output; hereareitsclassvariables:

class Chain {
static final int NPREF = 2; // size of prefix
static final String NONAMCRD = "\n";
// "word" that can't appear
Hashtable statetab = new Hashtable();
// key = Prefix, value = suffix Vector
Prefix prefix = new Prefix(NPREF, NONACRD) ;
// initial prefix
Random rand = new Random();

Thethird classisthe publicinterface; it holdsmain and instantiatesa Chain:

class Markov {
static final int MAXCEN = 10000; // maximum words generated
public static void main(String[] args) throws IOException
{
Chain chain = new Chain() ;
int nwords = MAXGEN;

chain. build(System.in);
chain. generate(nwords) ;



SECTION 3.5 JAVA 73

When an instanceof class Chain is created, it in turn creates a hash table and sets
up theinitial prefix of NPREF NONWORDs. Thebuild function usesthelibrary function
StreamTokenizer to parse the input into words separated by white space characters.
The three calls before the loop set the tokenizer into the proper state for our definition
of “"word."

// Chain build: build State table from input stream
void build(InputStream in) throws IOException

i
StreamTokenizer st = new StreamTokenizer(in);

st. resetSyntax(); // remove default rules
st.wordChars(0, Character.MAX_VALUE); // turn on all chars
st.whitespaceChars(0, ' *); // except up to blank
while (st.nextToken() != st.TT_EOF)

add(st.sval);

add (NONWORD) ;

The add function retrieves the vector of suffixesfor the current prefix from the
hash table; if there are none (the vector is null), add creates a new vector and a new
prefix to storein the hash table. In either casg, it adds the new word to the suffix vec-
tor and advances the prefix by dropping thefirst word and adding the new word at the
end.

// Chain add: add word to suffix list, update prefix
void add(String word)
{
Vector suf = (Vector) statetab.get(prefix);
it (suf == null) {
suf = new VectorQ;
statetab. put(new Prefix(prefix), suf) ;

I

suf. addElement(word);

prefix. pref. removeElementAt(0) ;
prefix.pref.addElement (word);

Notice that if suf is null, add installsa new Prefix in the hash table, rather than
prefix itsdf. Thisis becausethe Hashtable class storesitems by reference, and if
we don't make a copy, we could overwrite data in the table. Thisis the same issue
that we had to deal with in the C program.

The generation function is similar to the C version, but dightly more compact
because it can index a random vector element directly instead of looping through a
list.
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// Chain generate: generate output words
void generate(int nwords)
{
prefix = new Prefix(NPREF, NONACHD ;
for (int 1 = 0; 1 < nwords; i++) {
Vector s = (Vector) statetab.get(prefix);
int r = Math.abs(rand.nextInt()) % s.size();
String suf = (String) s.elementAt(r);
i T (suf.equals(NONWORD)

break;
System.out.printin(suf);
prefix. pref.removeElementAt(0) ;
prefix-pref .addETement(suf);

}

The two constructors of Prefix create new instances from supplied data. The first
copies an existing Prefix, and the second creates a prefix from n copies of a string;
we use it to make NPREF copies of NONACRD when initializing:

// Prefix constructor: duplicate existing prefix
Prefix(Prefix p)
{

pref = (Vector) p.pref.clone();

// Prefix constructor: n copies of str
Prefix(int n, String str)

{
pref = new Vector();
for (int i =0; i <n; i+
pref. addETement(str);
}

Prefiix also has two methods, hashCode and equals, that are called implicitly by
the implementation of Hashtable to index and search the table. It is the need to have
an explicit class for these two methods for Hashtable that forced us to make Prefix
afull-fledged class. rather than just a Vector like the suffix.

The hashCode method builds a single hash value by combining the set of
hashCodes for the elements of the vector:

static final int MULTIPLIER = 31; // for hashCode()

// Prefix hashCode: generate hash from all prefix words
public int hashCode()
{

int h=0;

for (int i = 0; i < pref.size(Q); i++)

h = MULTIPLIER = h + pref.elementAt(i).hashCode(Q);
return h;
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and equal s does an e ementwise comparison of the words in two prefixes:

// Prefix equals: compare two prefixes for equal words
public boolean equal s(Object o)
{

Prefix p = (Prefix) o;

for (int i =0; i < pref.size(); i++)
if (pref.el ementAt(i).equal s(p.pref.el ementAt(i)))
return false;
return true;

}

The Java program is sgnificantly smaller than the C program and takes care of
more details; V ectors and the Hashtabl e are the obvious examples. In generd, stor-
age management is easy since vectors grow as needed and garbage collection takes
care of reclaming memory thet is no longer referenced. But to use the Hashtable

class, we till need to write functions hashCode and equal's, so Javaisn't taking care
of dl thedetails.

Comparing the way the C and Java programs represent and operate on the same
bas ¢ data structure, we see that the Java version has better separation of functionality.
For example, to switch from Vectors to arrays would be easy. In the C verson.
everything knows what everything elseis doing: the hash table operates on arraystha
are maintained in various places, Tookup knows the layout of the State and Suffix
structures, and everyoneknows the size of the prefix array.

% java Makov <jr_chemistry.txt | fmt

Wah the blackboard. Watch it dry. The water goes
into the air. W water goes into the air it
evaporates. Tie a damp cloth to one end of a solid or
liquid. Lok around. What are the solid things?
Chemical changes take place when something burns. |f
the burning material has liquids, they are stable and
the sponge rise. It looked like dough, but it is
burning. Bresk up the 1ump of sugar into small pieces
and put them together again in the bottom of a liquid.

Exercise3-4. Revisethe Java verson of markov to use an array instead of a'Vector
for the prefix in the Stateclass. O
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3.6 C++

Our third implementation isin C++. Since C++ isadmost a superset of C, it can
be used as if it were C with afew notationa conveniences, and our origina C version
o markov isaso alegd C++ program. A more gppropriate use of C++, however,
would be to define classes for the objects in the program, more or less as we did in
Java; this would let us hideimplementation details. We decided to go even further by
using the Standard Template Library or STL, since the STL has built-in mechanisms
that will do much of what we need. The ISO standard for C++ includes the STL as
pat of thelanguage definition.

The STL providescontainers such as vectors, lists, and sets, and afamily of funda-
mental dgorithms for searching, sorting, inserting, and deleting. Using the template
features of C++, every STL dgorithm works on a variety of containers, including both
user-defined types and built-in types like integers. Containers are expressed as C++
templatesthat are ingtantiated for specific data types; for example, thereisavector
container that can be used to make particular types like vector<int> or
vector<string>. All vector operations, including standard agorithms for sorting,
can be used on such datatypes.

In addition to avector container that is similar to Javas Vector, the STL pro-
videsa deque container. A deque (pronounced **deck™") is adouble-ended queuethat
matches what we do with prefixes: it holds NPREF elements, and lets us pop the first
element and add a new one to theend, in O(1) time for both. The STL deque is more
genera than we need, sinceit permits push and pop at either end, but the performance
guarantees makeit an obvious choice.

The STL also provides an explicit map container, based on baanced trees, that
stores key-value pairsand provides O(logn) retrieval of the value associated with any
key. Mgps might not be as efficient as O(1) hash tables, but it's nice not to have to
write any code whatsoever to use them. (Some non-standard C++ libraries include a
hash or hash-map container whose performance may be better.)

We aso use the built-in comparison functions, which in this case will do string
comparisons usng theindividual stringsin the prefix.

With these components in hand, the code goes together smoothly. Here are the
declarations:

typedef deque<string> Prefix;
map<Prefix, vector<string> > statetab; // prefix -> suffixes

TheSTL providesatemplatefor degques; the notation deque<string> speciaizesit to
adeque whose elements are strings. Since this type gppears severd times in the pro-
gram, we used atypedef to giveit the name Prefix. The map type that stores pre-
fixes and suffixes occurs only once, however, so we did not give it a separate name;
the map declaration declares a variable statetab that is a map from prefixesto vec-
torsof gtrings. This is more convenient than either C or Java, because we don't need
to provide a hash function or equals method.



SECTION3 6 CHt 77

The main routine initializesthe prefix, reads the input (from standard input, called
cin in theC++ iostream library), adds atail, and generates the output, exactly as in
theearlier versons.

// markov main: markov-chain random text generation
int main(void)
{
int nwords = MAXGEN
Prefix prefix; // current input prefix

for (int i = 0; i < NPREF, i++) // set up initial prefix
add(prefix, NON\WCRD) ;

build(prefix, cin);

add(prefix, NONACRD) ;

generate(nwords);
return 0;

}

The function build uses the iostream library to read the input one word a a
time:

// build: read input words, build state table
void build(Prefix& prefix, istream& in)

{
string buf;
while (in >> buf)
add(prefix, buf);
}

Thestringbuf will grow as necessary to handle input wordsof arbitrary length.
The add function shows moredf the advantagesof using the STL:

// add: add word to suffix list, update prefix
void add(Prefix& prefix, const string& s)

{
if (prefix. size() == NPREP) {
statetab[prefix].push_back(s);
prefix.pop-front(Q);
}
prefix.push_back(s);
}

Quite a bit is going on under these gpparently smple statements. The map container

overloads subscripting (the [1 operator) to behave as alookup operation. The expres-

son statetab[prefix] doesalookup in statetab with prefix as key and returnsa

reference to the desired entry; the vector is created if it does not exist dready. The

push-back member functions of vector and deque push a new string onto the back

end of thevector or deque; pop-front popsthefirst dement off the deque.
Generation issimilar to the previous versions.
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// generate: produce output, one word per line
void generate(int nwords)
{
Prefix prefix;
int i;
for (1 =0; i < NPREF; 1i++) // reset initial prefix
add(prefix, NONWORD),

for (i = 0; 1 < nwords; ++) {
vector<string>& suf = statetab[prefix];
const string& w = suf[rand() % suf.size()] ;
if (w = NONWORD)

break;
cout << w << "\n";
prefix.pop-front(Q; // advance

prefix.push_back(w);

Overall, this verson seems especialy clear and egant—the code is compact, the
data structureis visible and the dgorithm is completely transparent. Sadly, thereisa
price to pay: this verson runs much dower then the origina C version, though it is
not thedowest. WEell come back to performance measurementsshortly.

Exercise3-5. The great strength of the STL is the ease with which one can experi-
ment with different data structures. Modify the C++ version of Markov to use various
structures to represent the prefix, suffix list, and state table. How does performance
changefor the different structures?d

Exercise 3-6. Write a C++ version that uses only classes and the string data type
but no other advanced library facilities. Compareit in style and speed to the STL ver-
sons. O

37 Awk and Perl

To round out the exercise, we also wrote the program in two popular scripting lan-
guages, Awk and Perl. These provide the necessary featuresfor this application, asso-
ciative arraysand string handling.

An associativearray is a convenient packaging of a hash table; it looks like an
array but its subscripts are arbitrary strings or numbers, or comma-separated lists of
them. It isaform of map from one datatype to another. In Awk, adl arrays are asso-
ciative; Perl has both conventional indexed arrays with integer subscriptsand associa-
tive arrays. which are cdled ""hashes'" a name that suggests how they are imple-
mented.

The Awk and Perl implementationsare specialized to prefixesof length 2.



SECTION3 7 AWK AND PERL 79

# markov.awk: markov chain algorithm for 2-word prefixes
BEGIN { MAXGEN = 10000; NONACRD = "\n"; wl = w2 = NON\VCFD }

{ for Ci= 15 1 <= NF;, i+4) { # read all words
statetab[wl,w2,++nsuffix[wl,w2]] = $i
wl = w2
w2 = $i
}
}
BD {

statetab[wl,w2,++nsuffix[wl,w2]] = NONAMCRD # add tail
wl = w2 = NONWVCRD
for Ci= 0; i < MAXGEN i++) { # generate
r = int(randQ»nsuffix[wl,w2]) + 1 # nsuffix >= 1
p = statetab[wl,w2,r]

if (p = NCNACRD)
exit
print p
wl=w2 # advance chain
w2 =p

}

AwK is a pattern-action language: the input is read a line at a time, each line is
meatched against the patterns, and for each match the corresponding action is executed.
Therearetwo specia patterns, BEGIN and END, that match before the first line of input
and after the last.

An action isablock of statements enclosed in braces. In the Awk version of Mar-
kov, the BEGIN block initializesthe prefix and acouple of other variables.

The next block has no pattern, so by default it is executed oncefor each input line.
Awk automatically splits each input line into fields (white-space delimited words)
called $ 1through $NF; the variableNF is the number of fields. The statement

statetab[wl,w2,++nsuffix[wl,w2]] = $i

builds the map from prefix to suffixes. The array nsuffix counts suffixes and the
dement nsuffix[wl,w2] counts the number of suffixes associated with that prefix.
The suffixes themsdves are dored in array eements statetab[wl,w2,1],
statetab[wl,w2,2], and soon.

When the B\D block is executed, dl the input has been read. At that point, for
each prefix there is an dement of nsuffix containing the suffix count, and there are
that many elementsof statetab containing the suffixes.

The Perl verson is similar, but uses an anonymous array instead of a third sub-
script to keep track of suffixes; it also uses multiple assignment to update the prefix.
Perl uses specid charactersto indicate the types of variables: $ marks a scalar and @
an indexed array, while brackets [] are used to index arrays and braces {} to index
hashes.
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# markov.pl: markov chain algorithm for 2-word prefixes

$MAXGEN = 10000;
$NONWORD = "\n";
$wl = $w2 = $NONWORD; #initial state
while (<>) { # read each line of input
foreach (split) {
push(@{$statetab{$wi}{$w2}}, $.);
($wl, $w2) = (8w2, $.); # multiple assignment
}

}
push(@{$statetab{$w1}{$w2}}, $NONWORD); # add tail

$wl = $w2 = $NONWORD;
for ($i = 0; $i < $MAXGEN; $i++) {
$suf = $statetab{swl}{$w2}; # array reference

$r = int(rand @$suf); # @$suf i s number of elems
exit i F(($t = $suf->[$r]) egq $NONWORD);

print "$t\n";

(Bwl, $w2) = ($w2, $t); # advance chain

}

As in the previous programs, the map is stored using the variable statetab. The
heart of the programistheline

push(@{$statetab{$wl}{$w2}}, $_);

which pushes a new suffix onto the end of the (anonymous) array stored at
statetab{$w1l}{$w2}. In the generation phase. $statetab{$wl}{3$w2} is a refer-
enceto an array of suffixes,and $suf->[$r] pointsto the r-th suffix.

Both the Perl and Awk programs are short compared to the three earlier versions.
but they are harder to adapt to handle prefixes that are not exactly two words. The
coredf the C++ STL implementation (the add and generate functions) is of compara-
ble length and seems clearer. Nevertheless, scripting languages are often a good
choicefor experimental programming, for making prototypes, and even for produc-
tion useif run-time is not a mgjor issue.

Exercise 3-7. Modify the Awk and Perl versons to handle prefixes of any length.
Experiment to determine what effect this change has on performance. O

38 Performance

We have several implementations to compare. We timed the programs on the
Book of Psalms from the King James Bible, which has 42,685 words (5,238 distinct
words, 22,482 prefixes). This text has enough repeated phrases (*"Blessed isthe...”")
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that one suffix list has more than 400 e ements, and there are a few hundred chains
with dozens of suffixes, so it isagood test dataset.

Blessed is the men of the net. Turn thee unto me, and raise me up, that |
maey tell al my fears. They looked unto him, he heard. My praise shall
be blessed. Wedth and riches shall be saved. Thou hast dedlt wdl with
thy hid treasure: they are cast into a standing water, theflint into a stand-
ing water, and dry ground into watersprings.

The times in the following table are the number of secondsfor generating 10.000
words of output; one machine is a 250MHz MIPS R10000 running Irix 6.4 and the
other isa400MHz Pentium II with 128 megabytes of memory running Windows NT.
Run-time is dmost entirdly determined by the input size; generation is vary fast by
comparison. The table also includes the agpproximate program sizein lines of source
code.

250MHz 400MHz Linesof
R10000 PentiumIl  sourcecode

C 0.36 sec 0.30 sec 150
Java 49 9.2 105
C++/STL/deque | 2.6 11.2 70
C++/STL/list 17 15 70
Awk 22 21 20
Perl 18 10 18

The C and C++ versions were compiled with optimizing compilers. while the Java
runs had just-in-time compilers enabled. The Irix C and C++ times are the fastest
obtained from three different compilers; similar results were observed on Sun SPARC
and DEC Alpha machines. The C verson of the program is fastest by alargefactor;
Perl comessecond. Thetimesin the table are a sngpshot of our experience with a par-
ticular set of compilersand libraries, however, so you may see very different resultsin
your environment.

Something is clearly wrong with the STL deque version on Windows. Experi-
ments showed that the deque that represents the prefix accountsfor most of the run-
time, dthough it never holds more than two elements; we would expect the centra
data structure, the map, to dominate. Switching from a deque to a list (which is a
doubly-linked list in the STL) improves the time dramatically. On the other hand,
switching from a map to a (non-standard) hash container made no differenceon Irix;
hashes were not available on our Windows machine. Tt is a testament to the funda-
mental soundness of the STL design that these changes required only substituting the
word i s t for the word deque or hash for map in two places and recompiling. We
concludethat the STL, which isa new component of C++, gill suffersfrom immeture
implementations. The performance is unpredictable between implementations of the
SIL and between individua data structures. The same is true of Java, where imple-
mentationsare also changing rapidly.
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There are some interesting challenges in testing a program that is meant to pro-
duce voluminousrandom output. How do we know it works at all? How do we know
it works all the time? Chapter 6, which discusses testing, contains some suggestions
and describes how we tested the Markov programs.

39 Lessons

The Markov program has a long history. The first version was written by Don P.
Mitchell. adapted by Bruce Ellis. and applied to humorous deconstructionist activities
throughout the 1980s. It lay dormant until we thought to use it in a university course
as an illustration of program design. Rather than dusting off the original. we rewrote
it from scratch in C to refresh our memories of the variousissues that arise, and then
wrote it again in several other languages, using each language's unique idioms to
expressthe same basic idea. After the course, we reworked the programs many times
to improveclarity and presentation.

Over dl that time, however, the basic design has remained the same. The earliest
version used the same approach as the ones we have presented here, although it did
employ a second hash table to represent individual words. If we were to rewrite it
again. we would probably not change much. The design of a programis rooted in the
layout of itsdata. The data structuresdon't define every detail, but they do shape the
overall solution.

Some data structure choices make little difference, such as lists versus growable
arrays. Some implementationsgeneralize better than others—the Perl and Awk code
could be readily modified to one- or three-word prefixes but parameterizing the
choice would be awkward. As befits object-oriented languages, tiny changes to the
C++ and Java implementations would make the data structures suitable for objects
other than English text, for instance programs (where white space would be signifi-
cant), or notes of music. or even mouse clicks and menu selectionsfor generating test
sequences.

Of course, while the data structuresare much the same, thereis awide variation in
the general appearance of the programs, in the size of the source code, and in perfor-
mance. Very roughly, higher-level languages give slower programs than lower level
ones, athough it's unwise to generalize other than qualitatively. Big building-blocks
like the C++ STL or the associative arrays and string handling of scripting languages
can lead to more compact code and shorter development time. These are not without
price, although the performance penalty may not matter much for programs. like Mar-
kov, that run for only afew seconds.

Lessclear, however, is how to assess the loss of control and insight when the pile
of system-suppliedcode gets so big that one no longer knows what's going on under-
neath. This is the case with the STL version; its performance is unpredictable and
there is no easy way to address that. One immature implementation we used needed
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to be repaired before it would run our program. Few of us have the resources or the
energy totrack down such problemsand fix them.

This is a pervasive and growing concern in software: as libraries, interfaces, and
tools become more complicated. they become less understood and less controllable.
When everything works, rich programming environmentscan be very productive, but
when they fail, there is little recourse. Indeed. we may not even realize that some-
thing iswrong if the problems involve performance or subtle logic errors.

The design and implementation of this program illustrate a number of lessons for
larger programs. First is the importance of choosing simple algorithms and data
structures, the simplest that will do the job in reasonable time for the expected prob-
lem size. If someone else has already written them and put them in a library for you,
that's even better; our C++ implementation profited from that.

Following Brooks's advice, wefind it best to start detailed design with data struc-
tures, guided by knowledge of what algorithms might be used; with the data structures
settled. the code goes together easily.

It's hard to design a program completely and then build it; constructing real pro-
grams involves iteration and experimentation. The act of building forces one to clar-
ify decisions that had previously been glossed over. That was certainly the case with
our programs here, which have gone through many changes of detail. As much as
possible, start with something simple and evolveit as experience dictates. If our goal
had been just to write a personal version of the Markov chain algorithm for fun. we
would almost surely have written it in Awk or Perl —though not with as much polish-
ing asthe ones we showed here—and let it go at that.

Production code takes much moreeffort than prototypes do, however. If we think
of the programs presented here as production code (since they have been polished and
thoroughly tested), production quality requires one or two orders of magnitude more
effort than a program intended for personal use.

Exercise38. We have seen versionsof the Markov program in a wide variety of lan-
guages, including Scheme. Tcl, Prolog, Python, Generic Java. ML, and Haskell; each
presents its own challenges and advantages. Implement the program in your favorite
language and compare itsgeneral flavor and performance. O

Supplementary Reading

The Standard Template Library is described in a variety of books, including Gen-
eric Programming and the STL, by Matthew Austern (Addison-Wesley, 1998). The
definitive reference on C++ itself is The C++ Programming Language, by Bjare
Stroustrup (3rd edition, Addison-Wesley, 1997). For Java, we refer to The Java Pro-
gramming Language, 2nd Edition by Ken Arnold and James Gosling (Addison-
Wesley, 1998). The best description of Perl is Programming Perl, 2nd Edition, by
Larry Wall, Tom Christiansen, and Randal Schwartz (O’Reilly, 1996).
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Theidea behind design patterns is that there are only a few distinct design con-
structs in most programs in the same way that there are only a few basic data struc-
tures; very loosely, it is the design analog of the code idioms that we discussed in
Chapter 1. The standard referenceis Design Patterns: Elements of Reusable Object-
Oriented Software, by Erich Gamma, Richard Helm, Ralph Johnson, and John Vlis-
sides (Addison-Wesley. 1995).

The picaresque adventures of the markov program, originally called shaney, were
described in the ** Computing Recreations™ column of the June. 1989 Scientific Amer-

ican. The article was republished in The Magic Machine, by A. K. Dewdney (W. H.
Freeman, 1990).
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Interfaces

Before | built awall 1'dask to know

What | waswalling in or walling out,

And to whom | was like to give offence.
Something thereisthat doesn't lovea wall.
That wants it down.

Robert Frost, Mending Wall

The essence of design is to balance competing goals and constraints. Although
there may be many tradeoffs when one is writing a small self-contained system, the
ramifications of particular choices remain within the system and affect only the indi-
vidual programmer. But when code is to be used by others, decisions have wider
repercussions.

Among theissues to be worked out in adesign are

o Interfaces. what services and access are provided? The interfaceis in effect a
contract between supplier and customer. The desire is to provide services that
are uniform and convenient, with enough functionality to be easy to use but not
so much as to become unwieldy.

o Information hiding: what informationis visible and what is private? An inter-
face must provide straightforward access to the components while hiding details
of theimplementation so they can be changed without affecting users.

e Resource management: who is responsible for managing memory and other
limited resources? Here, the main problemsare allocating and freeing storage.
and managing shared copies of information.

e Error handling: who detects errors. who reports them, and how? When an error
is detected, what recovery is attempted?

In Chapter 2 we looked at the individual pieces—the data structures—from which
asystem is built. In Chapter 3, we looked at how to combine those into a small pro-
gram. The topic now turns to the interfaces between components that might come
from different sources. In this chapter we illustrate interface design by building a
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library of functions and data structures for a common task. Along the way, we will
present some principles of design. Typically there are an enormous number of deci-
sions to be made, but most are made almost unconsciously. Without these principles,
the result is often the sort of haphazard interfaces that frustrate and impede program-
mers every day.

4.1 Comma-Separated Values

Comma-separatedvalues, or CSV, isthe term for a natural and widely used repre-
sentation for tabular data. Each row of a tableisa line of text; thefields on each line
are separated by commas. The table at the end of the previous chapter might begin
thisway in CSV format:

,"250MHz" , "400MHz" ,“Lines of"

, "R10000", "Pentium II","source code"
C,0.36 sec,0.30 sec,150
Java,4.9,9.2,105

This format isread and written by programs such as spreadsheets; not coinciden-
tally, it also appears on web pages for services such as stock price quotations. A pop-
ular web page for stock quotes presents adisplay like this:

Symboal Last Trade Change Volume

LU 2:19PM 86-114 | +4-1/16 | +4.94% 5,804,800
T 2:19PM | 60-11/16 | -1-3/16 | -1.92% 2,468,000
MSFT 2:24PM | 106-9/16 +1-3/8 | +1.31% | 11,474,900

Download Spreadsheet Format

Retrieving numbers by interacting with a web browser is effective but time-
consuming. It's a nuisance to invoke a browser, wait, watch a barrage of advertise-
ments, type a list of stocks, wait, wait, wait, then watch another barrage, al to get a
few numbers. To process the numbers further requires even more interaction; select-
ing the "*Download Spreadsheet Format'* link retrieves a file that contains much the
sameinformation in lines of CSv datalikethese (edited to fit):

"LU",86.25,"11/4/1998","2:19PM" ,+4.0625,
83.9375,86.875,83.625,5804800

"T",60.6875,"11/4/1998","2:19PM", -1.1875,
62.375,62.625,60.4375,2468000

"MSFT",106.5625,"11/4/1998","2:24PM",+1.375,
105.8125,107.3125,105.5625,11474900

Conspicuous by its absence in this process is the principle of letting the machine do
the work. Browsers let your computer access data on a remote server, but it would be
more convenient to retrieve the data without forced interaction. Underneath all the
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button-pushing is a purely textual procedure— the browser reads some HTML, you
type some text, the browser sends that to a server and reads some HTML back. With
the right tools and language, it's easy to retrieve the information automatically.
Here's a program in the language Tcl to access the stock quote web site and retrieve
CSV datain the format above, preceded by afew header lines:

# getquotes.tcl: stock prices for Lucent, AT&T, Microsoft

set so [socket quote.yahoo.com 80] ;# connect to server
set q "/d/quotes.csv?s=LU+T+MSFT&f=s11d1t1lclohgv"

puts $so "GET $q HTTP/1.0\r\nm\r\n" ;# send request

flush $so
puts [read $so] # read & print reply
Thecryptic sequence f=. .. that follows the ticker symbolsisan undocumented con-

trol string, analogous to the first argument of printf, that determines what values to
retrieve. By experiment, we determined that s identifies the stock symbol, 11 the last
price, c | the change since yesterday, and so on. What's important isn't the details,
which are subject to change anyway, but the possibility of automation: retrieving the
desired information and converting it into the form we need without any human inter-
vention. Wecan let the machinedo the work.

It typically takes afraction of a second to run getquotes, far less than interacting
with a browser. Once we have the data, we will want to process it further. Datafor-
mats like CSV work best if there are convenient libraries for converting to and from
the format, perhaps allied with some auxiliary processing such as numerical conver-
sions. But we do not know of an existing public library to handle CSv, so we will
write one ourselves.

In the next few sections. we will build three versions of alibrary to read CSV data
and convert it into an internal representation. Along the way, we'll talk about issues
that arise when designing software that must work with other software. For example,
there does not appear to be a standard definition of CSV. so the implementation cannot
be based on a precise specification, acommon situation in the design of interfaces.

4.2 A PrototypeLibrary

We are unlikely to get thedesign of alibrary or interface right on the first attempt.
As Fred Brooks once wrote, *"plan to throw one away; you will, anyhow.** Brooks
was writing about large systems but the idea is relevant for any substantial piece of
software. It's not usually until you've built and used a version of the program that
you understand the issues well enough to get thedesign right.

In this spirit, we will approach the construction of a library for CSV by building
one to throw away, a prototype. Our first version will ignore many of thedifficulties
of a thoroughly engineered library, but will be complete enough to be useful and to let
us gain somefamiliarity with the problem.
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Our starting point isafunction csvgetline that reads one line of CSV datafrom a
fileinto a buffer, splitsit into fields in an array, removesquotes. and returns the num-
ber of fields. Over the years, we have written similar code in amost every language
we know, so it's afamiliar task. Hereis a prototypeversionin C; we've markedit as
guestionable becauseit isjust a prototype:

? char buf[200]; /a input line buffer =/

? char =fiel1d[20]; /* fields =/

7

7 /a csvgetline: read and parse line, return field count =/
? /a sample input: "LU",86.25,"11/4/1998","2:19PM",+4.0625 =/
9 int csvgetline(FILE =fin)

7

. {

9 int nfield;

7 char #p, =»q;

7

7 i T (fgets(buf, sizeof(buf), fin) == NULL)

? return -A;

? nfield = O;

? for (g = buf; (p=strtok(g, ",\m\r")) != NULL; q = NULL)
? field[nfiel d++] = unquote(p);

? return nfield;

? }

The comment at the top of the function includes an example of the input format that
the program accepts; such comments are hel pful for programsthat parse messy input.

The CSV format is too complicated to be parsed easily by scanf so we usethe C
standard library function strtok. Each call of strtok(p,s) returns a pointer to the
first token within p consisting of characters not in s; strtok terminates the token by
overwriting thefollowing character of the origina string with anull byte. On thefirst
call, strtok's first argument is the string to scan; subsequent calls use NULL to indi-
cate that scanning should resume whereit left off in the previouscall. Thisisa poor
interface. Becausestrtok storesa variablein a secret place between calls, only one
sequence of calls may be active at one time; unrelated interleaved calls will interfere
with each other.

Our function unquote removes the leading and trailing quotes that appear in the
sampleinput above. It does not handle nested quotes. however, so although sufficient
for a prototype, it's not general.

? /* unquote: remove leading and trailing quote =/
9 char »unquote(char =»p)

? {

? if (p[o] == """) {

? if (p[strlen(p)-1] == """)

? plstrlen(p)-1] = ’\0’;

? p++;:

7 }

? return p;

7
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A simple test program helps verify that csvgetline works:

? /a csvtest main: test csvgetline function »/

? int main(void)

? {

? int i, nf;

?

? while ((nf = csvgetline(stdin)) != -1)

7 for Ci= 0; i < nf; i++)

? printf("field[®d] = ‘%s’'\n", 1, field[il);
? return O;

? }

Theprin tf encloses the fields in matching single quotes, which demarcate them and
help to reveal bugs that handle white spaceincorrectly.
We can now run thison the output produced by getquotes. tcl:

% getquotes.tcl | csvtest

Field[0]

= 'LJ’
field[1] = '86.375'
field[2] = *11/5/1998'
field[3] = ‘1:01PM’
field[4] = '-0.125'
field[5] = '86'
field[6] = '86.375'
field[7] = '85.0625'
field[8] = '2888600'
field[0] = 'T'

= '61.0625'

field[1]

(We haveedited out the HTTP header lines.)

Now we have a prototype that seems to work on data of the sort we showed above.
But it might be prudent to try it on something else as well, especially if we plan to let
others use it. Wefound another web site that downloads stock quotes and obtained a
file of similar information but in a different form: carriage returns (\r) rather than
newlines to separate records, and no terminating carriage return at the end of thefile.
We've edited and formatted it to fit on the page:

"Ticker","Price","Change", "Open". "Prev Close", "Day High",
"Day Low","52 Week High","52 Week Low","Dividend”,
"Yield","Volume","Average Volume" K "P/E"

"Ly",86.313,-0.188,86.000,86.500,86.438,85.063,108.50,
36.18,0.16,0.1,2946700,9675000,N/A

“T”,61.125,0.938,60.375,60.188,61.125,60.000,68.50,
46.50,1.32,2.1,3061000,4777000,17.0

“"MSFT",107.000,1.500,105.313,105.500,107.188,105-250,
119.62,59.00,N/A,N/A,7977300,16965000,51.0

With thisinput, our prototypefailed miserably.
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Wedesigned our prototypeafter examining one data source, and we tested it origi-
nally only on data from that same source. Thus we shouldn't be surprised when the
first encounter with a different source reveals gross failings. Long input lines. many
fields, and unexpected or missing separators all cause trouble. This fragile prototype
might serve for personal use or to demonstrate the feasibility of an approach, but no
morethan that. It's timeto rethink the design before wetry another implementation.

We made a large number of decisions, both implicit and explicit, in the prototype.
Here are some of the choices that were made, not aways in the best way for a
general-purposelibrary. Each raisesan issuethat needs more careful attention.

e The prototype doesn't handle long input lines or lots of fields. It can give
wrong answers or crash because it doesn't even check for overflows, let alone
return sensible valuesin case of errors.

e Theinputisassumed to consist of linesterminated by newlines.

e Fieldsare separated by commas and surrounding quotes are removed. Thereis
no provision for embedded quotes or commas.

The input line is not preserved; it is overwritten by the process of creating
fields.

e No datais saved from one input line to the next: if something is to be remem-
bered, a copy must be made.

e Access to the fields is through a global variable, the field array, which is
shared by csvgetline and functionsthat cal it; there is no control over access
to the field contents or the pointers. There is also no attempt to prevent access
beyond thelast field.

e The globa variables make the design unsuitable for a multi-threaded environ-
ment or even for two sequencesof interleavedcalls.

e The caller must open and close files explicitly; csvgetl ine reads only from
open files.

e Input and splitting are inextricably linked: each call reads a line and splits it
into fields. regardlessof whether the application needsthat service.

e The return valueis the number of fields on the line; each line must be split to
computethisvalue. Thereisaso no way to distinguish errorsfrom end of file.

e Thereisno way to change any of these propertieswithout changing the code.

This long yet incomplete list illustrates some of the possible design tradeoffs.
Each decision is woven through thecode. That's finefor aquick job. like parsing one
fixed format from a known source. But what if the format changes, or a comma
appearswithin aquoted string, or the server producesalong line or alot of fields?

It may seem easy to cope, since the *"library** is small and only a prototype any-
way. Imagine, however, that after sitting on the shelf for afew months or years the
code becomes part of a larger program whose specification changes over time. How
will csvgetl i ne adapt? If that program is used by others, the quick choices madein
the original design may spell trouble that surfaces years later. This scenario is repre-
sentative of the history of many bad interfaces. It is asad fact that alot of quick and
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dirty code ends up in widely-used software, where it remains dirty and often not as
quick asit should have been anyway.

4.3 A Library for Others

Using what we learned from the prototype, we now want to build a library worthy
of general use. The most obvious requirement is that we must make csvgetli ne
more robust so it will handlelong lines or many fields; it must also be more careful in
the parsing of fields.

To create an interface that others can use, we must consider the issueslisted at the
beginning of this chapter: interfaces, information hiding, resource management, and
error handling. Theinterplay among these strongly affects thedesign. Our separation
of theseissuesisa bit arbitrary, sincethey areinterrelated.

Interface. Wedecided on three basic operations:
char =csvget1line(FILE »): read anew CSV line
char =csvfield(int n): return the n-th field of the current line
i ntcsvnfield(voi d): return the number of fieldson the current line

What function value should csvgetl i ne return? It is desirable to return as much
useful information as convenient, which suggests returning the number of fields, asin
the prototype. But then the number of fields must be computed even if the fields
aren't being used. Another possible value is the input line length, which is affected
by whether the trailing newline is preserved. After several experiments, we decided
that csvgetline will return a pointer to the original line of input, or NULL if end of
file has been reached..

We will remove the newline at the end of the line returned by csvgetl ine, since
it can easily berestored if necessary.

The definition of afield is complicated; we have tried to match what we observe
empirically in spreadsheets and other programs. A field is a sequence of zero or more
characters. Fields are separated by commas. Leading and trailing blanks are pre-
served. A field may be enclosed in double-quote characters, in which case it may
contain commas. A quoted field may contain double-quote characters, which are rep-
resented by a doubled double-quote; the CSv field "x""y" defines the string x"y.
Fields may be empty; a field specified as "" isempty, and identical to one specified
by adjacent commas.

Fields are numbered from zero. What if the user asks for a non-existent field by
calling csvfiel d(-1) or csvfiel d(100000)? We could return "" (the empty string)
because this can be printed and compared; programs that process variable numbers of
fields would not have to take special precautions to deal with non-existent ones. But
that choice provides no way to distinguish empty from non-existent. A second choice
would beto print an error message or even abort; we will discuss shortly why thisis
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not desirable. We decided to return NULL, the conventional value for a non-existent
string in C.

Information hiding. The library will impose no limits on input line length or number
of fields. To achievethis, either the caller must provide the memory or the callee (the
library) must allocate it. The caller of the library function fgets passes in an array
and a maximum size. If the line is longer than the buffer, it is broken into pieces.
Thisbehavior is unsatisfactory for the CSV interface, so our library will allocate mem-
ory asit discovers that moreis needed.

Thusonly csvgetli ne knows about memory management; nothing about the way
that it organizes memory is accessible from outside. The best way to provide that iso-
lation is through a function interface: csvgetli ne reads the next line, no matter how
big, csvfield(n) returns a pointer to the bytes of the n-th field of the current line,
and csvnfi el d returns the number of fieldson the current line.

We will have to grow memory as longer lines or more fields arrive. Details of
how that is done are hidden in the csv functions; no other part of the program knows
how this works, for instance whether the library uses small arrays that grow, or very
large arrays, or something completely different. Nor does the interface reveal when
memory is freed.

If the user calls only csvgetli ne, there's no need to split into fields; lines can be
split on demand. Whether field-splitting is eager (done right away when the line is
read) or lazy (done only when a field or count is needed) or very lazy (only the
requested field is split) is another implementation detail hidden from the user.

Resource management. We must decide who is responsible for shared information.
Does csvgetli nereturn the original dataor makeacopy? W edecided that the return
valueof csvgetlineisa pointer to theoriginal input, which will be overwritten when
the next line isread. Fields will be built in a copy of the input line, and csvfield
will return a pointer to the field within the copy. With this arrangement, the user must
make another copy if a particular line or field is to be saved or changed, and it is the
user's responsibility to release that storage when it is no longer needed.

Who opens and closes the input file? Whoever opens an input file should do the
corresponding close: matching tasks should be done at the same level or place. We
will assume that csvgetli neiscalled with a FILE pointer to an already-open file that
thecaller will close when processing iscomplete.

Managing the resources shared or passed across the boundary between a library
and its callers is a difficult task, and there are often sound but conflicting reasons to
prefer various design choices. Errors and misunderstandings about the shared respon-
sibilitiesare afrequent source of bugs.

Error handling. Because csvgetli ne returns NULL, there is no good way to distin-
guish end of file from an error like running out of memory; similarly, access to a
non-existent field causes no error. By analogy with ferror, we could add another
function csvgeterror to theinterface to report the most recent error, but for simplic-
ity we will leaveit out of this version.
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As a principle, library routines should not just die when an error occurs; error sta-
tus should be returned to the caller for appropriate action. Nor should they print mes-
sages or pop up diadog boxes, since they may be running in an environment where a
message would interfere with something else. Error handling is atopic worth a sepa-
ratediscussion of its own, later in thischapter.

Specification. The choices made above should be collected in one place as a specifi-
cation of the servicesthat csvgetli ne providesand how it isto be used. In alarge
project, the specification precedes the implementation, because specifiers and imple-
menters are usudly different people and may be in different organizations. In prac-
tice, however. work often proceeds in paralel, with specification and code evolving
together, dthough sometimes the ** specification' is written only after the fact to
describeapproximately what the code does.

The best gpproach is to write the specification early and revise it as we learn from
the ongoing implementation. The more accurate and careful a specification is, the
more likely that the resulting program will work well. Even for persona programs, it
is valuable to prepare a reasonably thorough specification because it encourages con-
dderation of aternativesand records the choices made.

For our purposes, the specification would include function prototypes and a
detailed prescription of behavior, responsibilities and assumptions:

Fieldsare separated by commeas.

A field may be enclosed in double-quotecharacters™...".

A quoted field may contain commas but not newlines.

A quoted field may contain double-quotecharacters”, represented by "".
Fields may beempty; "" and an empty string both represent an empty field.
Leading and trailing white space is preserved.

char =csvgetline(FILE =f);
reads one line from open input file f;
assumesthat input linesare terminated by \r, \n, \r\n, or ECF
returns pointer to line, with terminator removed, or NULL if EOF occurred.
line may be of arbitrary length; returns NULL if memory limit exceeded.
line mugt be treated as read-only storage;
caller must make a copy to preserveor change contents.

char acsvfield(int n);
fieldsare numbered from 0.
returns nthfield from last line read by csvgetli ne;
returnsNULL if n< 0 or beyond last field.

fields are separated by commeas.
fields may be surrounded by "...": such quotesare removed;
within "...", "" isreplaced by " and commais not aseparator.

in unquoted fields, quotes are regular characters.
there can be an arbitrary number of fieldsof any length;
returnsNULL if memory limit exceeded.
field must be treated as read-only storage;
caller must make acopy to preserveor change contents.
behavior undefined if cdled beforecsvgetli neiscdled.
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int csvnfield(void);
returns number of fieldson last lineread by csvgetline.
behavior undefined if called beforecsvgetline iscalled.

This specification still leaves open questions. For example, what values should be
returned by csvfield and csvnfield if they arecalled after csvgetline hasencoun-
tered EOF? How should ill-formed fields be handled? Nailing down al such puzzles
is difficult even for a tiny system, and very chalengingfor a large one, though it is
important to try. One often doesn't discover oversights and omissions until imple-
mentationis underway.

The rest of this section contains a new implementation of csvgetline that
matches the specification. The library is broken into two files, a header csv. h that
contains the functiondeclarations that represent the public part of the interface, and an
implementationfile csv. ¢ that containsthe code. Usersinclude csv. hin their source
code and link their compiled code with the compiled version of csv. c; the source
need never be visible.

Hereisthe header file:

/= csv.h: interface for csv library a/

extern char xcsvgetline(FILE nf) ; /* read next input line =/
extern char zcsvfield(int n); /a return field n as
extern int csvnfield(void); /+ return number of fields ars

The interna variablesthat store text and the internal functionslike s p lit are declared
static sothey are visble only within thefile that containsthem. Thisisthe smplest
way to hide informationin aC program.

enum { NOVBM = -2 }; /% out of memory signal as

NULL; /% input chars x/

NULL; /= line copy used by split =/

0; /* size of 1ine[] and slinel] =/
NULL; /a field pointers *

static char =1ine

static char =sline
static int maxline
static char ==field

static int maxfield = 0O; /* size of field[] =/
static int nfield 0; /* number of fields in field[] as
static char fieldsep[] = ","; /= field separator chars »/

The variables are initidized statically as well. These initial values are used to test
whether to create or grow arrays.

These declarations describe a smple data structure. The line array holds the
input line; the s line array is created by copying charactersfrom 1ine and terminat-
ing each field. The field array points to entriesin s line. This diagram shows the
Sate of these three arraysafter the input line ab, "cd","e""f", ,"g, h" has been pro-
cessed. Shaded dementsin s line are not part of any field.
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Hereisthefunction csvgetline itsdf:

/% csvgetline: get one line, grow as needed =/
/a sample input: "LU",86.25,"11/4/1998","2:19PM",+4.0625 =/
char acsvgetline(FILE afin)

{ .
int i, c;
char *newl, anews;
if (line == NULL) { /= allocate on first call =/
maxline = maxfield = 1;
line = (char a) malloc(max1ine);
sline = (char a) malloc(maxline);
field = (char #%) malloc(maxfieldxsizeof(field[0]));
if (line = NULL || sline == NULL || field == NULL) {
reset(Q);
return NULL; /+ out of memory */
}
}
for (i=0; (c=getc(fin))!=FOF && lendofline(fin,c); i++) {
if (b= maxline-1) { /= grow line =/
maxline %= 2; /a double current size */
newl = (char a) realloc(line, maxline) ;
news = (char =) realloc(sline, maxline) ;
if (newl == NULL || news == NULL) {
reset();
return NULL; /* out of memory =/
}
line = newl;
sline = news;
3
1ine[i] = c;
1
Tine[i] = '\0’;
if (split() = NovAvM) {
reset(Q);
return NULL; /+ out of memory */
}
return (c == EOF && 1 == 0) ? NULL : line;
}

An incoming line is accumulated in Tine, which is grown as necessary by a call to
realloc; the size is doubled on each growth, as in Section 2.6. The sline array is
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kept the same size as Tine; csvgetline calls spli t to create the field pointersin a
separatearray field, which isalso grown as needed.

As is our custom, we start the arrays very small and grow them on demand, to
guarantee that the array-growing code is exercised. If alocation fails, we call reset
to restore the globalsto their starting state, so a subsequent call to csvgetline hasa
chanceof succeeding:

/a reset: set variables back to starting values as
static void reset(void)
{
free(1ine); /+ free(NULL) permitted by ANSI C =/
free(sline);
free(field);
line = NULL;
sline = NULL;
field = NULL;
maxline = maxfield = nfield = O;

}

The endofliine function handlesthe problem that an input line may be terminated
by acarriage return, anewline, both, or even EOF

/* endofline: check for and consume \r, \n, \r\n, or EOF a/
static int endofline(FILE afin, int c)

{
int eol;
eol = (c=="\r’ || ¢=="\n");
if (c="'\r") {
c = getc(fin);
if (c '='\n’ && c != EOF)
ungetc(c, fin); /* read too far; put c back =/
1
return eol;
}

A separate function is necessary. since the standard input functions do not handle the
rich variety of perverseformatsencounteredin rea inputs.

Our prototype used strtok to find the next token by searching for a separator
character, normally a comma, but this made it impossible to handle quoted commas.
A mgjor change in the implementation of split is necessary, though its interface
need not change. Consider theseinput lines:

un un
(]
"
L] ¥

LI}

Each line has three empty fields. Making sure that spli t parsesthem and other odd
inputs correctly complicates it significantly, an example of how specia cases and
boundary conditionscan come to dominate a program.
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/= split: split line into fields =/
static int split(void)

{
char ap, =*»newf;
char asepp; /* pointer to temporary separator character as
int sepc; /a temporary separator character =/
nfield = 0O;
if (1ine[0] == "\0")
return O;
strcpy(sline, line);
p = sline;
do {
.if (nfield >= maxfield) {
maxfield a= 2; /a double current size x/
newf = (char #*) realloc(field,
maxfield » sizeof(field[0]));
i f (newf == NULL)
return NOVEM
field = newf:
1
1F@p == ")
sepp = advquoted(++p); /+ skip initial quote =/
else
sepp = p + strcspn(p, fieldsep);
sepc = seppl[0];
sepp[0] = ’\0’; /% terminate field =/
field[nfield++] = p;
p=sepp + 1
} while (sepc = "',");
return nfield;
}

The loop grows the array of field pointers if necessary, then calls one of two other
functions to locate and process the next field. If the field begins with a quote,
advquoted finds the field and returns a pointer to the separator that ends the field.
Otherwise, to find the next commawe use the library function strespn(p,s), which
searchesa gtring p for the next occurrence of any character in string s; it returns the
number of charactersskipped over.

Quotes within a fidld are represented by two adjacent quotes, so advquoted
queezes those into a single one; it also removes the quotes that surround the field.
Some complexity is added by an attempt to cope with plausible inputs that don't
match the specification. such as "abc"def. In such cases, we gppend whatever fol-
lows the second quote until the next separator as part of this field. Microsoft Excel
appearsto use asimilar agorithm.
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/+ advquoted: quoted field; return pointer to next separator =/
static char nadvquoted(char =p)

{ .
intis.,j;
for i=3j = 0; p[j] !'= '\O’; i++, j++) {
if (p[3] = """ && pl++j] 1= ") {
/* copy up to next separator or \0 =/
int k = strcspn(p+j, fieldsep);
memmove (p+i, p+j, k);
i += k;
j += k;
break;
1
: p(i1 = plil;
p(il = "\0’;
return p + j;
1

Sincetheinput line isalready split, csvfield and csvnfield aretrivial:

/* csvfield: return pointer to n-th field =/
char =csvfield(int n)

{
if (n <0 || n>=nfield)
return NULL;
return field[n];
1

/+ csvnfield: return number of fields =/
int csvnfield(void)

{
1

return nfield;

Finally, we can modify the test driver to exercise this version of the library; since

it keeps a copy of the input line, which the prototypedoes not. it can print the original
line beforeprinting thefields:

/* csvtest main: test CSV library =/
int main(voi d)

int i;
char =1ine;
while ((line = csvgetline(stdin)) != NULL) {
printf("line = “%s’\n", line) ;
for Ci= 0; 1 < csvnfieldQ); i++)
printf("field[%d] = ‘%s’\n", i , csvfield(i));
}

return 0;
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This completes our C version. It handles arbitrarily large inputs and does some-
thing sensible even with perversedata. The price isthat it is more than four timesas
long as the first prototype and some of the code is intricate. Such expansion of size
and complexity isatypica result of moving from prototypeto production.

Exercise4-1. Thereare several degreesof lazinessfor field-splitting; among the pos-
sibilitiesare to split all a once but only when somefield is requested, to split only the
field requested, or to split up to the field requested. Enumerate possibilities, assess
their potential difficulty and benefits, then write them and measure their speeds. O

Exercised4-2. Add afacility so separators can be changed (a) to an arbitrary class of
characters; (b) to different separators for different fields; (¢) to a regular expression
(seeChapter 9). What should the interfacelook like? O

Exercise4-3. We chose to use the static initialization provided by C as the basisof a
one-time switch: if a pointer is NULL on entry. initialization is performed. Another
possibility is to require the user to call an explicit initialization function, which could
include suggested initial sizesfor arrays. Implement a version that combines the best
of both. What istherole of reset in your implementation? OO

Exercise4-4. Design and implement a library for creating CSV-formatted data. The
simplest version might take an array of strings and print them with quotes and com-
mas. A more sophisticated version might use a format string analogous to printf.
Look at Chapter 9 for some suggestionson notation. [J

44 A C++Implementation

In this section we will write a C++ version of the CSV library to address some of
the remaining limitations of the C version. This will entail some changesto the speci-
fication, of which the most important is that the functions will handle C++ strings
instead of C character arrays. The use of C++ strings will automatically resolvesome
of the storage management issues, since the library functions will manage the memory
for us. In particular. the field routines will return strings that can be modified by the
caller, amoreflexible design than the previousversion.

A class Csv defines the public face, while neatly hiding the variablesand functions
of the implementation. Since a class object contains all the state for an instance, we
can instantiate multiple Csv variables; each is independent of the others so multiple
CSV input streams can operate at the same time.
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class Csv { // read and parse comma-separated values
// sample input: "LU",86.25,"11/4/1998","2:19PM",+4.0625

public:
Csv(istream& fin = cin, string sep=",") :
fin(fin), fieldsep(sep) {}

int getline(string&);
string getfield(int n);
int getnfield() const { return nfield; }

private:
istream& fin; // input file pointer
string line; // input line
vector<string> field; // field strings
int nfield; // number of fields
string fieldsep; // separator characters
int split();

int endofline(char) ;

int advplain(const string& line, string& fld, int);

int advquoted(const string& line, string& fld, int);
[ I

Default parametersfor the constructor are defined so a default Csv object will read
from the standard input stream and use the normal field separator; either can be
replaced with explicit values.

To manage strings, the class uses the standard C++ string and vector classes
rather than C-style strings. There is no non-existent state for a string: "empty"
meansonly that the length is zero, and thereis no equivalent of NULL, so we can't use
that as an end of file signal. Thus Csv: :getline returns the input line through an
argument by reference, reserving the function value itself for end of file and error

reports.

// getline: get one line, grow as needed
int Csv: :getline(string& str)

{
char c;
for (line = ""; fin.get(c) && !endofline(c); )
line += c;
splitQ;
str = line;
return !fin. eof(Q;
|

The+= operator isoverloaded to append a character to a string.

Minor changes are neededin endofline. Again, we haveto read the input a char-
acter at a time, since none of the standard input routines can handle the variety of
inputs.
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// endofline: check for and consume \r, \n, \r\n, or EOF
int Csv: :endofline(char ¢)

{
int eol;
eol = (c=="\r’ || c=="\n");
if (c=="\r") {
fin.get(c);
iF(fin.eofQ && c != '\n’)
fin.putback(c); // read too far
}
return eol;
1

Hereisthe new versonof split:

// split: splitline into fields
int Csv: :split(Q
{

string fld;

inti, j;

nfield = O;

if (line.length() == 0)

return O;
i=0;

do {
if i< line.lengthQ) && line[i] = '"")
j = advquoted(line, fld. ++i); // skip quote
else
j = advplain(line, fld, 1);
if (nfield >= field.size(Q))
field.push_back(fld);
else
field[nfield] = fld;
nfield++;
i=3+1;
} while (j < 1ine.length());

return nfield;

}
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Since strespn doesn't work on C++ strings, we must change both split and
advquoted. The new verson of advquoted uses the C++ sandard function
find - first- of to locate the next occurrence of a separator character. The cal
s.find_first- of(fieldsep, j) searches the string s for the first instance of any
character in fie Idsep that occurs at or after podtion j. If it failsto find an instance,
it returnsan index beyond the end of the string, so we must bring it back within range.
The inner for loop that follows appends characters up to the separator to the field

being accumulatedin f1d.
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// advquoted: quoted field; return index of next separator
int Csv: :advquoted(const string& s, string& fld, int i)

{ .
int j;
fid = "
for (3 =1; J < s.lengthQ; j++) {
if (s[j] == """ && s[++j] '=""") {
int k = s.find_first_of(fieldsep, j);
if (k > s.TengthQ)) // no separator found
k = s.length();
for (k -= j; k-- > 0; )
fld += s[j++];
break:
}
fld += s[j];
} -
return j;
}

The function find-first- of is also used in a new function advplain, which
advances over a plain unquoted field. Again, this change is required because C string
functions like strcspn cannot be applied to C++ strings, which are an entirely differ-
ent data type.

// advplain: unquoted field; return index of next separator
int Csv::advplain(const string& s, string& fld, int i)

{
int j;
j = s.find_first- of(fieldsep. 1); // look for separator
if (3 > s.length()) // none found
j = s.lengthQ);
fld = string(s, i, j-i);
return j;
}

As before, Csv::getfield istrivial, while Csv: :getnfield is so short that it is
implemented in the class definition.

// getfield: return n-th field
string Csv: :getfield(int n)

{
if (n <0 [] n>=nfield)
return "";
else
return field[n];
}

Our test program is a simple variant of the earlier one:
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// Csvtest main: test Csv class
int main(void)

{
string line;
Csv csv;
while (csv.getline(line) '= 0) {
cout << "line = ‘" << line <<"’\n";
for (int i = 0; i < csv.getnfield(); i++)
cout << "field[" << i << "] = *"
<< c¢sv.getfield(i) << "’\n";
}
return 0;
}

The usage is different than with the C version. though only in a minor way.
Depending on the compiler, the C++ version is anywhere from 40 percent to four
times slower than the C version on a large input file of 30,000 lines with about 25
fields per line. As we saw when comparing versions of markov, this variahility is a
reflectionon library maturity. The C++ source program is about 20 percent shorter.

Exercise 4-5. Enhance the C++ implementation to overload subscripting with
operator[] so that fieldscan be accessedascsv[i]. O

Exercise4-6. Write a Java version of the CSV library, then compare the three imple-
mentationsfor clarity. robustness, and speed. O

Exercise4-7. Repackagethe C++ version of the CSV code asan STL iterator. O

Exercise4-8. The C++ version permits multipleindependent Csv instancesto operate
concurrently without interfering, a benefit of encapsulating al the state in an object
that can be instantiated multiple times. Modify the C version to achieve the same
effect by replacing the global data structures with structures that are allocated and ini-
tialized by an explicit csvnew function. O

4.5 Interface Principles

In the previous sections we were working out the details of an interface. which is
the detailed boundary between code that providesa service and code that usesit. An
interface defines what some body of code does for its users, how the functions and
perhaps data memberscan be used by the rest of the program. Our CSV interfacepro-
vides three functions—read a line, get afield, and return the number of fidds—which
are the only operations that can be performed.

To prosper. an interface must be well suited for its task—smple, generd. regular,
predictable, robus—and it must adapt gracefully as its users and its implementation
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change. Good interfacesfollow a set of principles. These are not independent or even
consistent, but they help us describe what happens across the boundary between two
piecesof software.

Hide implementation details. The implementation behind the interface should be hid-
den from the rest of the program so it can be changed without affecting or breaking
anything. There are severa terms for this kind of organizing principle; information
hiding, encapsulation, abstraction, modularization, and the like al refer to related
ideas. An interfaceshould hide detailsof the implementationthat are irrelevant to the
client (user) of the interface. Detailsthat are invisible can be changed without affect-
ing the client, perhaps to extend the interface, make it more efficient, or even replace
itsimplementationaltogether.

The basic libraries of most programming languages provide familiar examples,
though not always especially well-designed ones. The C standard I/O library is
among the best known: a couple of dozen functions that open, close, read, write, and
otherwise manipulate files. The implementation of file I/O is hidden behind a data
type FILE*, whose propertiesone might be able to see (because they are often spelled
out in <stdio. h>) but should not exploit.

If the header file does not include the actual structure declaration, just the name of
the structure, this is sometimescalled an opaque type, since its propertiesare not visi-
ble and all operations take place through a pointer to whatever real object lurks
behind.

Avoid global variables; wherever possibleit is better to pass referencesto al data
through function arguments.

We strongly recommend against publicly visibledatain all forms; it istoo hard to
maintain consistency of valuesif users can change variablesat will. Function inter-
faces make it easier to enforce access rules, but this principleis often violated. The
predefined 1/O streams like stdi n and stdout are almost always defined as elements
of aglobal array of FILE structures:

extern HLE __10b[_NFILE];
#define stdin (&__iob[0])
#define stdout (&__iob[1])
#define stderr (&__iob[2])

This makesthe implementation completely visible; it also means that one can't assign
to stdi n, stdout or stderr, even though they look like variables. The peculiar name
__iob uses the ANSI C convention of two leading underscoresfor private names that
must be visible, which makes the names less likely to conflict with names in a pro-
gram.

Classes in C++ and Java are better mechanisms for hiding information; they are
central to the proper use of those languages. The container classes of the C++ Stan-
dard Template Library that we used in Chapter 3 carry this even further: aside from
some performance guarantees there is no information about implementation, and
library creators can use any mechanism they like.
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Choose a small orthogonal set of primitives. An interface should provide as much
functionality as necessary but no more, and the functions should not overlap exces-
sively in their capabilities. Having lots of functions may make the library easier to
use—whatever one needs is there for the taking. But a large interface is harder to
write and maintain, and sheer size may makeit hard to learn and useas well. **Appli-
cation program interfaces' or APIs are sometimes so huge that no mortal can be
expected to master them.

In the interest of convenience, some interfaces provide multipleways of doing the
same thing, a tendency that should be resisted. The C standard I/O library providesat
least four different functionsthat will writea single character to an output stream:

char c;

putc(c, fp);

fputc(c, fp);

fprintf(fp, "%c", c);

fwrite(&c, sizeof(char), 1, fp);

If the stream is stdout, there are severa more possibilities. These are convenient,
but not all are necessary.

Narrow interfaces are to be preferred to wide ones, at least until one has strong
evidence that more functions are needed. Do one thing, and do it well. Don't add to
an interfacejust becauseit's possibleto do so, and don't fix theinterface when it's the
implementation that's broken. For instance, rather than having memqoy for speed and
mammove for safety, it would be better to have one function that was aways safe, and
fast when it could be.

Don't reach behind the user's back. A library function should not write secret files
and variables or change global data, and it should be circumspect about modifying
datain its caler. The strtok function fails several of these criteria. It isa bit of a
surprise that strtok writesnull bytesinto the middleof itsinput string. Its use of the
null pointer as a signal to pick up where it left off last time implies secret data held
between calls, a likely source of bugs, and it precludes concurrent uses of the func-
tion. A better design would provide a single function that tokenizes an input string.
For similar reasons, our second C version can't be used for two input streams; see
Exercise4-8.

The use of one interface should not demand another one just for the convenience
of the interface designer or implementer. Instead, make the interface self-contained,
or failing that, be explicit about what external services are required. Otherwise, you
place a maintenance burden on the client. An obvious exampleis the pain of manag-
ing huge lists of header files in C and C++ source; header files can be thousands of
lines long and include dozens of other headers.

Do the same thing the same way everywhere. Consistency and regularity are impor-
tant. Related things should be achieved by related means. The basic str.. . func-
tionsin the C library are easy to use without documentation because they al behave
about the same: data flows from right to left, the same direction as in an assignment
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statement, and they dl return the resulting string. On the other hand, in the C Stan-
dard I/O library it is hard to predict the order of arguments to functions. Some have
the FILE* argument first, some last; others have variousorders for size and number of
elements. The algorithmsfor STL containers present a very uniforminterface, so it is
easy to predict how to use an unfamiliar function.

External consistency, behaving like something else, is aso a goal. For example,
the mem. .. functions were designed after the str... functions in C, but borrowed
their style. The standard I/0 functionsfread and fwrit e would be easier to remem-
ber if they looked like the read and write functions they were based on. Unix
command-lineoptions are introduced by a minus sign, but a given option letter may
mean compl etely different things. even between related programs.

If wildcardslikethe = in «_exe are al expanded by acommand interpreter, behav-
ior is uniform. If they are expanded by individual programs, non-uniform behavior is
likely. Web browsers take a single mouse click to follow a link, but other applica-
tionstake two clicks to start a program or follow a link; the result is that many people
automatically click twice regardless.

These principles are easier to follow in some environments than others, but they
gtill stand. For instance. it's hard to hide implementation details in C. but a good pro-
grammer will not exploit them, becauseto do so makes the details part of the interface
and violates the principle of information hiding. Comments in header files, names
with special forms (such as __iob), and so on are ways of encouraging good behavior
when it can't be enforced.

No matter what, thereis a limit to how well we can do in designing an interface.
Even the best interfaces of today may eventually become the problemsof tomorrow.
but good design can push tomorrow off a while longer.

4.6 Resource Management

One of the mog difficult problemsin designing the interface for a library (or a
class or a package) is to manage resources that are owned by the library or that are
shared by the library and those who call it. The most obvious such resource is
memory —who is responsible for allocating and freeing storage?—but other shared
resourcesinclude open files and the state of variables whose values are of common
interest. Roughly, the issues fall into the categories of initialization, maintaining
state, sharing and copying, and cleaning up.

The prototypeof our CSV package used static initialization to set the initial values
for pointers. counts, and the like. But this choice is limiting since it prevents restart-
ing the routines in their initial state once one of the functions has been called. An
aternative is to provide an initialization function that sets dl internal values to the
correct initial values. This permits restarting, but relies on the user to call it explic-
itly. Thereset function in the second version could be made public for this purpose.
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In C++ and Java, constructors are used to initialize data members of classes.
Properly defined constructors ensure that al data members are initialized and that
there is no way to create an uninitialized class object. A group of constructors can
support various kinds of initializers; we might provide Csv with one constructor that
takesa file name and another that takesan input stream.

What about copies of information managed by a library. such as the input lines
and fields? Our C csvgetl i ne program provides direct access to the input strings
(line and fields) by returning pointers to them. This unrestricted access has severa
drawbacks. It's possible for the user to overwrite memory so asto render other infor-
mation invalid; for example, an expression like

strcpy(csvfield(l), csvfield(2));

could fail in a variety of ways, mogt likely by overwriting the beginning of field 2 if
field 2 is longer than field 1. The user of the library must make a copy of any infor-
mation to be preserved beyond the next call to csvgetline; in the following
sequence. the pointer might well be invalid at the end if the second csvgetline
causes areallocation of itsline buffer.

char =p;

csvgetline(fin);
p = csvfield(1);
csvgetline(fin);
/a p could be invalid here =/

The C++ version is safer becausethe strings are copies that can be changed at will.

Java uses references to refer to objects, that is, any entity other than one of the
basic typeslikeint. Thisis moreefficient than making a copy, but one can be fooled
into thinking that a referenceis a copy; we had a bug like that in an early version of
our Javamarkov program and thisissueisa perennial source of bugsinvolving strings
in C. Clone methodsprovidea way to make acopy when necessary.

The other side of initialization or construction is finalization or destruction—
cleaning up and recovering resources when some entity is no longer needed. Thisis
particularly important for memory, since a program that fails to recover unused mem-
ory will eventually run out. Much modem software is embarrassingly prone to this
fault. Related problemsoccur when open files are to be closed: if datais being buf-
fered, the buffer may have to be flushed (and its memory reclaimed). For standard C
library functions. flushing happens automatically when the program terminates nor-
mally, but it must otherwise be programmed. The C and C++ standard function
atexit provides a way to get control just before a program terminates normally;
interface implementerscan use this facility to schedul e cleanup.

Freearesourcein the same layer that allocated it. One way to control resourceallo-
cation and reclamation is to have the same library, package, or interface that allocates
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a resource be responsiblefor freeing it. Another way of saying thisis that the alloca-
tion state of a resource should not change acmss the interface. Our CSV librariesread
datafrom filesthat have already been opened, so they leave them open when they are
done. Thecaller of the library needsto close thefiles.

C++ constructors and destructors help enforce this rule. When a class instance
goes out of scope or is explicitly destroyed, the destructor is called; it can flush
buffers, recover memory, reset values, and do whatever else is necessary. Java does
not provide an equivalent mechanism. Although it is possibleto define afinalization
method for a class, there is no assurance that it will run at all, let alone at a particular
time, so cleanup actions cannot be guaranteed to occur, although it is often reasonable
to assumethey will.

Java does provide considerable help with memory management because it has
built-in garbage collection. As a program runs, it allocates new objects. There is no
way to deallocate them explicitly, but the run-time system keeps track of which
objects are still in use and which are not, and periodically returns unused ones to the
available memory pool.

Thereare avariety of techniquesfor garbagecollection. Some schemes keep track
of the number of uses of each object, its referencecount, and free an object when its
reference count goes to zero. This technique can be used explicitly in C and C++ to
manage shared objects. Other algorithms periodically follow a trail from the alloca-
tion pool to all referenced objects. Objects that are found this way are still in use;
objectsthat are not referred to by any other object are not in use and can be reclaimed.

The existence of automatic garbage collection does not mean that there are no
memory-management issues in a design. We still have to determine whether inter-
faces return referencesto shared objects or copies of them, and this affects the entire
program. Nor is garbage collection free—there is overhead to maintain information
and to reclaim unused memory, and collection may happen at unpredictabletimes.

All of these problems become more complicated if a library is to be used in an
environment where more than one thread of control can be executing its routines at
the same time, asin a multi-threaded Java program.

To avoid problems, it is necessary to write code that is reentrant, which means
that it works regardless of the number of simultaneous executions. Reentrant code
will avoid global variables, static local variables, and any other variable that could be
modified while another thread is using it. The key to good multi-thread design is to
separate the components so they share nothing except through well-defined interfaces.
Libraries that inadvertently expose variables to sharing destroy the modd. (In a
multi-thread program, strtok isadisaster, as are other functionsin the C library that
store values in interna static memory.) If variables might be shared, they must be
protected by some kind of locking mechanism to ensure that only one thread at a time
accesses them. Classes are a big help here because they provide a focus for dis-
cussing sharing and locking models. Synchronized methods in Java providea way for
one thread to lock an entire class or instance of aclass against simultaneous modifica-



SECTION 4.7 ABORT. RETRY. FAIL? 109

tion by some other thread; synchronized blocks permit only one thread at a time to
execute a section of code.

Multi-threading adds significant complexity to programming issues, and is too big
atopicfor usto discussin detail here.

4.7 Abort, Retry, Fail?

In the previous chapters we used functions like eprintf and estrdup to handle
errors by displaying a message before terminating execution. For example, eprintf
behaveslikefprintf(stderr, ...), but exits the program with an error status after
reporting the error. It uses the <stdarg.h> header and the viprintf library routine
to print the arguments represented by the ... in the prototype. The stdarg library
must be initialized by a call to va_start and terminated by va_end. We will use
moreof thisinterfacein Chapter 9.

#include <stdarg.h>
#include <string. h>
#include <errno.h>

/* eprintf: print error message and exit as
void eprintf(char =fmt, ...)

va_list args;

fflush(stdout);
if (progname() != NULL)
fprintf(stderr, "%s: ", progname());

va_start(args, fmt);

viprintf(stderr, fmt, args) ;

va_end(args);

if (fmt[0] '= ’\O’ && fmt[strien(fmt)-1] == ’:’)
fprintf(stderr, " %s", strerror(errno));

fprintf(stderr, "\n™);

exit(2); /a conventional value for failed execution =/

}

If the format argument ends with a colon, eprintf calls the standard C function
strerror, which returns a string containing any additional system error information
that might be available. We aso wrote weprintf, similar to eprintf, that displaysa
warning but does not exit. The printf-like interface is convenient for building up
strings that might be printed or displayed in a dialog box.

Similarly, estrdup triesto make a copy of a string, and exits with a message (via
eprintf) if it runs out of memory:
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/* estrdup: duplicate a string, report i f error =/
char =estrdup(char =xs)

{
char at;
t = (char %) malloc(strien(s)+1);
if (t==NUL)
eprintf("estrdup(\"%.20s\") failed:", s);
strepy(t, s);
return t;
3

and emalloc providesasimilar servicefor calstomalloc:

/+ emalloc: malloc and report i f error =/
void =emalloc(size_t n)

{
void »p;
p = malloc(n);
if (p == NULL)
eprintf("malloc of %u bytes failed:", n);
return p;
3

A matching header filecalled eprintf. h declaresthesefunctions:

/+ eprintf.h: error wrapper functions =/

extern void eprintf(char =, ...);
extern void weprintf(char =, ...);
extern char =estrdup(char a);

extern void xemalloc(size_t);

extern void nerealloc(void a, size-t);
extern char xprogname(void);

extern void setprogname (char a);

This header is included in any file that calls one of the error functions. Each error
message al so includes the name of the program if it has been set by the caller: thisis
set and retrieved by the trivial functions setprogname and progname, declared in the
header fileand defined in the sourcefilewith eprintf:

static char =name = NULL; /= program name for messages */

/% setprogname: set stored name of program i/
void setprogname(char astr)

{
3

/* progname: return stored name of program =/
char =progname(void)

name = estrdup(str);

return name;
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Typical usagelooks likethis:

int main(int argc, char =argv[])

{
setprogname("markov");
f.; fopen(argv[il, "r"):
i f (F == NULL)
eprintf("can't open %s:", argv[il);
}

which prints output like this:
markov: can't open psalm.txt: N such file or directory

We find these wrapper functions convenient for our own programming, since they
unify error handling and their very existence encourages us to catch errors instead of
ignoring them. There is nothing special about our design, however. and you might
prefer some variant for your own programs.

Suppose that rather than writing functions for our own use, we are creating a
library for othersto usein their programs. What should afunction in that library do if
an unrecoverableerror occurs? The functions we wrote earlier in this chapter display
a message and die. This is acceptable behavior for many programs, especially small
stand-alone tools and applications. For other programs. however, quitting is wrong
since it preventsthe rest of the program from attempting any recovery; for instance, a
word processor must recover from errors so it does not 1ose the document that you are
typing. In some situations a library routine should not even display a message. since
the program may be running in an environment where a message will interfere with
displayed data or disappear without a trace. A useful alternativeis to record diagnos-
ticoutput in an explicit **logfile,"" whereit can be monitored independently.

Detect errors at a low level, handle them at a high level. As a general principle,
errors should be detected at as low a level as possible, but handled at a high level. In
most cases, the caller should determine how to handlean error, not the callee. Library
routinescan help in this by failing gracefully; that reasoning led us to return NULL for
anon-existent field rather than aborting. Similarly, csvgetl i ne returnsNULL no mat-
ter how many timesit iscalled after the first end of file.

Appropriatereturn values are not always obvious. as we saw in the earlier discus-
sion about what csvgetli ne should return. We want to return as much useful infor-
mation as possible, but in aform that is easy for the rest of the program to use. In C,
C++ and Java, that means returning something as the function value. and perhaps
other values through reference (pointer) arguments. Many library functions rely on
the ability to distinguish normal values from error vaues. Input functions like
getchar return a char for valid data, and some non-char value like EOF for end of
fileor error.
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This mechanism doesn't work if the function's legal return valuestake up al pos-
sible values. For example a mathematical function like log can return any floating-
point number. In IEEE floating point, a special value called NaN (**not a number™")
indicatesan error and can be returned as an error signal.

Some languages, such as Perl and Tcl, provide a low-cost way to group two or
more valuesinto a muple. In such languages, a function value and any error state can
be easily returned together. The C++ STL providesa pai r data type that can also be
used in this way.

It is desirable to distinguish various exceptional values like end of file and error
statesif possible, rather than lumping them together into a single value. If the values
can't readily be separated, another option is to return a single ** exception"* value and
provide another function that returns more detail about the last error.

This is the approach used in Unix and in the C standard library, where many sys-
tem calls and library functions return -1 but also set a global variable called errno
that encodes the specific error; strerror returns a string associated with the error
number. On our system, this program:

#incl ude <stdio. h>
#include <string. h>
#include <errno. h>
#include <math.h>

/a errno main: test errno =/
int main(voi d)

{
double f;
errno = 0; /= clear error state =/
f = log(-1.23);
printf("%f %d %s\n", f, errno, strerror(errno));
return 0;
}

prints
nan0x10000000 33 Doman error

Asshown, errno must be cleared first; then if an error occurs, errno will be set to a
non-zero value.

Use exceptions only for exceptional situations. Some languages provide exceptions
to catch unusua situations and recover from them; they provide an alternate flow of
control when something bad happens. Exceptions should not be used for handling
expected return values. Reading from a file will eventually produce an end of file;
thisshould be handled with a return value, not by an exception.

In Java, one writes

- prrana A s P
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String fname = "someFileName";
try {
FileInputStream in = new FileInputStream(fname);
int c;
while ((c = in.read()) !'= -1)
System.out.print((char) c);
in.close();

} catch (Fi leNotFoundException e) {
System.err.printin(fname + " not found");

} catch (IOException e) {
System.err.printIn("IOException: " + e);
e.printStackTrace();

}

The loop reads characters until end of file, an expected event that is signaled by a
return value of -1 from read. If the file can't be opened, that raises an exception,
however, rather than setting the input stream to nul1 as would be done in C or C++.
Finally, if some other I/O error happensinthe try block, it is also exceptional, and it
iscaught by the I0Exception clause.

Exceptionsare often overused. Because they distort the flow of control, they can
lead to convoluted constructions that are proneto bugs. It is hardly exceptional to fail
to open afile; generating an exception in this case strikes us as over-engineering.
Exceptions are best reserved for truly unexpected events, such as file systemsfilling
up or floating-point errors.

For C programs, the pair of functions setimp and longjmp provide a much
lower-level service upon which an exception mechanism can be built, but they are
sufficiently arcane that we won't go into them here.

What about recovery of resources when an error occurs? Should a library attempt
a recovery when something goes wrong? Not usualy, but it might do a service by
making sure that it leaves information in as clean and harmless a state as possible.
Certainly unused storage should be reclaimed. If variables might be still accessible,
they should be set to sensible values. A common source of bugs is trying to use a
pointer that points to freed storage. If error-handling code sets pointers to zero after
freeing what they point to, this won't go undetected. The reset function in the sec-
ond version of the CSV library was an attempt to address these issues. In general, am
tokeep the library usable after an error has occurred.

4.8 User Interfaces

Thus far we have talked mainly about interfaces among the components of a pro-
gram or between programs. But there is another important kind of interface, between
aprogram and its human users.

Most of the example programsin this book are text-based, so their user interfaces
tend to be straightforward. As we discussed in the previous section, errors should be
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detected and reported, and recovery attempted where it makes sense. Error output
should include dl available information and should be as meaningful as possible out
of context; adiagnostic should not say

estrdup failed
when it could say
markov: estrdup("Derrida”) failed: Memory 1imit reached

It costs nothing to add the extra information as we did in estrdup, and it may help a
user to identify a problem or provide valid input.

Programs should display information about proper usage when an error is made,
asshown in functionslike

/+ usage: print usage message and exit =/
void usage(voi d)

fprintf (stderr, "usage: %s [-d] [-n nwords]"
" [-s seed] [files ...J\n", progname());
exit(2) ;

The program name identifies the source of the message. which is especially important
if this is pat of a larger process. If a program presents a message that just says
syntax error or estrdup fail ed, the user might have no idea who said it.

The text of error messages, prompts, and dialog boxes should state the form of
valid input. Don't say that a parameter is too large; report the valid range of values.
When possible, the text should be valid input itself, such as the full command line
with the parameter set properly. 1n addition to steering users toward proper use, such
output can be captured in afile or by a mouse sweep and then used to run some fur-
ther process. This points out a weakness of dialog boxes: their contents are hard to
grabfor later use.

One effective way to create a good user interface for input is by designing a spe-
cialized language for setting parameters, controlling actions. and so on; a good nota-
tion can make a program easy to use while it helps organize an implementation.
Language-based interfacesare the subject of Chapter 9.

Defensive programming, that is, making sure that a program is invulnerableto bad
input, is important both for protecting users against themselvesand also as a security
mechanism. Thisisdiscussed more in Chapter 6. which talks about program testing.

For most people. graphical interfaces are the user interface for their computers.
Graphical user interfaces are a huge topic, so we will say only a few things that are
germaneto this book. First, graphical interfacesare hard to create and make **right"*
since their suitability and success depend strongly on human behavior and expecta-
tions. Second, as a practical matter, if a system has a user interface, there is usually
more code to handle user interaction than there is in whatever algorithms do the work.
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Nevertheless, familiar principlesapply to both the external design and the internal
implementation of user interface software. From the user's standpoint, style issues
like simplicity, clarity, regularity, uniformity, familiarity, and restraint al contribute
to an interface that is easy to use; the absence of such properties usually goes aong
with unpleasant or awkward interfaces.

Uniformity and regularity are desirable. including consistent use of terms. units,
formats, layouts. fonts, colors, sizes, and al the other options that a graphical system
makes available. How many different English words are used to exit from a program
or close a window? The choices range from Abandon to control-Z, with a least a
dozen between. This inconsistency is confusing to a native speaker and baffling for
others.

Within graphics code. interfacesare particul arly important, since these systemsare
large, complicated. and driven by a very different input mode than scanning sequen-
tia text. Object-oriented programming excels at graphical user interfaces, since it
provides a way to encapsulate dl the state and behaviors of windows, using inheri-
tance to combine similarities in base classes while separating differences in derived
classes.

Supplementary Reading

Although a few of its technical details are now dated. The Mythical Man Month,
by Frederick P. Brooks, Jr. (Addison-Wesley, 1975; Anniversary Edition 1995). is
delightful reading and contains insights about software development that are as valu-
abletoday as when it was originally published.

Almost every book on programming has something useful to say about interface
design. One practical book based on hard-won experience is Large-Scale C++ Soft-
ware Design by John Lakos (Addison-Wesley, 1996), which discusses how to build
and manage truly large C++ programs. David Hanson's C Interfaces and Implemen-
tations (Addison-Wesley. 1997) is agood treatment for C programs.

Steve McConnell’s Rapid Development (Microsoft Press, 1996) is an excellent
description of how to build software in teams, with an emphasis on the role of proto-
typing.

There are several interesting books on the design of graphical user interfaces. with
a variety of different perspectives. We suggest Designing Visual Interfaces: Commu-
nication Oriented Techniques by Kevin Mullet and Darrell Sano (Prentice Hall.
1995), Designing the User Interface: Strategies for Effective Human-Computer | nter-
action by Ben Shneiderman (3rd edition. Addison-Wesley, 1997). About Face: The
Essentials of User Interface Design by Alan Cooper (IDG, 1995). and User Interfuce
Design by Harold Thimbleby (Addison-Wesley, 1990).



S

Debugging

bug.
b. A defect or fault in a machine, plan, or thelike. orig. U.S.
1889 Pdl Mdl Gaz. 11 Mar. 1/1 Mr. Edison, | wes informed, hed been up the
two previous nights discovering 'a bug' in his phonogrgph—an expression for
solving a difficulty, and implying that some imaginary insect has secreted itsdlf
inddeand iscausing dl the trouble.

Oxford English Dictionary. 2nd Edition

We have presented a lot of code in the past four chapters, and we've pretended
that it al pretty much worked the first time. Naturally this wasn't true; there were
plenty of bugs. The word "*bug'* didn't originate with programmers. but it is cer-
tainly one of the most common terms in computing. Why should software be so
hard?

One reason is that the complexity of a program is related to the number of ways
that its components can interact, and software is full of components and interactions.
Many techniques attempt to reduce the connections between components so there are
fewer pieces to interact; examples include information hiding, abstraction and inter-
faces, and the language features that support them. There are aso techniques for
ensuring the integrity of a software design— program proofs, modeling, requirements
analysis, formal verification—but none of these has yet changed the way software is
built; they have been successful only on small problems. The redlity is that there will
aways be errors that we find by testing and eliminate by debugging.

Good programmers know that they spend as much time debugging as writing so
they try to learn from their mistakes. Every bug you find can teach you how to pre-
vent asimilar bug from happening again or to recognizeit if it does.

Debugging is hard and can take long and unpredictable amounts of time, so the
goal isto avoid having to do much of it. Techniquesthat help reduce debugging time
include good design, good style, boundary condition tests, assertions and sanity
checks in the code, defensive programming, well-designed interfaces, limited global
data, and checking tools. An ounce of preventionreally isworth a pound of cure.

117
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What isthe role of language? A major forcein the evolution of programming lan-
guages has been the attempt to prevent bugs through language features. Some fea-
tures make classes of errorsless likely: range checking on subscripts. restricted point-
ers or no pointersat al, garbage collection, string data types, typed UO. and strong
type-checking. On the opposite side of the coin, some features are proneto error, like
goto statements, globa variables, unrestricted pointers, and automatic type conver-
sions. Programmersshould know the potentially risky bitsof their languagesand take
extra care when using them. They should aso enable al compiler checks and heed
the warnings.

Each language feature that prevents some problem has a cost of its own. If a
higher-level language makes the simple bugs disappear automatically, the price is that
it makesit easier to create higher-level bugs. No language prevents you from making
mistakes.

Even though we wish it were otherwise, a mgjority of programming time is spent
testing and debugging. In this chapter, well discuss how to make your debugging
timeas short and productiveas possible; we'll come back to testing in Chapter 6.

5.1 Debuggers

Compilersfor major languages usually come with sophisticated debuggers, often
packaged as part of a development environment that integrates creation and editing of
source code, compilation, execution, and debugging, al in a single system. Debug-
gers include graphical interfaces for stepping through a program one statement or
function at a time, stopping a particular lines or when a specific condition occurs.
They also providefacilitiesfor formatting and displaying the valuesof variables.

A debugger can be invoked directly when a problem is known to exist. Some
debuggers take over automatically when something unexpectedly goes wrong during
program execution. It's usualy easy to find out where the program was executing
when it died, examine the sequence of functions that were active (the stack trace), and
display the valuesof local and global variables. That much information may be suffi-
cient to identify a bug. If not, breakpointsand stepping make it possible to re-run a
failing program one step at atimeto find thefirst place where something goes wrong.

In the right environment and in the hands of an experienced user, a good debugger
can make debugging effective and efficient, if not exactly painless. With such power-
ful tools at one's disposal, why would anyone ever debug without them? Why do we
need a whole chapter on debugging?

There are several good reasons, some objective and some based on personal expe-
rience. Some languages outside the mainstream have no debugger or provide only
rudimentary debugging capabilities. Debuggers are system-dependent, SO you may
not have access to the familiar debugger from one system when you work on another.
Some programsare not handled well by debuggers: multi-process or multi-thread pro-
grams. operating systems, and distributed systems must often be debugged by lower-
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level approaches. In such situations, you're on your own. without much help besides
print statementsand your own experience and ability to reason about code.

Asa personal choice, we tend not to use debuggers beyond getting a stack trace or
the value of a variable or two. One reason is that it is easy to get lost in details of
complicated data structures and control flow; we find stepping through a program less
productive than thinking harder and adding output statements and self-checkingcode
al critical places. Clicking over statements takes longer than scanning the output of
judiciously-placeddisplays. It takes|esstime to decide where to put print statements
than to single-step to the critical section of code, even assuming we know where that
is. More important, debugging statements stay with the program; debugger sessions
are transient.

Blind probing with a debugger is not likely to be productive. It is more helpful to
use the debugger to discover the state of the program when it fails, then think about
how the failure could have happened. Debuggers can be arcane and difficult pro-
grams, and especially for beginners may provide more confusion than help. If you
ask the wrong question, they will probably give you an answer, but you may not know
it's misleading.

A debugger can be of enormous value. however, and you should certainly include
one in your debugging toolkit; it islikely to be the first thing you turn to. But if you
don't have a debugger, or if you're stuck on an especialy hard problem, the tech-
niquesin this chapter will help you to debug effectively and efficiently anyway. They
should make your use of your debugger more productive as well, since they are
largely concerned with how to reason about errors and probable causes.

5.2 Good Clues, Easy Bugs

Oops! Something is badly wrong. My program crashed, or printed nonsense, or
seems to be running forever. Now what?

Beginners have a tendency to blame the compiler, the library, or anything other
than their own code. Experienced programmerswould love to do the same, but they
know that. realistically, most problemsare their own fault.

Fortunately, most bugs are simple and can be found with simple techniques.
Examine the evidence in the erroneous output and try to infer how it could have been
produced. Look at any debugging output beforethe crash; if possibleget a stack trace
from a debugger. Now you know something of what happened, and where. Pause to
reflect. How could that happen? Reason back from the state of the crashed program
to determine what could have caused this.

Debugging involves backwards reasoning, like solving murder mysteries. Some-
thing impossible occurred, and the only solid information is that it really did occur.
So we must think backwards from the result to discover the reasons. Once we have a
full explanation, welll know what to fix and, along the way, likely discover a few
other things we hadn't expected.
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Look for familiar patterns. Ask yourself whether this is a familiar pattern. **I've
seen that before™ is often the beginning of understanding, or even the whole answer.
Common bugs have distinctive signatures. For instance, novice C programmers often
write

? int n;
? scanf("%d", n);
instead of

int n;

scanf("%d", &n) :

and this typically causes an attempt to access out-of-bounds memory when a line of
input is read. People who teach C recognize the symptom instantly.
Mismatched types and conversionsin printf and scanf are an endless source of

easy bugs:

? int n = 1;
7 double d = PI;
? printf("%d %f\n", d, n);

The signature of this error is sometimes the appearance of preposterous values. huge
integersor improbably large or small floating-point values. On a Sun SPARC, the out-
put from this program is a huge number and an astronomical one (folded tofit):

1074340347 268156158598852001534108794260233396350\
1936585971793218047714963795307788611480564140\
0796821289594743537151163524101175474084764156\
422771408323839623430144.000000

Another common error is using %f instead of %1f to read a double with scanf.
Some compilers catch such mistakesby verifying that the typesof scanf andprintf
arguments match their format strings; if al warnings are enabled, for the printf
above, the GNU compiler gcc reportsthat

x.C:9: warning: int format, double arg (arg 2)
X.C:9: warning: double format, different type arg (arg 3)

Failing to initialize a local variable gives rise to another distinctive error. The
result is often an extremely large value, the garbage left over from whatever previous
value was stored in the same memory location. Some compilers will warn you,
though you may have to enable the compile-timecheck, and they can never catch all
cases. Memory returned by allocators like malloc, realloc, and new islikely to be
garbage too; be sureto initializeit.

Examinethe most recent change. What was the last change? If you're changing only
one thing at a time as a program evolves, the bug most likely iseither in the new code
or has been exposed by it. Looking carefully at recent changes helps to localize the
problem. If the bug appears in the new version and not in the old. the new code is
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part of the problem. This meansthat you should preserve at least the previous version
of the program, which you believe to be correct, so that you can compare behaviors.
It also means that you should keep records of changes made and bugs fixed, so you
don't have to rediscover this vita information while you're trying to fix a bug.
Source code control systems and other history mechanismsare helpful here.

Don't make the same mistaketwice. After you fix a bug, ask whether you might have
made the same mistake somewhereelse. This happened to one of us just days before
beginning to write this chapter. The program was a quick prototypefor a colleague,
and included some boilerplatefor optional arguments:

7 for (i =1; i < argc; i++) {

? i T (argv[i1[0] != "-’) /= options finished */
? break;

7 switch (argv[i]I11) {

7 case 'o’: /= output filename »/
? outname = argv[i];

7 break;

? case 'f':

? from = atoi(argv[il]);

? break;

? case 't':

? to = atoi(argv[il);

? break;

?

Shortly after our colleague tried it, he reported that the output file name aways had
the prefix -o attached to it. This wasembarrassing but easy to repair; the code should
have read

outname = &argv[iJ[2];

So that was fixed up and shipped off, and back came another report that the program
failed to handle an argument like -f123 properly: the converted numeric value was
awayszero. Thisisthe sameerror; the next case in the switch should have read

from = atoi(&rgv[il[2]);

Because the author was still in a hurry, he failed to notice that the same blunder
occurred twice more and it took another round before all of the fundamentally identi-
cal errorswerefixed.

Easy code can have bugs if its familiarity causes us to let down our guard. Even
when code is so simple you could writeit in your sleep, don't fall asleep while writing
it.

Debug it now, not later. Being in too much of a hurry can hurt in other situations as
well. Don't ignore a crash when it happens; track it down right away, sinceit may not
happen again until it's too late. A famous example occurred on the Mars Pathfinder
mission. After the flawlesslanding in July 1997 the spacecraft's computerstended to
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reset once a day or so, and the engineers were baffled. Once they tracked down the
problem, they realized that they had seen that problem before. During pre-launch
tests the resets had occurred, but had been ignored because the engineers were work-
ing on unrelated problems. So they were forced to deal with the problem later when
the machine was tensof millionsof milesaway and much harder tofix.

Get a stack trace. Although debuggers can probe running programs, one of their most
common Uses is to examine the state of a program after death. The source line num-
ber of the failure, often part of a stack trace, is the most useful single piece of debug-
ging information; improbable values of arguments are also a big clue (zero pointers,
integers that are huge when they should be small, or negative when they should be
positive, character strings that aren't al phabetic).

Here's atypical example, based on the discussion of sorting in Chapter 2. To sort
an array of integers. we should call gsort with the integer comparison function i cmp:

int arr[N];
gsort(arr, N, sizeof(arr[0]), icmp);

but suppose it is inadvertently passed the name of the string comparison function
scmp instead:

? int arr[N];
? gsort(arr, N, sizeof(arr [0]), scmp);

A compiler can't detect the mismatch of typeshere, so disaster awaits. When we run
the program, it crashes by attempting to access an illega memory location. Running
the dbx debugger producesa stack trace like this, edited tofit:

0 stramp(Oxla2, Ox1c?2) ["strcomp.s":31]

1 scmp(pl = 0x10001048, p2 = 0x1000105c) ["badgs.c":13]

2 qst(0x10001048, 0x10001074, 0x400b20, 0x4) ["qsort.c®:147]
3 qsort(0x10001048, Ox1lc2, O0x4, O0x400b20) ["gsort.c":63]

4 main() ["badgs.c":45]

5 __dstartQ ["crtltinit.s":13]

This says that the program died in strcmp; by inspection, the two pointers passed to
stremp are much too small, a clear sign of trouble. The stack trace gives a trail of
line numbers where each function was called. Line 13 in our test file badgs .c isthe
cal

return strcmp(vl, v2);

which identifiesthefailing call and pointstowardsthe error.
A debugger can also be used to display values of local or global variablesthat will
give additional informationabout what went wrong.

Read before typing. One effective but under-appreciated debugging technique is to
read the code very carefully and think about it for a while without making changes.
There's a powerful urge to get to the keyboard and start modifying the program to see
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if the bug goes away. But chances are that you don't know what's really broken and
will change the wrong thing, perhaps breaking something else. A listing of the criti-
cal part of program on paper can give a different perspectivethan what you see on the
screen, and encourages you to take more time for reflection. Don't make listingsas a
matter of routine, though. Printing a complete program wastes trees since it's hard to
see the structure when it's spread across many pages and the listing will be obsolete
the moment you start editing again.

Take a break for a while; sometimes what you see in the source code is what you
meant rather than what you wrote, and an interval away from it can soften your mis-
conceptions and help the code speak for itself when you return.

Resist the urge to start typing; thinking isa worthwhilealternative.

Explain your code to someone else. Another effective technique is to explain your
code to somcone else. This will often cause you to explain the bug to yourself.
Sometimes it takes no more than a few sentences, followed by an embarrassed
""Never mind, | see what's wrong. Sorry to bother you."* This works remarkably
well; you can even use non-programmersas listeners. One university computer center
kept a teddy bear near the help desk. Students with mysterious bugs were required to
explain them to the bear before they could speak to a human counselor.

5.3 No Clues, Hard Bugs

"'l haven't got aclue. What on earth isgoing on?" If you redly haven't any idea
what could be wrong, life gets tougher.

Make the bug reproducible. The first step is to make sure you can make the bug
appear on demand. It's frustrating to chase down a bug that doesn't happen every
time. Spend some time constructing input and parameter settings that reliably cause
the problem, then wrap up the recipe so it can be run with a button push or a few
keystrokes. If it's a hard bug, you'll be making it happen over and over as you track
down the problem, so you'll save yoursdlf time by making it easy to reproduce.

If the bug can't be made to happen every time, try to understand why not. Does
some set of conditions make it happen more often than others? Even if you can't
make it happen every time. if you can decrease the time spent waiting for it. you'll
find it faster.

If a program provides debugging output, enable it. Simulation programs like the
Markov chain program in Chapter 3 should include an option that produces debug-
ging information such as the seed of the random number generator so that output can
be reproduced; another option should allow for setting the seed. Many programs
include such optionsand it is a good idea to include similar facilities in your own pro-
grams.
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Divideand conquer. Can theinput that causes the program to fail be made smaller or
morefocused? Narrow down the possibilities by creating the smallest input where the
bug still shows up. What changes make the error go away? Try to find crucial test
cases that focus on the error. Each test case should am at a definitive outcome that
confirmsor deniesa specific hypothesisabout what is wrong.

Proceed by binary search. Throw away hdf theinput and seeif the output is still
wrong; if not, go back to the previous state and discard the other haf of the input.
The same binary search processcan be used on the program text itself: eliminate some
pat of the program that should have no relationship to the bug and see if the bug is
dill there. An editor with undo is helpful in reducing big test cases and big programs
without losing the bug.

Study the numerology of failures. Sometimes a pattern in the numerology of failing
examples gives a clue that focuses the search. We found some spelling mistakesin a
newly written section of this book, where occasional letters had simply disappeared.
This was mystifying. The text had been created by cutting and pasting from another
file. so it seemed possible that something was wrong with the cut or paste commands
in the text editor. But where to start looking for the problem? For clues we looked at
the data, and noticed that the missing characters seemed uniformly distributed through
the text. We measured the intervals and found that the distance between dropped
characters was dways 1023 bytes, a suspicioudy non-random vaue. A search
through the editor source code for numbers near 1024 found a couple of candidates.
One of those was in new code, so we examined that first, and the bug weas easy to
spot, a classic off-by-one error where a null byte overwrote the last character in a
1024-bytebuffer.

Studying the patterns of numbers related to the failure pointed us right a the bug.
Elapsed time? A couple of minutes o mystification, five minutes of looking at the
data to discover the pattern of missing characters, a minute to search for likely places
to fix, and another minute to identify and eliminate the bug. This one would have
been hopeless to find with a debugger, since it involved two multiprocess programs,
driven by mouse clicks. communicating through afile system.

Display output to localize your search. If you don't understand what the program is
doing, adding statements to display more information can be the easiest, mogt cost-
effective way to find out. Put them in to verify your understanding or refine your
ideas of what's wrong. For example, display "*can't get here' if you think it's not
possible to reach a certain point in the code; then if you see that message, move the
output statements back towards the start to figure out where things first begin to go
wrong. Or show *'got here’ messages going forward, to find the last place where
things seem to be working. Each message should be distinct so you can tell which
oneyou're looking at.

Display messages in a compact fixed format so they are easy to scan by eye or
with programslike the pattern-matching tool grep. (A grep-like program is invalu-
able for searching text. Chapter 9 includes a smple implementation.) If you're dis-
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playing the value of a variable, format it the same way each time. In C and C++,
show pointers as hexadecimal numbers with %x or %p; this will help you to see
whether two pointers have the same valueor are related. Learn to read pointer vaues
and recognizelikely and unlikely ones, like zero, negative numbers, odd numbers, and
small numbers. Familiarity with the form of addresseswill pay off when you're using
adebugger, too.

If output is potentialy voluminous, it might be sufficient to print single-letter out-
putslike A, B, ..., asacompact display of wherethe program went.

Write self-checking code. If more information is needed, you can write your own
check function to test acondition, dump relevant variables. and abort the program:

/* check: test condition, print and die as
void check(char =s)

{
if (varl > var2) {
printf("%s: varl %d var2 %d\n", s, varl, var2);
fflush(stdout); /* make sure all output is out as
abort() ; /+ signal abnormal termination =/
1

We wrote check tocall abort, astandard C library function that causes program exe-
cution to be terminated abnormally for analysis with adebugger. In adifferent appli-
cation, you might want check to carry on after printing.

Next, add callsto check wherever they might be useful in your code:

check("before suspect");
/a ... suspect code ... as
check("after suspect") ;

After abug isfixed, don't throw check away. Leaveit in the source, commented
out or controlled by a debugging option, so that it can be turned on again when the
next difficult problem appears.

For harder problems, check might evolve to do verification and display of data
structures. This gpproach can be generdized to routinesthat performongoing consis-
tency checks of data structuresand other information. In a program with intricate data
sructures, it's agood idea to write these checks before problems happen. as compo-
nents of the program proper, so they can be turned on when trouble starts. Don't use
them only when debugging; leave them ingtalled during al stages of program devel-
opment. If they're not expensive, it might be wise to leave them aways enabled.
Large programslike tel ephone switching systems often devote a significant amount of
code to ""audit™" subsystems that monitor information and equipment, and report or
even fix problemsif they occur.

Write a log file. Another tactic is to write a log file containing a fixed-format stream
of debugging output. When a crash occurs. the log records what happened just before
the crash. Web servers and other network programs maintain extensivelogs of traffic
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so they can monitor themselvesand their clients; this fragment (edited to fit) comes
from alocal system:

[Sun Dec 27 16:19:24 19981

HTTPd: access to fusr/local/httpd/cgi-bin/test.html
failed for ml.cs.bell-Tabs.com,
reason: client denied by server (CGI non-executable)
from http://m2.cs.bell-Tabs.com/cgi-bin/test.pl

Be sure to flush YO buffers so the final log records appear in the log file. Output
functionslikep rint f normally buffer their output to print it efficiently; abnormal ter-
mination may discard this buffered output. In C, acall to fflush guarantees that all
output is written before the program dies; there are analogous flush functions for
output streamsin C++ and Java. Or, if you can afford the overhead, you can avoid the
flushing problem altogether by using unbufferedI/0O for log files. The standard func-
tions setbuf and setvbuf control buffering; setbuf(fp, NULL) turns off buffering
on the stream fp. The standard error streams (stderr, cerr, System. err) are nor-
mally unbuffered by default.

Draw a picture. Sometimes pictures are more effective than text for testing and
debugging. Pictures are especially helpful for understanding data structures, as we
saw in Chapter 2, and of course when writing graphics software, but they can be used
for al kinds of programs. Scatter plots display misplaced values more effectively
than columns of numbers. A histogram of data reveals anomalies in exam grades,
random numbers, bucket sizesin allocatorsand hash tables, and the like.

If you don't understand what's happening inside your program, try annotating the
data structures with statistics and plotting the result. The following graphs plot. for
the C markov program in Chapter 3, hash chain lengths on the x axis and the number
of elementsin chains of that length on the y axis. The input data is our standard test,
the Book of Psalms (42,685 words, 22,482 prefixes). The first two graphs are for the
good hash multipliersof 31 and 37 and the third is for the awful multiplier of 128. In
the first two cases, no chain islonger than 15 or 16 elements and most elements are in
chainsof length 5 or 6. In the third, the distribution is broader, the longest chain has
187 elements, and thereare thousandsof elementsin chains longer than 20.
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Use tools. Make good use of the facilities of the environment where you are debug-
ging. For example, a file comparison program liked i f f compares the outputs from
successful and failed debugging runs so you can focus on what has changed. If your
debugging output is long, use grep to search it or an editor to examineit. Resist the
temptation to send debugging output to a printer: computers scan voluminous output
better than people do. Use shell scriptsand other tools to automate the processing of
the output from debugging runs.

Write trivial programs to test hypotheses or confirm your understanding of how
something works. For instance, isit vdid tofree aNULL pointer?

int main(voi d)
{
free(NULL);
return 0;

3

Source code control programslike RCS keep track of versons of code so you can
see what has changed and revert to previous versons to restore a known state.
Besidesindicating what has changed recently, they can also identify sectionsof code
that have a long history o frequent modification; these are often a good place for
bugs to lurk.

Keeprecords. If the search for a bug goes on for any length of time, you will begin to
lose track of what you tried and what you learned. If you record your tests and
results, you are less likely to overlook something or to think hat you have checked
some possibility when you haven't. The act of writing will help you remember the
problem the next time something similar comes up, and will also serve when you're
explainingit to someoneelse.

5.4 Last Resorts

What do you do if noneof this advice helps? This may be the time to use a good
debugger to step through the program. If your mental modd of how something works
isjust plan wrong, so you're looking in the wrong place entirely, or looking in the
right place but not seeing the problem. a debugger forces you to think differently.
These ""menta modd"* bugs are among the hardest to find; the mechanicd ad is
invaluable.

Sometimes the misconception is smple: incorrect operator precedence, or the
wrong operator, or indentation that doesn't maich the actual structure, or a scope error
where alocal name hides a globa name or a global name intrudesinto aloca scope.
For example, programmers often forget that & and | have lower precedence than =
and '=. They write

? if x&1==0)

?
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and can't figure out why thisis dwaysfase. Occasondly a dip of the finger con-
vertsasingle = into two or vice versa:

? while ((c == getchar()) !'= EOP
? ifc ="’'\n")
? break;

Or extracode isleft behind during editing:

? for (A =0; 1 < n; i++);
? af[i++] = 0;

Or hasty typing createsa problem:
? switch (© {

? case '<’:

? mode = LESS;

? break;

? case '>':

? mode = GREATER,
? break;

? defualt:

7 mode = EQUAL;
? break;

? }

Sometimes the error involves arguments in the wrong order in a situation where
type-checkingcan't help, like writing

? memset(p, n, 0); /* storen0’sinp %/
instead of
memset(p, 0, n); /* storen0’sinp %/

Sometimes something changes behind your back—globd or shared variables are
modified and you don't redizethat some other routine can touch them.

Sometimes your algorithm or data structure has afatd flaw and you just can't see
it. While preparing material on linked lists, we wrote a package of list functionsto
create new e ements, link them to thefront or back of lists, and so on; these functions
appear in Chapter 2. OF course we wrote a test program to make sure everything was
correct. Thefirst few tests worked but then one failed spectacularly. In essence, this
was the testing program:

while (scanf ("%s %d", name, &value) !'= EOF {
p = newitem(name, value) ;
Tistl = addfront(listl, p);
list2 = addend(1ist2, p);

1

for (p = listl; p !'= NULL;, p = p->next)
printf ("%s %d\n", p->name, p->value);

N Y W ) N
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It was surprisingly difficult to see that thefirst loop was putting the same no& p on
bath lists so the pointers were hopelesdy scrambled by the time we got to printing.

It's tough to find this kind of bug, because your brain takes you right around the
mistake. Thus a debugger is a help, since it forces you to go in a different direction,
to follow whet the program isdoing, not what you think it is doing. Often the under-
lying problem is something wrong with the structure of the whole program, and to see
theerror you need to return to your starting assumptions.

Notice, by the way, that in the list example the error was in the test code, which
meade the bug that much harder to find. It is frustratingly easy to waste time chasing
bugsthat aren't there, because the test program is wrong, or by testing the wrong ver-
son of the program, or by failingto update or recompile before testing.

If you can't find a bug after considerable work, take a break. Clear your mind, do
something else. Talk to a friend and ask for help. The answer might appear out of the
blue, but if not, you won't be stuck in the same rut in the next debugging session.

Once in along while, the problem redlly is the compiler or alibrary or the operat-
ing system or even the hardware, especidly if something changed in the environment
just before a bug appeared. You should never start by blaming one of these, but when
everything else has been eliminated, that might be dl that's left. We once had to
move a large text-formatting program from its original Unix home to a PC. The pro-
gram compiled without incident, but behaved in an extremely odd way: it dropped
roughly every second character of its input. Our first thought was that this must be
some property of using 16-bit integers instead of 32-bit, or perhaps some strange
byte-order problem. But by printing out the characters seen by the man loop, we
finally tracked it down to an error in the standard header filectype.h provided by the
compiler vendor. Itimplementedi sprint asafunction macro:

? #define isprint(c) ((c) >= 040 &% (c) < 0177)
and the main input loop was basically

? while (isprint(c = getchar()))
? e

Each timean input character was blank (octal 40, apoor way to write ’ ') or greater,
which was mogt of the time, getchar was caled a second time because the macro
evauated its argument twice, and the first input character disappeared forever. The
origina code was nat as clean as it should have been—therés too much in the loop
condition—but the vendor's header file was inexcusably wrong.

Onecan ill find instancesof this problem today; this macro comes from adiffer-
ent vendor's current header files:

? #define __iscsym(c) (isalnum(c) || ((©) == "_"))

Memory **lesks”—the failure to reclam memory that is no longer in use—are a
significant source of erratic behavior. Another problem is forgetting to close files,
until the table of open filesis full and the program cannot open any more. Programs
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with leakstend to fail mysteriously because they run out of some resource but the spe-
cificfailurecan't be reproduced.

Occasionally hardware itself goes bad. The tloating-point flaw in the 1994 Pen-
tium processor that caused certain computations to produce wrong answers was a
highly publicized and costly bug in the design of the hardware. but once it had been
identified, it was of course reproducible. One of the strangest bugs we ever saw
involved a calculator program, long ago on a two-processor system. Sometimes the
expression 1/2 would print 0.5 and sometimes it would print some consistent but
utterly wrong value like 0.7432; there was no pattern as to whether one got the right
answer or the wrong one. The problem was eventualy traced to a falure of the
floating-point unit in one of the processors. As the calculator program was randomly
executed on one processor or the other, answers were either correct or nonsense.

Many years ago we used a machine whose internal temperature could be estimated
from the number of low-order bits it got wrong in floating-point calculations. One of
the circuit cards was loose; as the machine got warmer, the card tilted further out of
its socket, and more data bits were disconnected from the backplane.

5.5 Non-reproducible Bugs

Bugs that won't stand still are the most difficult to deal with, and usually the prob-
lem isn't as obvious as failing hardware. The very fact that the behavior is non-
deterministicisitself information, however; it means that the error is not likely tobea
flaw in your agorithm but that in some way your code is using information that
changes each time the program runs.

Check whether all variables have been initialized; you may be picking up a ran-
dom value from whatever was previously stored in the same memory location. Local
variables of functions and memory obtained from allocators are the most likely cul-
prits in C and C++. Set al variables to known values; if there's a random number
seed that is normally set from the time of day, force it to aconstant, like zero.

If the bug changes behavior or even disappears when debugging code is added. it
may be a memory allocation error —somewhere you have written outside of allocated
memory, and the addition of debugging code changes the layout of storage enough to
change the effect of the bug. Most output functions, from printf to dialog windows,
allocate memory themselves, further muddying the waters.

If the crash site seemsfar away from anything that could be wrong, the most likely
problem is overwriting memory by storing into a memory location that isn't used until
much later. Sometimesthis is a dangling pointer problem, where a pointer to a local
variable is inadvertently returned from afunction, then used. Returning the address of
aloca variableisarecipefor delayed disaster:
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char smsg(int n, char =s)
char buf [100];

?
?
?
?
? spri ntf (buf, "error %d: %s\n", n, S);
? return buf ;

0

? I

By the time the pointer returned by msg is used, it no longer points to meaningful stor-
age. You mug alocate storage with malloc. use astati c array, or requirethe caller
to provide the space.

Using a dynamically allocated vaue after it has been freed has smilar symptoms.
We mentioned thisin Chapter 2 when we wrote f reeal 1. This code is wrong:

2 for (p = listp; p != NULL; p = p->next)
? free(p);

Once memory has been freed, it must not be used since its contents may have changed
and thereis no guarantee that p->next still pointsto the right place.

In some implementations of malloc and free. freeing an item twice corrupts the
internal data structures hut doesn't cause trouble until much later, when a subsequent
call dips on the mess made earlier. Some alocators come with debugging options
that can be set to check the consistency of the arenaat each call; turn them on if you
have a non-deterministic bug. Failing that, you can write your own allocator that does
some of its own consistency checking or logs dl callsfor separateandysis. An allo-
cator that doesn't have to run fast is easy to write, so this strategy is feasible when the
dtuation is dire. There are aso excellent commercid products that check memory
management and catch errorsand leaks: writing your own malloc and free can give
you some of their benefitsif you don't have accessto them.

When a program works for one person but fails for another, something must
depend on the external environment of the program. This might includefiles read by
the program, file permissions, environment variables, search path for commands,
defaults, or startup files. It's hard to be a consultant for these situations, since you
have to become the other person to duplicatethe environment of the broken program.

Exercise5-1. Write a verson of malloc and free that can be used for debugging
storage-management problems. One approach is to check the entire workspace on
each call of malloc and free; another is to writelogging information that can be pro-
cessed by another program. Either way, add markers to the beginningand end of eech
dlocated block to detect overrunsat either end. O

5.6 Debugging Tools

Debuggers aren't the only tools that help find bugs. A variety of programs can
help us wade through voluminous output to select important bits. find anomalies, or
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rearrange data to make it easier to see what's going on. Many of these programsare
part of the standard toolkit; some are written to hep find a particular bug or to analyze
aspecific program.

In this section we will describeasimple program called s t rings that is especialy
useful for looking at files that are mostly non-printing characters, such as executables
or the mysterious binary formats favored by some word processors. There is often
valuableinformation hidden within, like the text of a document, or error messagesand
undocumented options, or the names of filesand directories, or the names d functions
aprogram might cdl.

We dso find strings hdpful for locating text in other binary files. Image files
often contain ASCII strings that identify the program that created them, and com-
pressed files and archives (such as zip files) may contain file names; strings will
find these too.

Unix systems provide an implementation of strings aready. dthoughit's alittle
different from this one. It recognizes when its input is a program and examines only
the text and data segments, ignoring the symbol table. Its -a option forcesit to reed
thewholefile.

In effect, strings extracts the ASCII text from abinary file so the text can be reed
or processed by other programs. If an error message carries no identification, it may
not be evident what program produced it, let alone why. In that case, searching
through likdly directories with a command like

% strings =.exe #.d11 | grep 'mystery message'

might locate the producer.
Thestrings function reads afile and printsdl runs of at least MINLEN = 6 print-
ablecharacters.

/a strings: extract printable strings from stream =/
void strings(char *name, FILE =fin)
{ . -

intc, i;

char buf[BUFSIZ] ;

do { /x once for each string »/
for (i = 0; (c = getc(fin)) '= EOF;, ) {
if (Misprint(c))
break;
buf[i++] = c;
if (i >= BUFSIZ)
break;

3
if (i >= MINLEN) /# print if long enough =/
printf("%s:%.xs\n", name, i, buf);
} while (¢ = EOF)
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Theprintf format string %.»s takes the string length from the next argument (i),
sincethestring (buf) is not null-terminated.

The do-while loop finds and then prints each string, terminating at EOF. Checking
for end of file & the bottom dlows the getc and string loops to share a termination
condition and lets a single printf handle end of string, end of file. and string too
long.

A standard-issue outer loop with a test a the top, or a single getc loop with a
more complex body, would require duplicating the printf. Thisfunction started life
that way, but it had abug in thep rintf statement. Wefixed that in one place but for-
got to fix two others. (*'Did I make the same mistake somewhere else?") At that
point, it became clear that the program needed to be rewritten so there was less dupli-
cated code; that led to the do-while.

The main routineof strings calsthestrings function for each of its argument
files:

/% strings main: find printable strings in files a/
int main(int argc, char w=argv[])
{

int i;

FILE afin;

setprogname("strings");
if (argc =
eprintf("usage: strings filenames") ;
else {
for (A =1; i < argc; i++) {
if ((fin = fopen(argv[i], "rb")) == NULL)
weprintf("can’t open %s:", argv[i]);
else {
strings(argv[i], fin);
fclose(fin);

}
}

return 0;

}

You might be surprised that strings doesn't read its standard input if no filesare
named. Origindly it did. Toexplain why it doesn't now, we need to tell adebugging
story.

The obvious test case for strings is to run the program on itself. This worked
fineon Unix. but under Windows 95 the command

C:\> strings <strings.exe

produced exactly five lines of output:
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IThis program cannot be run in DOS mode
‘.rdata
@.data
.idata
.reloc

The first line looks like an error message and we wasted some time before realizing
it's actually a string in the program, and the output is correct. at least as far as it goes.
It's not unknown to have a debugging session derailed by misunderstanding the
source of a message.

But there should be more output. Where isit? Late one night, the light finally
dawned. (**I've seen that before!"*) Thisisa portability problem that is described in
more detail in Chapter 8. We had originally written the program to read only from its
standard input using getchar. On Windows. however, getchar returns EOF when it
encounters a particular byte (0x1A or control-Z) in text mode input and this was caus-
ing the early termination.

This is absolutely legal behavior, but not what we were expecting given our Unix
background. The solution is to open the file in binary mode using the mode "rb".
But stdin isaready open and there is no standard way to change its mode. (Func-
tions like fdopen or setmode could be used but they are not part of the C standard.)
Ultimately we face a set of unpalatable alternatives: force the user to provide a file
name 0 it works properly on Windows but is unconventional on Unix; silently pro-
duce wrong answers if a Windows user attempts to read from standard input; or use
conditional compilation to make the behavior adapt to different systems, at the price
of reduced portability. We chose thefirst option so the same program works the same
way everywhere.

Exercise5-2. The strings program prints strings with MINLEN or more characters,
which sometimes produces more output than is useful. Provide strings with an
optional argument to define the minimum string length. O

Exercise5-3. Write vis, which copies input to output. except that it displays non-
printable bytes like backspaces, control characters. and non-ASCI| characters as \Xhh
where hh is the hexadecimal representation of the non-printable byte. By contrast
with strings, vis is most useful for examining inputs that contain only a few non-
printing characters. O

Exercise5-4. What does vis produce if the inpur is\X0A? How could you make the
output of vis unambiguous? O

Exercise5-5. Extend vis to process a sequence of files, fold long lines at any desired
column, and remove non-printable characters entirely. What other features might be
consistent with therole of the program? O
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5.7 Other People's Bugs

Realistically, most programmers do not have the fun of developing a brand new
system from the ground up. Instead, they spend much of their time using, maintain-
ing. modifying and thus, inevitably, debugging code written by other people.

When debugging others' code, everything that we have said about how to debug
your own code applies. Before starting, though, you must first acquire some under-
standing of how the program is organized and how the original programmers thought
and wrote. The term used in one very large software project is " discovery," which is
not a bad metaphor. The task is discovering what on earth is going on in something
that you didn't write.

Thisisa place where tools can help significantly. Text-search programs like grep
can find al the occurrences of names. Cross-referencers give some idea of the
program'’s structure. A display of the graph of function callsis valuable if it isn't too
big. Stepping through a program a function call at a time with a debugger can reveal
the sequence of events. A revision history of the program may give some clues by
showing what has been done to the program over time. Frequent changes are often a
sign of code that is poorly understood or subject to changing requirements. and thus
potentially buggy.

Sometimes you need to track down errors in software you are not responsible for
and do not have the source code for. In that case, the task is to identify and character-
ize the bug sufficiently well that you can report it accurately. and at the same time
perhapsfind a** work-around"* that avoids the problem.

If you think that you have found a bug in someone else's program, the first stepis
to make absolutely sure it is a genuine bug, so you don't waste the author's time and
lose your own credibility.

When you find a compiler bug, make sure that the error is really in the compiler
and not in your own code. For example, whether a right shift operation fills with zero
bits (logical shift) or propagates the sign bit (arithmetic shift) is unspecified in C and
C++, S0 novices sometimes think it's an error if a construct like

? i=-1;
? printf("%d\n", i >> 1);

yields an unexpected answer. But this is a portability issue, because this statement
can legitimately behave differently on different systems. Try your test on multiple
systems and be sure you understand what happens; check the language definition to
be sure.

Make sure the bug is new. Do you have the latest version of the program? Is
there a list of bug fixes? Most software goes through multiple releases; if you find a
bug in version 4.0bl, it might well be fixed or replaced by a new one in version
4.04b2. In any case, few programmers have much enthusiasm for fixing bugs in any-
thing but the current version of a program.
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Finally, put yoursdlf in the shoes of the person who receives your report. You
want to provide the owner with as good a test case as you can manage. It's not very
helpful if the bug can be demonstrated only with large inputs, or an elaborate environ-
ment, or multiple supporting files. Strip the test down to a minima and self-
contained case. Include other information that could possibly be relevant, like the
version of the program itself. and of the compiler. operating system. and hardware.
For the buggy version of i sprint mentioned in Section 5.4. we could provide this as
atest program:

/* test program for disprint bug =/
int main(voi d)

{
int c;
while (isprint(c = getchar()) || ¢ != EOF)
printf("%c”, c);
return 0;
3

Any line of printable text will serve as a test case, since the output will contain only
half the input:

% echo 1234567890 | isprint-test
24680
%

The best bug reports are the ones that need only aline or two of input on a plain
vanilla system to demonstrate the fault, and that include a fix. Send the kind of bug
report you'd like to receiveyourself.

58 Summary

With the right attitude debugging can be fun, like solving a puzzle, but whether we
enjoy it or not, debugging is an art that we will practice regularly. Still, it would be
nice if bugs didn't happen, so we try to avoid them by writing code well in the first
place. Well-written code hasfewer bugs to begin with and those that remain are eas-
ier tofind.

Once a bug has been seen, the first thing to do is to think hard about the clues it
presents. How could it have come about? Is it something familiar? Was something
just changed in the program? |s there something special about the input data that pro-
voked it? A few well-chosen test cases and afew print statementsin the code may be
enough.

If there aren't good clues, hard thinking is still the best first step, to be followed
by systematic attempts to narrow down the location of the problem. One step is cut-
ting down the input data to make asmall input that fails; another is cutting out code to
eliminate regionsthat can't be related. It's possible to insert checking code that gets
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turned on only after the program has executed some number of steps, again to try to
localize the problem. All of theseare instances of agenera strategy, divide and con-
quer, which isaseffective in debuggingasitisin politicsand war.

Use other aids as well. Explaining your code to someone else (even a teddy bear)
is wonderfully effective. Use a debugger to get a stack trace. Use some of the com-
mercial tools that check for memory leaks, array bounds violations, suspect code, and
the like. Step through your program when it has become clear that you have the
wrong mental pictureof how the code works.

Know yourself, and the kinds of errorsyou make. Once you have found and fixed
a bug, make sure that you eliminate other bugs that might be smilar. Think about
what happened so you can avoid making that kind of mistake again.

Supplementary Reading

Steve Maguire's Witing Solid Code (Microsoft Press, 1993) and Steve
McConnell’s Code Complete (Microsoft Press, 1993) both have much good adviceon
debugging.
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Testing

In ordinary computational practice by hand or by desk mtichines, it
is the custom fo check every step of rhe computation and, when an
error is found, to localize it by a backward process starting from
the first point where the error is noted.

Norbert Wiener, Cybernetics

Testing and debugging are often spoken as a single phrase but they are not the
same thing. To over-simplify, debugging is what you do when you know that a pro-
gram is broken. Testing is a determined. systematic attempt to break a program that
you think is working.

Edsger Dijkstra made the famous observation that testing can demonstrate the
presence of bugs, but not their absence. His hope is that programs can be made cor-
rect by construction, so that thereare no errors and thus no need for testing. Though
this is a fine goal, it is not yet realistic for substantial programs. So in this chapter
we'll focus on how to test to find errors rapidly, efficiently, and effectively.

Thinking about potential problemsas you code isa good start. Systematic testing,
from easy tests to elaborate ones, helps ensure that programs begin life working cor-
rectly and remain correct as they grow. Automation helps to eliminate manua pro-
cesses and encourages extensive testing. And there are plenty of tricks of the trade
that programmershavelearned from experience.

One way to write bug-free code is to generate it by a program. If some program-
ming task is understood so well that writing the code seems mechanical. then it should
be mechanized. A common case occurs when a program can be generated from a
specification in some specialized language. For example, we compile high-level lan-
guages into assembly code; we use regular expressions to specify patterns of text; we
use notations like SUM(A1:A50) to represent operations over a range of cells in a
spreadsheet. In such cases, if the generator or translator is correct and if the specifica-
tion is correct, the resulting program will be correct too. We will cover thisrich topic

139
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in more detail in Chapter 9; in this chapter we will talk briefly about ways to create
tests from compact specifications.

6.1 Test as You Write the Code

The earlier a problem isfound, the better. If you think systematically about what
you are writing as you write it, you can verify simple properties of the program as it is
being constructed, with the result that your code will have gone through one round of
testing before it iseven compiled. Certain kinds of bugs never cometo life.

Test code at its boundaries. One technique is boundary condition testing: as each
small piece of codeis written—aloop or a conditional statement, for example—check
right then that the condition branches the right way or that the loop goes through the
proper number of times. This process is called boundary condition testing because
you are probing at the natural boundaries within the program and data, such as non-
existent or empty input. asingle input item, an exactly full array, and soon. Theidea
isthat most bugs occur at boundaries. If a piece of code is going to fail, it will likely
fail at a boundary. Conversely, if it works at its boundaries, it's likely to work else-
where too.

This fragment. modeled on fgets. reads characters until it finds a newline or fills
abuffer:

7 int iz

ki char s[MAX];

? for Ci= 0; (s[i] = getchar()) != '\n’ && i < MAX-1;, ++i)
7 s[--i] = "\0’;

Imagine that you have just written this loop. Now simulate it mentally as it reads a
line. Thefirst boundary to test is the simplest: an empty line. If you start with aline
that contains only a single newline, it's easy to see that the loop stops on thefirst iter-
ation with i set to zero, so the last line decrements# to -1 and thus writes a null byte
into s[-1], which is before the beginning of the array. Boundary condition testing
findstheerror.

If we rewrite the loop to use the conventional idiom for filling an array with input
characters, it looks like this:

9 for (1 = 0; 1 < MAX-1, i++)

7 if ((s[i] = getchar()) == '\n’)
7 break;

? s[i]l = "\0’;

Repeating the original boundary test, it's easy to verify that a line with just a newline
is handled correctly: i is zero, the first input character breaks out of the loop. and
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"\0” is stored in s[0]. Similar checking for inputs of one and two characters fol-
lowed by anewline give us confidence that the loop works near that boundary.

There areother boundary conditions to check, though. If the input contains along
line or no newlines, that is protected by the check that i stays less than MAX-1. But
what if the input is empty, so the first call to getchar returns EOF? We must check
for that:

2 for (i = 0; i < MAX-1; i++)

? i ¥ ((s[i] = getchar()) == "\n’ || s[i] == EOF)
7 break;

? sfil = "\0’;

Boundary condition testing can catch lots of bugs, but not all of them. We will return
to thisexamplein Chapter 8, where we will show that it still has a portability bug.

The next step is to check input at the other boundary, where the array is nearly
full, exactly full, and over-full, particularly if the newline arrives at the same time.
We won't write out the details here, but it's a good exercise. Thinking about the
boundaries raises the question of what to do when the buffer fills before a "\n”’
occurs; this gap in the specification should be resolved early, and testing boundaries
helpsto identify it.

Boundary condition checking is effective for finding off-by-one errors. With
practice, it becomes second nature, and many trivial bugs are eliminated before they
ever happen.

Test pre and post-conditions. Another way to head off problems is to verify that
expected or necessary properties hold before (pre-condition) and after (post-condition)
some piece of code executes. Making sure that input values are within range is a
common example of testing a pre-condition. Thisfunction for computing the average
of n elementsin an array has a problem if n isless than or equal to zero:

? double avg(double a[], int n)
? {

7 inti;

? double sum;

9

7 sum = 0.0;

? for (i=0; 1 <n; i++)
? sum += afil;

2 return sum / n;

? 3

What should avg do if n iszero? An array with no elementsisa meaningful concept
although its average value is not. Should avg let the system catch the division by
zero? Abort? Complain'? Quietly return some innocuous value? What if n is nega-
tive, which is nonsensical but not impossible? As suggested in Chapter 4, our prefer-
ence would probably beto return O asthe average if nislessthan or equal to zero:

return n <= 0 2 0.0 : sum/n;
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but there's no single right answer.

The one guaranteed wrong answer is to ignore the problem. An article in the
November, 1998 Scientific American describes an incident aboard the USS Y orktown,
aguided-missilecruiser. A crew member mistakenly entered a zero for a data value,
which resulted in a division by zero, an error that cascaded and eventually shut down
the ship's propulsion system. The Yorktown was dead in the water for a couple of
hours becausea program didn't check for valid input.

Use assertions. C and C++ provide an assertion facility in <assert.h> that encour-
ages adding pre- and post-conditiontests. Since a failed assertion aborts the program,
these are usualy reserved for situations where a failure is realy unexpected and
there's no way to recover. We might augment the code above with an assertion
before the loop:

assert(n > 0);
If the assertion isviolated, it will cause the program to abort with a standard message:

Assertion failed: n> 0, file avgtest.c, line 7
Abort(crash)

Assertionsare particularly helpful for validating properties of interfaces because they
draw attention to inconsistencies between caller and callee and may even indicate
who's at fault. If the assertion that n is greater than zero fails when the function is
called, it points thefinger at the caller rather than a avg itself as the source of trouble.
If an interface changes but we forget to fix some routine that depends on it, an asser-
tion may catch the mistakebefore it causes red trouble.

Program defensively. A useful technique is to add code to handle **can't happen
cases, situations where it is not logically possible for something to happen but
(because of some failure elsewhere) it might anyway. Adding a test for zero or nega
tive array lengths to avg was one example. As another example, a program process-
ing grades might expect that there would be no negative or huge values but should
check anyway:

if (grade < 0 ]| grade > 100) /= can't happen =/

letter = '2';
else if (grade >= 90)
letter = 'A';

else

This is an example of defensive programming: making sure that a program protects
itself against incorrect use or illegal data. Null pointers, out of range subscripts, divi-
sion by zero, and other errors can be detected early and warned about or deflected.
Defensive programming (no pun intended) might well have caught the zero-divide
problem on the Y orktown.
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Check error returns. One often-overlooked defense is to check theerror returns from
library functions and system calls. Return values from input routines such as f read
and fscanf should always be checked for errors, as should any file open call such as
fopen. If aread or open fails, computation cannot proceed correctly.

Checking the return code from output functionslike f printf or fwrit e will catch
the error that resultsfrom trying to write afile when there is no space left on the disk.
It may be sufficient to check the return value from fclose, which returns ECF if any
error occurred during any operation, and zero otherwise.

fp = fopen(outfile, "w");

while (...) /= write output to outfile =/
fprintf(fp, ...);

if (fclose(fp) == EOP { /= any errors? =/
/* some output error occurred #/

}

Output errors can be serious. If the file being written is the new version of a precious
file, this check will save you from removing the old file if the new one was not writ-
ten successfully.

The effort of testing as you go is minimal and pays off handsomely. Thinking
about testing as you write a program will lead to better code, becausethat's when you
know best what the code should do. If instead you wait until something breaks, you
will probably have forgotten how the code works. Working under pressure, you will
need to figure it out again, which takes time, and the fixes will be less thorough and
more fragile because your refreshed understandingis likely to be incomplete.

Exercise6-1 Check out these examples at their boundaries, then fix them as neces-
sary according to the principlesof stylein Chapter | and the advicein thischapter.

(a) Thisissupposed to computefactorials:

int factorial(int n)

?

? {

? int fac;

? fac = 1;

? while (n--)

? fac a= n;
? return fac;

? }

(b) Thisissupposed to print the charactersof astring one per line:

? i=0;

2 do {

9 putchar(s[i++]);

? putchar(’\n’);

7 } while (s[i] != ’\0");
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(c) Thisismeant to copy astring from source to destination:

dest[i] = src[i];

2 void strcpy(char zdest, char #src)

2

9 int mg

?

? for Ci= 0; src[i] != "\O0’; i++)
7

?

3

(d) Another string copy, which attemptsto copy n charactersfrom s to t:

) void strncpy(char at, char as, int n)
?

? while (n > 0 & as = '\0") {

? *T = »S;

? =+

9 S++;

? n--;

? }

? 3

(e) A numerica comparison:

? if Gs> 3

] printf("%d i s greater than %d.\n", i, j);
? else

?

printf("%d i s smaller than %d.\n", i, j):
(f) A character classtest:

? ifc >='A" & c <= '2") {

? if (c <='L")

? cout << "first half of alphabet";
? else

? cout << "second half of alphabet";
? }

O

Exercise6-2. Aswe are writingthisbook in late 1998, the Y ear 2000 problem looms
as perhapsthe biggest boundary condition problemever.

(8) What dates would you use to check whether a system islikely to work in the year
2000? Supposing that tests are expensive to perform. in what order would you do
your testsafter trying January 1, 2000 itself?

(b) How would you test the standard function ctime, which returns a string represen-
tationof thedate in thisform:

Fri Dec 31 23:58:27 EST 1999\n\0

Suppose your program calls ctime. How would you write your code to defend
against aflawed implementation?
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(c) Describe how you would test a calendar program that printsoutput like this:

January 2000
S MTu WTh F

B5on
NEBw
REE~
NBR o
NBRo
BRR~
BREor n

30 31

(d) What other time boundaries can you think of in systems that you use and how
would you test to see whether they are handled correctly? 0

6.2 Systematic Testing

It's important to test a program systematically so you know at each step what you
are testing and what results you expect. You need to be orderly so you don't overlook
anything, and you must keep records so you know how much you have done.

Test incrementally. Testing should go hand in hand with program construction. A
""big bang'* where one writes the whole program, then tests it al a once, is much
harder and more time-consuming than an incrementa approach. Write part of a pro-
gram, test it, add some more code, test that, and so on. If you have two packages that
have been written and tested independently, test that they work together when you
finaly connect them.

For instance, when we were testing the CSV programsin Chapter 4. thefirst step
was to write just enough code to read the input; this let us validate input processing.
The next step was to split input lines at commas. Once these parts were working, we
moved on to fields with quotes, and then gradually worked up to testing everything.

Test simple parts first. The incrementa approach also applies to how you test fea
tures. Tests should focusfirst on the smplest and most commonly executed features
of aprogram; only when those are working properly should you moveon. This way,
at each stage, you expose more to testing and build confidence that basic mechanisms
are working correctly. Easy testsfind the easy bugs. Each test does the minimum to
ferret out the next potential problem. Although each bug is harder to trigger then its
predecessor, it is not necessarily harder to fix.

In thissection, we'll talk about ways to choose effectivetests and in what order to
apply them; in the next two sections, well talk about how to mechanize the process
so that it can be carried out efficiently. Thefirst step, at least for small programsor
individual functions, is an extenson of the boundary condition testing that we
described in the previous section: systematictesting of small cases.

Suppose we have a function that performs binary search in an array o integers.
We would begin with thesetests, arranged in order of increasing complexity:
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e search an array with no elements
e search an array with oneelement and atrial value that is
- less than the single element in the array
- equal to the single element
- greater than the single element
e search an array with two elements and tria values that
- check al five possible positions
e check behavior with duplicate elements in the array and trial values
- less than the value in the array
- equal to the value
- greater than the value
e search an array with three elements as with two elements
e search an array with four elements as with two and three

If the function gets past this unscathed. it's likely to be in good shape, but it could still
be tested further.

This set of testsis small enough to perform by hand, but it is better to create a tet
scaffold to mechanize the process. The following driver program is about as simple
as we can manage. It reads input lines that contain a key to search for and an array
size; it creates an array of that size containing values 1. 3. 5. ...: and it searches the
array for the key.

/* bintest main: scaffold for testing binsearch =/
int main(void)
I
int i, key, nelem, arr[1000];
while (scanf ("%d %d", &key, &nelem) != EOF) {
for (i = 0; 1 < nelem; i++)
arr[i] = 2+ + 1;
printf("%d\n"  binsearch(key, arr, nelem)) ;

}

return 0;

}

Thisissimpleminded but it shows that a useful test scaffold need not be big. and it is
easily extended to perform more of these tests and require less manual intervention.

Know what output to expect. For al tests, it's necessary to know what the right
answer is; if you don't. you're wasting your time. This might seem obvious. sincefor
many programs it's easy to tell whether the program is working. For example, either
acopy of atileisacopy oritisn't. Theoutput from asortissorted or it isn't; it must
also be a permutation of theoriginal input.

Most programs are more difficult to characterize—compilers (does the output
properly translate the input?), numerical algorithms (is the answer within error toler-
ance?), graphics (are the pixels in the right places?). and so on. For these, it's espe-
cialy important to validate the output by comparing it with known values.
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e To test a compiler, compile and run the test files. The test programs should in
turn generate output, and their resultsshould be compared to known ones.

e To test a numerical program, generate test cases that explore the edges of the
algorithm, trivial cases as well as hard oncs. Where possible, write code that
verifiesthat output propertiesare sane. For example, the output of a numerical
integrator can be tested for continuity, and for agreement with closed-form
solutions.

e To test agraphics program, it's not enough to see if it can draw a box; instead
read the box back from the screen and check that its edges are exactly where
they should be.

If the program has an inverse, check that its application recovers the input.
Encryptionand decryption are inverses. so if you encrypt something and can't decrypt
it, something is wrong. Similarly, lossless compression and expansion algorithms
should be inverses. Programs that bundle files together should extract them
unchanged. Sometimes there are multiple methodsfor inversion: check all combina-
tions.

Verify conservation properties. Many programs preserve some property of their
inputs. Tools like we (count lines, words, and characters) and sum (compute a check-
sum) can verify that outputs are of the same size, have the same number of words,
contain the same bytes in some order, and the like. Other programscomparefilesfor
identity (cmp) or report differences (diff). These programsor similar ones are read-
ily availablefor most environments, and are well worth acquiring.

A byte-frequency program can be used to check for conservation of data and also
to spot anomalies like non-text characters in supposedly text-only files; here's a ver-
sion that wecall freq:

#include <stdio.h>
#include <ctype.h>
#include <limits.h>

unsigned long count[UCHAR_MAX+1];

/* freq main: display byte frequency counts =/
int main(void)

{
int c;
while ((c = getchar()) !'= EOF)
count[c]++;
for (c = 0; c «a UCHAR_MAX; C++)
if (count[c] !=0)
printf(™%.2x %c %lu\n",
c, isprint(c) ? ¢ : -7, count[c]);
return O;
}

Conservation properties can be verified within a program. too. A function that
counts the elements in a data structure provides a trivial consistency check. A hash
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table should have the property that every element inserted into it can be retrieved.
This condition is easy to check with a function that dumps the contents of the table
into a file or an array. At any time, the number of insertions into a data structure
minus the number of deletionsmust equal the number of elements contained, a condi-
tion that iseasy to verify.

Compare independent implementations. Independent implementationsof alibrary or
program should produce the same answers. For example, two compilers should pro-
duce programs that behave the same way on the same machine, at least in mogt situar
tions.

Sometimes an answer can be computed in two different ways, or you might be
able to writea trivial verson of a program to use as a dow but independent compari-
son. If two unrelated programs get the same answers, there is a good chance that they
arecorrect; if they get different answers, at least oneis wrong.

One of the authors once worked with another person on a compiler for a new
machine. The work of debugging the code generated by the compiler was split: one
person wrote the software that encoded instructions for the target machine, and the
other wrote the disassembler for the debugger. This meant that any error of interpre-
tation or implementation of the instruction set was unlikely to be duplicated between
the two components. When the compiler miscoded an instruction, the disassembler
was sureto notice. All theearly output of the compiler was run through the disassem-
bler and verified against the compiler's own debugging printouts. This strategy
worked vary wdl in practice, ingtantly catching mistakesin both pieces. Theonly dif-
ficult, protracted debugging occurred when both people interpreted an ambiguous
phrasein the architecture description in the sameincorrect way.

Measuretest coverage. One god of testing is to make sure that every statement of a
program has been executed sometime during the sequence of tests; testing cannot be
considered complete unless every line of the program has been exercised by at least
one test. Complete coverage is often quite difficult to achieve. Even leaving aside
"can't happen' statements, it is hard to use norma inputs to force a program to go
through particular statements.

There are commercid tools for measuring coverage. Profilers, often included as
pan of compiler suites, provide a way to compute a statement frequency count for
each program statement that indicates the coverage achieved by specifictedts.

We tested the Markov program of Chapter 3 with a combination of these tech-
niques. Thelast section of thischapter describes those tests in detail.

Exercise6-3. Describe how you would test freq. O

Exercise6-4. Design and implement a version of freq that measures the frequencies
of other types of data values, such as 32-bit integers or floating-point numbers. Can
you makeone verson of the program handlea variety of typeselegantly?0
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6.3 Test Automation

It's tediousand unreliable to do much testing by hand; proper testing involveslots
of tests, lots of inputs, and lots of comparisons of outputs. Testing should therefore
be done by programs, which don't get tired or careless. It's worth taking the timeto
write ascript or trivial program that encapsulates al the tests, so a complete test suite
can berun by (literally or figuratively) pushing asingle button. The easier atest suite
is to run, the more often you'll run it and the less likely you'll skip it when timeis
short. We wrote a test suite that verifies al the programs we wrotefor this book, and
ran it every time we made changes; parts of the suite ran automatically after each suc-
cessful compilation.

Automate regression testing. The most basic form of automation is regression test-
ing, which performs a sequence of tests that compare the new version of something
with the previous verson. When fixing problems, there's a natural tendency to check
only that the fix works; it's easy to overlook the possibility that the fix broke some-
thing else. The intent of regression testing is to make sure that the behavior hasn't
changed except in expected ways.

Some systemsarerich in tools that help with such automation; scripting languages
dlow us to write short scripts to run test sequences. On Unix, file comparators like
diff and avp compare outputs; sort brings common elements together; grep filters
test outputs; we, sum, and f req summarize outputs. Together, these make it easy to
create ad hoc test scaffolds, maybe not enough for large programs but entirdly ade-
quatefor a program maintained by an individua or asmall group.

Here is a script for regression testing a killer application program called ka. It
runs the old version (old-ka) and the new verson (new-ka) for alarge number of dif-
ferent test data files, and complains about each onefor which the outputs are not iden-
tical. It is written for a Unix shell but could easily be transcribed to Perl or other
scripting language:

for i in ka_data.x # loop over test data files
do
old-ka $i >outl # run the old version
nev—ka $i >out2 # run the rew version
if 1 ap -s outl out2 # compare output files
then
echo S5 8B4D # different: print error message
fi
done

A test script should usualy run silently, producing output only if something unex-
pected occurs, as thisone does. We could instead choose to print each file nameas it
is being tested, and to follow it with an error messageif something goes wrong. Such
indications of progress help to identify problemslike an infiniteloop or a test script
that is failing to run the right tests, but the extra chatter is annoying if the tests are

running properly.
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The -s argument causes cmp to report status but produce no output. If the files
compareequal, cmp returns a true status, ! cmp isfalse, and nothing is printed. If the
old and new outpuits differ. however, cmp returnsfase and the file name and a warn-
ing are printed.

There is an implicit assumption in regression testing that the previous version of
the program computes the right answer. This must be carefully checked at the begin-
ning of time, and the invariant scrupuloudy maintained. If an erroneous answer ever
sneaksinto aregression test, it's very hard to detect and everything that depends on it
will be wrong thereafter. It's good practice to check the regression test itself periodi-
cally to makesureitis ill valid.

Create self-contained tests. Self-contained tests that carry their own inputs and
expected outputs provide a complement to regression tests. Our experience testing
Awk may be instructive. Many language constructionsare tested by running speci-
fied inputs through tiny programsand checking that the right output is produced. The
following part of alarge collection of miscellaneous tests verifies one tricky incre-
ment expression. This test runs the new verson of Awk (newawk) on a short Awk
program to produce output in one file, writes the correct output to another file with
echo, comparesthefiles, and reportsan error if they differ.

# field increment test: $i++ means ($i)++, not $(i++)
echo 3 5 | newawk "{i = 1; print $i++; print $1, i}’ >outl

echo '3
4 1' >out2 # correct answer

if ! cnp -s outl out2 # outputs are different
then

echo 'BAD: field increment test failed'
fi

Thefirst commentis part of the test input; it documents whet the test is testing.

Sometimes it is possible to construct a large number of tests with modest effort.
For simple expressions. we created a small. specialized language for describing tests,
input data, and expected outputs. Hereis a short sequence that tests some of the ways
that the numeric value | can be representedin Awk:

try {if ($1 == 1) print "yes"; else print "no"}

1 yes
1.0 yes
1E0 yes
0.1E1 yes
10E-1 yes
01 yes
+1 yes
10E-2 no

10 no
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Thefirg line isa program to be tested (everything after the word try). Each subse-
quent lineisa set of inputs and the expected output, separated by tabs. The first test
says that if the first input field is A the output should be yes. The first seven tests
should dl print yes and the last two tests should print no.

An Awk program (what else?) converts each test into a complete Awk program,
then runs each input through it, and compares actua output to expected output; it
reportsonly those cases where the answer is wrong.

Similar mechanismsare used to test the regular expression matching and substitu-
tion commands. A little language for writing tests makes it easy to create a lot of
them; using a program to write a program to test a program has high leverage. (Chap-
ter 9 has more to say about little languages and the use of programs that write pro-
grams.)

Overdl, there are about a thousand tests for Awk; the whole set can be run with a
single command. and if everything goes well, no output is produced. Whenever afea-
tureis added or abug is fixed, new tests are added to verify correct operation. When-
ever the program is changed, even in atrivial way, the whole test suiteis run; it takes
only a few minutes. It sometimes catches completely unexpected errors, and hes
saved the authors of Awk from public embarrassment many times.

What should you do when you discover an error? If it was not found by an exist-
ing tet, create a new test that does uncover the problem and verify the test by running
it with the broken verson of the code. The error may suggest further tests or a whole
new classof thingsto check. Or perhapsit is possible to add defenses to the program
that would catch theerror internaly.

Never throw away atest. It can help you decide whether a bug report is vaid or
describes something aready fixed. Keegp arecord of bugs, changes, and fixes; it will
help you identify old problemsand fix new ones. In most commercia programming
shops. such records are mandatory. For your persona programming, they are asmal
investment that will pay off repeatedly.

Exercise6-5. Desgn atest suitefor printf, usng as many mechanicd aids as possi-
ble. O

6.4 Test Scaffolds

Our discussion so far is based largdly on testing a single stand-alone program in
its completed form. Thisis not theonly kind of test automation. however, nor isit the
most likely way to test parts of a big program during construction, especialy if you
are pat o ateam. Norisit the mog effective way to test small components that are
buried in something larger.

To test a component in isolation, it's usudly necessary to create some kind of
framework or scaffold that provides enough support and interface to the rest of the
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system that the part under test will run. We showed a tiny examplefor testing binary
search earlier in this chapter.

It's easy to build scaffolds for testing mathematical functions, string functions,
sort routines, and so on, since the scaffolding is likely to consist mostly of setting up
input parameters, caling the functions to be tested, then checking the results. It's a
bigger job to create scaffolding for testing a partly-completed program.

To illustrate, welll wak through building a test for memset, one of the mem.. .
functions in the C/C++ standard library. These functions are often written in assem-
bly language for a specific machine, since their performanceis important. The more
carefully tuned they are, however, the more likely they are to be wrong and thus the
morethoroughly they should be tested.

The firgt step is to provide the smplest possible C versions that are known to
work; these provide a benchmark for performance and, more important, for correct-
ness. To move to a new environment, one carries the smple versons and uses them
until the tuned ones are working.

The function memset (s, c,n) sets n bytes of memory to the byte ¢, starting at
addresss, and returnss. Thisfunction iseasy if speedis not anissue

/+ memset: set first n bytes of s to ¢ */
void =memset(void =s, int c, size-t n)

{ .
size-t 1;
char =p;
p = (char %) s;
for (3 =0; ¥ <n; ++)
plil = c;
return s;
}

But when speed is an issue, trickslike writing full wordsof 32 or 64 bitsat atime are
used. Thesecan lead to bugs, so extensivetesting is mandatory.

Testing is based on acombination of exhaustive and boundary-conditionchecks at
likely points of failure. For memset, the boundariesinclude obvious vaues of n such
as zero, one and two, but also vaues that are powersof two or nearby vaues. includ-
ing both small ones and large ones like 2'¢, which corresponds to a natural boundary
in many machines, a 16-bit word. Powers of two deserve attention because one way
to make memset faster is to set multiple bytes at one time; this might be done by spe-
cia ingructions or by trying to storeaword a atime instead of a byte. Similarly, we
want to check array origins with a variety of adignments in case there is some error
based on darting address or length. We will place the target array inside a larger
array, thus creating a buffer zone or safety margin on each side and giving us an easy
way to vary theaignment.

We also want to check a variety of vauesfor c, including zero, 0x7F (the largest
sgned value, assuming 8-bit bytes), 0x80 and OxFF (probing at potential errors
involving signed and unsgned characters), and some values much bigger than one



SECTION 6.4 TEST SCAFFOLDS 153

byte (to be sure that only one byte is used). We should also initidize memory to
some known pattern that is different from any of these character values so we can
check whether memset wrote outside the valid area.

We can use the simple implementation as a standard of comparison in a test that
dlocates two arrays, then compares behaviors on combinations of n, ¢ and offset
within the array:

big = maximum | eft margin + maximum n + maximum right margin
sO0 = malloc(big)
sl = malloc(big)
for each combination of test parameters n, ¢, and offset:
set all of s0 and sl to krown pattern
run slow memset(s0 + offset, c, n)
run fast memset(sl + offset, c, n)
check return values
compare all of s0 and s1 byte by byte

An error that causes memset to write outside the limits of its array is most likely to
affect bytes near the beginning or theend o the array, so leaving a buffer zone makes
it easier to see damaged bytes and makes it less likely that an error will overwrite
some other part of the program. To check for writing out of bounds, we compareall
thebytesof s0 and s1, not just the n bytes that should be written.

Thus areasonableset of tests might include dl combinationsof:

offset = 10, 11, ..., 20

[ 0, 1, ox7F, Ox80, OxFF, 0x11223344

n 0,1, 2, 3, 4,5, 7, 8 9, 15, 16, 17,
31, 32, 33, ..., 65535, 65536, 65537

The valuesof n would includeat least 2 — 1, 2° and 2 +1 for i from O to 16.

These vaues should not be wired into the main pan of the test scaffold. but should
appear in arraysthat might be created by hand or by program. Generating them auto-
matically is better; that makes it easy to specify more powers of two or to include
more offsetsand more characters.

These tests will give memset a thorough workout yet cost very little time even to
create, let alonerun, since there are fewer than 3500 cases for the vadues above. The
tests are completely portable, so they can be carried to a new environment as neces-
say.

As a warning, consider this story. We once gave a copy of a memset tester to
someone developing an operating system and libraries for a new processor. Months
later, we (the authors of the origina test) started using the machine and hed alarge
application fail its test suite. We traced the problem to a subtle bug involving sign
extenson in the assembly language implementation of memset. For reasons
unknown. the library implementer had changed the memset tester so it did not check
values of ¢ above 0x7F. OF course, the bug was isolated by running the original.
working tester, once we realized that memset was a suspect.
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Functions like memset are susceptibleto exhaustivetests because they are smple
enough that one can prove that the test cases exercise al possible execution paths
through the code, thus giving complete coverage. For example, it is possible to test
memmove for al combinations of overlap, direction, and aignment. This is not
exhaugtive in the sense of testing al possible copy operations, but it is an exhaustive
test of representativesdf each kind of distinct input situation.

Asin any testing method, test scaffolds need the correct answer to verify the oper-
ations they are testing. An important technique, which we used in testing memset, iS
to compareasimple verson that is believed correct against a new verson that may be
incorrect. Thiscan be donein stages, as the following example shows.

One of the authors implemented a raster graphics library involving an operator
that copied blocks of pixelsfrom oneimageto ancther. Depending on the parameters,
the operation could be a smple memory copy, or it could requireconverting pixel val-
ues from one color space to another, or it could require *"tiling'* where the input was
copied repeatedly throughout a rectangular area, or combinations of these and other
features. The specification of the operator was ssimple, but an efficient implementa-
tion would requirelotsof specia code for the many cases. To make suredl that code
was right demanded a sound testing strategy.

Firgt. smple code was written by hand to perform the correct operation for asin-
gle pixd. Thiswas used to test the library version's handling of asingle pixel. Once
this stage was working, thelibrary could be trusted for single-pixel operations.

Next, hand-written code used the library a pixd at atime to build a very dow ver-
son o the operator that worked on a single horizonta row of pixels, and that was
compared with the library's much more efficient handling of a row. With that work-
ing, the library could be trusted for horizontd lines.

This sequence continued, using lines to build rectangles, rectangles to build tiles,
and so on. Along the way, many bugs were found, including some in the tester itself,
but that's part of the effectivenessaf the method: we were testing two independent
implementations, building confidence in both as we went. If atest failed, the tester
printed out a detailed analysis to aid understanding what went wrong, and also to ver-
ify that the tester was working properly itself.

As the library was modified and ported over the years, the tester repeatedly proved
invaluablefor finding bugs.

Because of its layer-by-layer approach, this tester needed to be run from scratch
each time, to verify its own trust of the library. Incidentaly, the tester was not
exhaudtive, but probabiligtic: it generated random test cases which, for long enough
runs, would eventualy explore every cranny of the code. With the huge number of
possibletest cases, thisstrategy was more effective than trying to construct a thorough
test sat by hand, and much moreefficient than exhaustivetesting.

Exercise6-6. Createthetest scaffold for memset along thelinesthat weindicated. O

Exercise6-7. Createtestsfor therest of themem. .. family. O
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Exercise6-8. Specify a testing regimefor numerica routineslike sqrt, sin, and so
on, as found in math. h. What input values make sense? What independent checks
can be performed? 0

Exercise6-9. Define mechanismsfor testing the functions of the C str... family,
like strcmp. Some of these functions, especially tokenizers like strtok and
strcspn, are significantly more complicated than the mem.. . family, so more sophis-
ticated tests will be called for. O

6.5 Stress Tests

High volumes of machine-generatedinput are another effective testing technique.
Machine-generated input stresses programs differently than input written by people
does. Higher volumein itsalf tends to break things because very large inputs cause
overflow of input buffers, arrays, and counters. and are effective at finding unchecked
fixed-size storage within a program. People tend to avoid ""impossible’* cases like
empty inputs or input that is out of order or out of range, and are unlikely to create
very long names or huge data values. Computers, by contrast, produce output strictly
according to their programsand have no ideaof what to avoid.

Toillustrate. hereis asingle line of output produced by the Microsoft Visuad C++
Version 5.0 compiler while compiling the C++ STL implementation of markov; we
have edited theline so it fits:

xtree(114) : warning CA4786: ’std::_Tree<std::deque<std::
basic-string<char,std: :char-traits<char>,std: :allocator
<char>>,std: :allocator<std: :basic_string<char,std::

... 1420 characters omitted
allocator<char>>>>>>::iterator’ : identifier was
truncated to '255' characters in the debug information

The compiler is warning us that it has generated a variable name that is a remarkable
1594 characters long but that only 255 characters have been preserved as debugging
information. Not al programsdefend themselvesagainst such unusualy long strings.

Random inputs (not necessarily legal) are another way to assault a program in the
hope of breaking something. This is a logical extension of **people don't do that"
reasoning. For example, some commercial C compilers are tested with randomly-
generated but syntactically valid programs. Thetrick is to use the specificationof the
problem—in this case, the C standard—to drive a program that produces valid but
bizarre test data.

Such tests rely on detection by built-in checks and defensesin the program, since
it may not be possible to verify that the program is producing the right output; the
goal is more to provoke a crash or a **can't happen'* than to uncover straightforward
errors. It's aso a good way to test that error-handling code works. With sensible
input, most errors don't happen and code to handle them doesn't get exercised: by
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nature, bugstend to hide in such comers. At some point, though, this kind of testing
reaches diminishing returns: it finds problems that are so unlikely to happen in real
life they may not be worth fixing.

Some testing is based on explicitly malicious inputs. Security attacks often use
big or illegal inputs that overwrite precious data; it is wise to look for such weak
spots. A few standard library functions are vulnerable to this sort of attack. For
instance, the standard library function gets provides no way to limit the size of an
input line, so it should never be used; always use fgets(buf, sizeof(buf), stdin)
instead. A bare scanf("%s",buf) doesn't limit the length of an input line either; it
should therefore usually be used with an explicit length, such as scanf ("%20s",buf).
In Section 3.3 we showed how to address this problem for ageneral buffer size.

Any routine that might receive values from outside the program, directly or indi-
rectly, should validate its input values before using them. The following program
from atextbook is supposed to read an integer typed by a user, and warn if the integer
istoo long. Its godl isto demonstrate how to overcome the gets problem, but the
solution doesn't always work.

? #define MAXNUM 10

?

? int main(void)

? {

? char num[MAXNUM] ;

2

? memset(num, 0, sizeof(num));
? printf("Type a number: *);

? gets (num);

” if (hum [MAXNUM-1] '= 0)

? printf("Number too big.\n");
? o ¥

? }

If theinput number isten digitslong, it will overwrite the last zero in array num with a
non-zero value, and in theory this will be detected after the return from gets. Unfor-
tunately, thisis not sufficient. A malicious attacker can provide an even longer input
string that overwrites some critical value, perhaps the return address for the call, so
the program never returns to the i f statement but instead executes something nefari-
ous. Thusthiskind of unchecked input isa potential security problem.

Lest you think that thisisan irrelevant textbook example, in July, 1998 an error of
thisform was uncovered in several major electronic mail programs. Asthe New York
Times reported,

The security holeiscaused by what isknown asa "* buffer overflow error."* Pro-
grammers are supposed to include code in their software to check that incoming
data are of a safe type and that the units are arriving at the right length. If a unit
of dataistoo long, it can overrun the ""buffer'* —the chunk of memory set aside
tohold it. In that case, the E-mail program will crash, and a hostile programmer
can trick the computer into running a malicious program in its place.
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Thiswasaso one of the attacksin thefamous ** Internet Worm** incident of 1988.
Programs that parse HT M. forms can also be vulnerableto attacks that store very
long input stringsin small arrays:

? static char query[1024];

?

? char «read_form(void)

? {

7 int gsize;

2

? gsi ze = atoi (getenv("CONTENT_LENGTH™));
7 fread(query, gsize. 1, stdin);

? return query;

? }

The code assumes that the input will never be more than 1024 bytes long so, like
gets. itisopen to an attack that overflowsits buffer.

More familiar kinds of overflow can cause trouble, too. If integers ovefflow
silently, the result can be disastrous. Consider an allocationlike

? char +p;
? p = (char ) malloc(x » y # z);

If the product of X, y, and z overflows, the cdl to malloc might produce a
reasonable-sized array, but p[x] might refer to memory outside the allocated region.
Suppose that ints are 16 bits and x. y, and z are each 41. Then x»y+z is 68921,
which is 3385 modulo2'¢. So thecall tomalloc allocatesonly 3385 bytes; any refer-
ence with a subscript beyond that value will be out of bounds.

Conversion between types is another source of ovefflow, and catching the error
may not be good enough. The Ariane 5 rocket exploded on its maiden flight in June,
1996 because the navigation package was inherited from the Ariane 4 without proper
testing. The new rocket flew faster, resulting in larger values of some variablesin the
navigation software. Shortly after launch, an attempt to convert a 64-bit floating-
point number into a 16-bit signed integer generated an overflow. The error was
caught, but the code that caught it elected to shut down the subsystem. The rocket
veered off course and exploded. It was unfortunatethat the code that failed generated
inertial reference information useful only before lift-off; had it been turned off at the
moment of launch. there would have been no trouble.

On a more mundane level, binary inputs sometimes break programs that expect
text inputs, especially if they assume that the input is in the 7-bit ASCII character set.
It is instructive and sometimes sobering to pass binary input (such as a compiled pro-
gram) to an unsuspecting program that expects text input.

Good test cases can often be used on a variety of programs. For example, any pro-
gram that reads files should be tested on an empty file. Any program that reads text
should be tested on binary files. Any program that reads text lines should be tested on
huge lines and empty lines and input with no newlines at all. It's a good idea to keep
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a collection of such test files handy, so you can test any program with them without
having to recreatethe tests. Or writea program to create test files upon demand.

When Steve Bourne was writing his Unix shell (which came to be known as the
Bourneshell), he made a directory of 254 files with one-character names, onefor each
byte value except '\0’ and dlash, the two characters that cannot appear in Unix file
names. He used that directory for all manner of tests of pattern-matching and tok-
enization. (The test directory was of course created by a program.) For years after-
wards, that directory was the bane of file-tree-walking programs; it tested them to
destruction.

Exercise6-10. Try to create a file that will crash your favorite text editor, compiler,
or other program. O

6.6 Tips for Testing

Experienced testers use many tricks and techniquesto make their work more pro-
ductive; thissection includessome of our favorites.

Programs should check array bounds (if the language doesn't do it for them), but
the checking code might not be tested if the array sizes are large compared to typical
input. To exercise the checks, temporarily make the array sizes very small, which is
easier than creating large test cases. We used a related trick in the array-growing code
in Chapter 2 and in the CSV library in Chapter 4. In fact. we left the tiny initial values
in place, since the additional startup cost is negligible.

Make the hash function return a constant, so every element gets installed in the
same hash bucket. This will exercise the chaining mechanism; it also provides an
indication of worst-caseperformance.

Write a version of your storage allocator that intentionally fails early, to test your
code for recovering from out-of-memory errors. This version returns NULL after 10
cals:

/* testmalloc: returns NULL after 10 calls «/
void »testmalloc(size_t n)

{
static int count = O;
i f (++count > 10)
return NULL;
else
return malloc(n);
}

Before you ship your code. disable testing limitationsthat will affect performance.
We once tracked down a performance problem in a production compiler to a hash
function that always returned zero becausetesting code had been left installed.
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Initialize arrays and variables with some distinctive value, rather than the usual
default of zero; then if you access out of boundsor pick up an uninitialized variable,
you are more likely to notice it. The constant OxDEADBEEF is easy to recognizein a
debugger; allocators sometimes use such valuesto help catch uninitialized data.

Vary your test cases, especially when making small tests by hand—it's easy to get
into a rut by always testing the same thing, and you may not notice that something
€l se has broken.

Don't keep on implementing new featuresor even testing existing onesiif thereare
known bugs; they could be affecting the test results.

Test output should include al input parameter settings, so the tests can be repro-
duced exactly. If your program uses random numbers, have a way to set and print the
starting seed, independent of whether the tests themselves are random. Make sure
that test inputs and corresponding outputs are properly identified, so they can be
understood and reproduced.

It's also wise to provide ways to make the amount and type of output controllable
when a program is run; extra output can help during testing.

Test on multiple machines, compilers, and operating systems. Each combination
potentially reveals errors that won't be seen on others, such as dependencieson byte-
order, sizes of integers, treatment of null pointers. handling of carriage return and
newline, and specific properties of libraries and header files. Testing on multiple
machinesal so uncovers problems in gathering the components of a program for ship-
ment and, as we will discussin Chapter 8, may reveal unwitting dependencieson the
development environment.

We will discuss performancetesting in Chapter 7.

6.7 Who Does the Testing?

Testing that is done by the implementer or someone el se with access to the source
code is sometimes called white box testing. (The term isa wesk analogy to black box
testing, where the tester does not know how the component is implemented; ** clear
box"" might be more evocative.) It isimportant to test your own code: don't assume
that some testing organization or user will find thingsfor you. But it's easy to delude
yourself about how carefully you are testing, so try to ignore the code and think of
hard cases, not easy ones. To quote Don Knuth describing how he createstestsfor the
TEX formatter, '’ get into the meanest, nastiest frame of mind that | can manage, and
| write the nastiest [testing] code | can think of; then | turn around and embed that in
even nastier constructionsthat are aimost obscene."* The reason for testing is to find
bugs, not to declare the program working. Therefore the tests should be tough, and
when they find problems, that is a vindication of your methods, not a cause for alarm.

Black box testing means that the tester has no knowledge of or access to the
innards of the code. It finds different kinds of errors, because the tester has different
assumptions about where to look. Boundary conditions are a good place to begin
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black box testing; high-volume, perverse, and illegal inputs are good follow-ons. Of
course you should also test the ordinary **middle of the road™* or conventional uses of
the program to verify basic functionality.

Real users are the next step. New usersfind new bugs, because they probe the
program in unexpected ways. It isimportant to do thiskind of testing before the pro-
gram is released to the world though, sadly, many programs are shipped without
enough testing of any kind. Beta releases of software are an attempt to have numer-
ousreal userstest aprogram beforeit isfinalized, but beta releases should not be used
as a substitute for thorough testing. As software systems get larger and more com-
plex, and development schedules get shorter, however, the pressure to ship without
adequate testing increases.

It's hard to test interactive programs, especialy if they involve mouse input.
Some testing can be done by scripts (whose properties depend on language, environ-
ment, and the like). Interactive programs should be controllablefrom scripts that sim-
ulate user behaviors so they can be tested by programs. One techniqueis to capture
the actions of real usersand replay them; another is to create a scripting language that
describes sequencesand timing of events.

Finally, give some thought to how to test the tests themselves. We mentioned in
Chapter 5 the confusion caused by a faulty test programfor alist package. A regres-
sion suiteinfected by an error will cause troublefor the rest of time. The resultsof a
set of testswill not mean much if the teststhemselvesare flawed.

6.8 Testing the Markov Program

The Markov program of Chapter 3 is sufficiently intricate that it needs careful
testing. It produces nonsense, which is hard to analyze for validity, and we wrote
multiple versionsin several languages. As afina complication, its output is random
and different each time. How can we apply some of the lessons of thischapter to test-
ing this program?

Thefirst set of tests consists of a handful of tiny files that check boundary condi-
tions, to make sure the program produces the right output for inputs that contain only
afew words. For prefixes of length two, we use five files that contain respectively
(withone word per line)

(empty file)
a

ab

abc
abcd

For each file, the output should be identical to the input. These checks uncovered
severa off-by-oneerrorsin initializing the table and starting and stopping the genera-
tor.
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A second test verified conservation properties. For two-word prefixes, every
word, every pair, and every triple that appearsin the output of a run must occur in the
input as well. We wrote an Awk program that reads the original input into a giant
array. builds arrays of all pairsand triples, then reads the Markov output into another
array and comparesthe two:

# markov test: check that all words, pairs, triples in
# output ARGV[2] are in original input ARGV[1]
BEGIN {
while (getline <ARGV[1] > Q)
for (i = 1; i <= NF, i++) {
wd[++nw] = §i # input words
single[$i]++
1
for (i= L 1 < nw; i++)
pair[wd[i],wd[i+1]]++
for (= 15 i < nw-1; i++)
triplelwd[i].,wd[i+1],wd[i+2]]++
while (getline <ARGV[2] > Q) {
outwd[++ow] = $0 # output words
i (1(%0 in single))
print "unexpected word". $0
}
for (i= 1 1 < ow, i++)
if (1(Coutwd[1],outwd[i+1]) in pair))
print "unexpected pair”, outwd[i], outwd[i+1]
for =1L 1 < ow-1; i++4)
if () (Coutwd[i],outwd[i+1],outwd[i+2]) in triple))
print "unexpected triple",
outwd{i], outwd[i+1], outwd[i+2]
}

We made no attempt to build an efficient test, just to make the test program as simple
as possible. It takes six or seven seconds to check a 10,000 word output file against a
42,685 word input file, not much longer than some versionsof Markov take to gener-
ate it. Checking conservation caught a major error in our Java implementation: the
program sometimes overwrote hash table entries becauseit used referencesinstead of
making copies of prefixes.

This test illustrates the principlethat it can be much easier to verify a property of
the output than to create the output itself. For instanceit is easier to check that afile
is sorted than to sort it in the first place.

A third test is statistical in nature. Theinput consistsof the sequence

abcabc..abd..

with ten occurrences of abc for each abd. The output should have about 10 times as
many c's as d's if the random selection is working properly. We confirm this with
freq, of course.
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The statistical test showed that an early version of the Java program, which associ-
ated counters with each suffix, produced 20 c's for every d, twice as many asit should
have. After some head scratching, we realized that Java's random number generator
returns negative as well as positive integers; the factor of two occurred because the
range of valueswas twice as large as expected. so twice as many values would be zero
modulo the counter; this favored the first element in the list, which happened to be c.
The fix was to take the absolute value before the modulus. Without this test, we
would never have discovered the error; to the eye, the output looked fine.

Finally, we gave the Markov program plain English text to see that it produced
beautiful nonsense. Of course, we also ran this test early in the development of the
program. But we didn't stop testing when the program handled regular input. because
nasty cases will come up in practice. Getting the easy cases right is seductive; hard
cases must be tested too. Automated, systematic testing is the best way to avoid this
trap.

All of the testing was mechanized. A shell script generated necessary input data,
ran and timed the tests, and printed any anomalous output. The script was config-
urable so the same tests could be applied to any version of Markov, and every time we
made a set of changes to one of the programs, we ran all the tests again to make sure
that nothing was broken.

6.9 Summary

The better you write your code originally, the fewer bugs it will have and the more
confident you can be that your testing has been thorough. Testing boundary condi-
tions asyou write is an effective way to eliminate a lot of silly little bugs. Systematic
testing tries to probe at potential trouble spots in an orderly way; again. failures are
most commonly found at boundaries. which can be explored by hand or by program.
As much as possible, it is desirable to automate testing, since machines don't make
mistakes or get tired or fool themselves into thinking that something is working when
it isn't. Regression tests check that the program still produces the same answers as it
used to. Testing after each small change is agood technique for localizing the source
of any problem because new bugs are most likely to occur in new code.

The single most important rule of testing istodoit.

Supplementary Reading

One way to learn about testing is to study examples from the best freely available
software. Don Knuth's ** The Errorsof TEX,"" in Software—Practice and Experience,
19, 7, pp. 607-685, 1989, describesevery error found to that point in the TEX format-
ter, and includes a discussion of Knuth's testing methods. The TRIP test for TEX isan
excellent example of a thorough test suite. Perl also comes with an extensive test
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suite that is meant to verify its correctness after compilation and installation on a new
system, and includes modules such as MakeMaker and TestHarness that aid in the
construction of testsfor Perl extensions.

Jon Bentley wrote a series of articles in Communications of the ACM that were
subsequently collected in Programming Pearls and More Programming Pearls, pub-
lished by Addison-Wedey in 1986 and 1988 respectively. They often touch on test-
ing, especially frameworksfor organizing and mechanizingextensive tests.



7

Performance

His promises were, as he then was, mighty;
But his performance, as he is now, nothing.

Shakespeare, King Henry VIII

Long ago, programmers went to great effort to make their programs efficient
because computers were dow and expensive. Today, machinesare much cheaper and
faster, so the need for absolute efficiency isgreatly reduced. Isit still worth worrying
about performance?

Yes, but only if the problem is important, the program is genuinely too slow, and
there is some expectation that it can be made faster while maintaining correctness,
robustness, and clarity. A fast program that gets the wrong answer doesn't save any
time.

Thus the first principle of optimization is don't. Is the program good enough
aready? Knowing how a program will be used and the environment it runs in, is
there any benefit to making it faster? Programs written for assignmentsin a college
class are never used again; speed rarely matters. Nor will speed matter for most per-
sonal programs, occasional tools, test frameworks, experiments, and prototypes. The
run-time of a commercial product or a central component such as a graphics library
can be critically important, however, so we need to understand how to think about
performanceissues.

When should we try to speed up a program? How can we do so? What can we
expect to gain? This chapter discusses how to make programs run faster or use less
memory. Speed is usually the most important concern, so that is mostly what we'll
talk about. Space (main memory. disk) is less frequently an issue but can be crucial,
so we will spend some time and space on that too.

As we observed in Chapter 2, the best strategy is to use the simplest, cleanest
algorithms and data structures appropriate for the task. Then measure performance to
see if changes are needed; enable compiler options to generate the fastest possible
code; assess what changes to the program itself will have the most effect; make

165
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changes one at atime and re-assess; and keep the simple versions for testing revisions
against.

Measurement isacrucial component of performance improvement since reasoning
and intuition are fallible guides and must be supplemented with tools like timing com-
mands and profilers. Performance improvement has much in common with testing,
including such techniques as automation, keeping careful records, and using regres-
sion tests to make sure that changes preserve correctness and do not undo previous
improvements.

If you choose your algorithms wisely and write well originally you may find no
need for further speedups. Often minor changes will fix any performance problems in
well-designed code. while badly-designed code will require major rewriting.

7.1 A Bottleneck

Let us begin by describing how a bottleneck was removed from acritical program
in our loca environment.

Our incoming mail funnels through amachine, called a gateway, that connects our
internal network with the external Internet. Electronic mail messages from outside—
tens of thousands aday for acommunity of afew thousand people— arriveat the gate-
way and are transferred to the internal network; this separation isolates our private
network rom the public Internet and allows us to publish a single machine name (that
of the gateway) for everyone in the community.

One of the services of the gateway is to filter out "*spam."” unsolicited mail that
advertises services of dubious merit. After successful early trials of the spam filter,
the service was installed as a permanent feature for all users of the mail gateway, and
a problem immediately became apparent. The gateway machine, antiquated and
already very busy, was overwhelmed because the filtering program was taking so
much time—much more time than was required for all the other processing of each
message— that the mail queues filled and message delivery was delayed by hours
while the system struggled to catch up.

This is an example of a true performance problem: the program was not fast
enough to do its job, and people were inconvenienced by the delay. The program
simply had to run much faster.

Simplifying quite a bit. the spam filter runs like this. Each incoming message is
treated as a single string, and a textual pattern matcher examines that string to seeiif it
contains any phrases from known spam, such as "* Make millions in your spare time"**
or "*XXX-rated." Messages tend to recur, so this technique is remarkably effective,
and if a spam message is not caught, a phrase is added to the list to catch it next time.

None of the existing string-matching tools, such as grep, had the right combina-
tion of performance and packaging. so a special-purpose spam filter was written. The
original code was very simple; it looked to see if each message contained any of the
phrases (patterns):
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/= isspam: test mesg for occurrence of any pat =/
i nt isspam(char *mesg)
{
int i;
for (i = 0; i < npat; i++)
i f (strstr(mesg, pat[i]) != NULL) {
printf ("spam: match for ‘%s’\n", pat{il);
return 1;

|
return 0;

How could this be made faster? The string must be searched, and the str str function
from the C library is the best way to search: it's standard and efficient.

Using profiling, a technique welll tak about in the next section, it became clear
that the implementation of strstr had unfortunate properties when used in a spam
filter. By changing the way strstr worked, it could be made more efficient for this
particular problem

The existing implementationof st rstr looked somethinglike this:

/+ simple strstr: use strchr to look for first character =/
char =strstr(const char =s1, const char #s2)

I
int n;
n = strlen(s2);
for G |
sl = strchr(sl, s2[0]1);
if (sl == NULL)
return NULL;
if (strncmp(sl, s2, n) == 0)
return (char a) sl;
sl++;

It had been written with efficiency in mind, and in fact for typica use it was fast
because it used highly-optimized library routines to do the work. It called strchr to
find the next occurrence of thefirst character of the pattern, and then called strncmp
to seeif therest of the string matched the rest of the pattern. Thus it skipped quickly
over most of the message looking for the first character of the pattern. and then did a
fast scan to check the rest. Why would this perform badly?

There are several reasons. First, strncmp takes as an argument the length of the
pattern. which must be computed with strlen. But the patterns are fixed, so it
shouldn't be necessary to recomputetheir lengthsfor each message.

Second, strncmp has acomplex inner loop. It must not only compare the bytes of
the two strings, it must look for the terminating \0 byte on both strings while also
counting down the length parameter. Since the lengthsof all the strings are known in
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advance (though not to strncmp), this complexity is unnecessary; we know the counts
are right so checking for the \0 wastestime.

Third, strchr isaso complex, since it must look for the character and also watch
for the \0 byte that terminatesthe message. For a given call to isspam, the message
is fixed, so time spent looking for the \0 is wasted since we know where the message
ends.

Finally, although strnemp, strchr, and strlen are al efficient in isolation, the
overhead of calling these functions is comparable to the cost of the calculation they
will perform. It's more efficient to do all the work in a special, carefully written ver-
sion of strstr and avoid calling other functions altogether.

These sorts of problems are a common source of performance trouble—a routine
or interface works well for the typical case, but performs poorly in an unusua case
that happensto be central to the program at issue. Theexisting str str was fine when
both the pattern and the string were short and changed each call, but when the string is
long and fixed, theoverhead is prohibitive.

With thisin mind, strstr was rewritten to wak the pattern and message strings
together looking for matches, without calling subroutines. The resulting implementa-
tion has predictable behavior: it is slightly slower in some cases, but much faster in
the spam filter and, most important, is never terrible. To verify the new
implementation’s correctness and performance, a performance test suite was built.
This suite included not only simple examples like searching for a word in a sentence,
but also pathological cases such as looking for a pattern of asingle x in a string of a
thousand €'s and a pattern of a thousand x's in a string of a single e, both of which
can be handled badly by naiveimplementations. Such extreme cases are a key part of
performance eval uation.

The library was updated with the new strstr and the sparn filter ran about 30%
faster, agood payoff for rewriting asingle routine.

Unfortunately, it was still too slow.

When solving problems, it's important to ask the right question. Up to now,
weve been asking for the fastest way to search for a textual pattern in a string. But
thereal problem isto search for alarge, fixed set of textual patternsin along, variable
string. Put that way, strstr is not so obviously the right solution.

The mogt effective way to make a program faster is to use a better algorithm.
With a clearer idea of the problem, it's time to think about what algorithm would
work best.

The basic loop,

for (i = 0; i < npat; i++)
i f (strstr(mesg, pat[i]) !'= NULL)
return 1;

scans down the message npat independent times,; assuming it doesn't find any
matches, it examines each byte of the message npat times, for a tota of
strlen(mesg)+npat comparisons.
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A better approach is to invert the loops, scanning the message once in the outer
loop while searching for al the patternsin parallel in the inner loop:

for (j = 0; mesg[j] '= '\O’; j++)
i f (some pattern matches starting at mesg[jl)
return 1;

The performance improvement stems from a simple observation. To see if any pat-
tern matches the message at position j, we don't need to look at al patterns, only
those that begin with the same character as mesg[j]. Roughly. with 52 upper and
lower-caseletters we might expect to do only strlen(mesg)*npat/52 comparisons.
Since thelettersare not evenly distributed —words begin with s much more often than
x—we won't see afactor of 52 improvement, but we should see some. In effect, we
construct a hash table using the first character of the pattern as the key.

Given some precomputation to construct a table of which patterns begin with each
character, i sspam is still short:

int patlen[NPAT] ; /* length of pattern =/
int starting[UCHAR_MAX+1][NSTART] ; /* pats starting with char =/
int nstarting[UCHAR_MAX+1]; /+ number of such patterns =/

/+ isspam: test mesg for occurrence of any pat =/
int #sspam(char xmesg)

inti, j, k;
unsigned char c;

for (3 = 0; (c = mesg[j1) !'= °\0"; j++ |
for i= 0; i < nstartinglcl; i++) {
k = starting[c][i];
i f (memcmp(mesg+j, pat[k] , patlen[k]) = 0) {
printf("spam: match for *‘%s’\n", patl[k]l);
return 1;

}
}

return 0;

The two-dimensional array starting[c] [] stores, for each character c, the indicesof
those patterns that begin with that character. Its companion nstarting{c] records
how many patternsbegin with c. Without these tables, the inner loop would run from
0 to npat, about a thousand; instead it runs from O to something like 20. Finally, the
array element patlen[k] storesthe precomputed resultof strlen(pat{k]).

The following figure sketches these data structures for a set of three patternsthat
begin with the letter b:
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nstarting: starting: patlen: pat:
3 [*b*1[17]35]97]
[171] 4 ——={ buy! |
[3s1 9 ——{ big bucks |
[971f 14 —+—w{ best pictures!

The codeto build thesetablesis easy:

int i;
unsigned char c;
for (i =0O; i < npat; i++) {
C = pat[i1[0];
i f (nstarti glc] >= NSTARI)
epri ntf ("too many patterns (>=%d) begin *%c’'",
NSTART, c);
starting{c][nstarting[c]++] = 1i;
patlen[i] = strien(pat[il);
}

Depending on the input, the spam filter is now five to ten times faster than it was
using the improved strstr, and seven to fifteen times faster than the original imple-
mentation. We didn't get afactor of 52, partly because of the non-uniform distribu-
tion of letters, partly because the loop is more complicated in the new program, and
partly becausethereare still many failing string comparisonsto execute, but the spam
filter is no longer the bottleneck for mail delivery. Performance problem solved.

The rest of this chapter will explore the techniques used to discover performance
problems, isolate the slow code. and speed it up. Before moving on, though, it's
worth looking back at the spam filter to see what lessons it teaches. Most important,
make sure performancematters. It wouldn't have been worth al the effort if spam fil-
tering wasn't a bottleneck. Once we knew it was a problem, we used profiling and
other techniquesto study the behavior and learn where the problem redlly lay. Then
we made sure we were solving the right problem, examining the overall program
rather than just focusing on strstr, the obvious but incorrect suspect. Finaly, we
solved the correct problem using a better algorithm, and checked that it really wasfas-
ter. Once it wasfast enough, we stopped; why over-engineer?
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Exercise7-1. A table that maps a single character to the set of patterns that begin
with that character gives an order of magnitude improvement. Implement a version of
i sspam that uses two characters as the index. How much improvement does that lead
to? Thesc arc simple special cases of a data structure called a trie. Most such data
structuresare based on trading space for time. O

7.2 Timing and Profiling

Automate timing measurements. Most systems have a command to measure how
long a program takes. On Unix. thecommand iscalled time:

% time slowprogram

real 7.0
user 6.2
Sys 0.1

%

This runs the command and reports three numbers, al in seconds: "'red"" time, the
elapsed time for the program to complete; ""user'* CPU time. time spent executing the
user's program; and "*system' CPU time, time spent within the operating system on
the program's behalf. If your system has a similar command, use it; the numbers will
be more informative, reliable, and easier to track than time measured with a stop-
watch. And keep good notes. As you work on the program, making modifications
and measurements, you will accumulatea lot of data that can become confusing a day
or two later. (Which version was it that ran 20% faster?) Many of the techniqueswe
discussed in the chapter on testing can be adapted for measuring and improving per-
formance. Use the machine to run and measure your test suites and, most important,
use regression testing to make sure your modificationsdon't break the program.

If your system doesn't have a time command, or if you're timing a function in
isolation, it's easy to construct a timing scaffold analogous to a testing scaffold. C
and C++ providea standard routine, clock, that reports how much CPU time the pro-
gram has consumed so far. It can be called before and after a function to measure
CRU usage:

#incl ude <time.h>
#include <stdio.h>

clock—t before;
doubl e elapsed;

before = clock();

long-running_functionQ) ;

elapsed = clock() - before;

printf("function used %.3f seconds\n",
el apsed/CLOCKS_PER_SEQ);
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The scaling term, O.OCKSHER-SC, recordsthe resolution of the timer as reported by
clock. If the function takes only a small fraction of a second, run it in a loop. but be
sure to compensate for loop overhead if that is significant:

before = clock();

for (i = 0; i < 1000; i++)
short-running_function();

elapsed = (clock()-before)/(double)i;

In Java, functionsin the Date class give wal clock time, which isan approximation to
CPU time:

Date before = nav Date();
long-runni ng_functionQ);
Date after = new Date();
long elapsed = after.getTime() - before.getTime();

The return value of getTime is in milliseconds.

Use a profiler. Besides a reliable timing method, the most important tool for perfor-
mance analysis is a system for generating profiles. A profile is a measurement of
where a program spends its time. Some profiles list each function, the number of
timesit is called, and the fraction of execution time it consumes. Others show counts
of how many times each statement was executed. Statements that are executed fre-
quently contribute more to run-time, while statements that are never executed may
indicate uselesscode or code that is not being tested adequately.

Profiling is an effective tool for finding hot spots in a program, the functions or
sections of code that consume most of the computing time. Profiles should be inter-
preted with care, however. Given the sophistication of compilersand the complexity
of caching and memory effects. as well as the fact that profiling a program affects its
performance, the statisticsin a profilecan be only approximate.

In the 1971 paper that introduced the term profiling, Don Knuth wrote that “*less
than 4 per cent of a program generally accounts for more than haf of its running
time!" This indicates that the way to use profiling is to identify the critical time-
consuming parts of the program, improve them to the degree possible, and then mea-
sure again to see if a new hot spot has surfaced. Eventually, often after only one or
two iterations. thereis no obvious hot spot |eft.

Profiling is usually enabled with a special compiler flag or option. The program is
run, and then an analysis tool shows the results. On Unix, the flag is usualy -p and
thetool iscalled prof:

% CC -p spamtest.c -0 spamtest
% spamtest
% prof spamtest

The following table shows the profilegenerated by aspecial versionof the spam filter
we built to understand its behavior. It uses a fixed message and a fixed set of 217
phrases, which it matchesagainst the message 10,000 times. This run on a 250 MHz
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MIPS R10000 used the origina implementation of strstr that calls other standard
functions. The output has been edited and reformatted so it fits the page. Notice how
sizes of input (217 phrases) and the number of runs (10.000) show up as consistency
checksin the *"calls™ column, which countsthe number of calls of each function.

12234768552: Totd number of instructionsexecuted
13961810001: Totd computed cycles
55.847: Totd computed execution time (secs.)
1.141: Averagecydesl ingruction

secs % cum% cydes ingructions cals function
45260 810%  810% 11314990000 9440110000 48350000 drchr
6.081 10.9% 91.9% 1520280000 1566460000 46180000  strncmp
2.592 4.6% 96.6% 648080000 854500000 2170000  strstr
1.825 3.3% 99.8% 456225559 344882213 2170435  drlen

0.088 0.2%  100.0% 21950000 28510000 10000 isypam
0.000 0.0%  100.0% 100025 100028 1  man
0.000 0.0% 100.0% 53677 70268 219 _memocpy
0.000 0.0% 100.0% 48888 46403 217 strepy
0.000 0.0% 100.0% 17989 19894 219 fgets
0.000 0.0% 100.0% 16798 17547 230 mdloc
0.000 0.0%  100.0% 10305 10900 204  realfree
0.000 0.0%  100.0% 6293 7161 217 estrdup
0.000 0.0%  100.0% 6032 8575 231 deanfree
0.000 0.0% 100.0% 5932 5729 1 readpat
0.000 0.0% 100.0% 5899 6339 219 getline
0.000 0.0% 100.0% 5500 5720 220 malloc

It's obvious that strchr and strncmp, both called by strstr, completely domi-
nate the performance. Knuth's guideline is right: a small part of the program con-
sumes most of the run-time. When a program is first profiled, it's common to see the
top-running function at 50 percent or more, as it is here, making it easy to decide
whereto focus attention.

Concentrate on the hot spots. After rewriting strstr, we profiled spamtest again
and found that 99.8% of the time was now spent in strstr alone. even though the
whole program was considerably faster. When a single function is so overwhelm-
ingly the bottleneck, thereare only two ways to go: improve the function to use a bet-
ter algorithm, or eliminate the function altogether by rewriting the surrounding pro-
gram.

In this case, we rewrote the program. Here are thefirst few lines of the profile for
spamtest using thefinal, fast implementation of i sspam. Notice that the overall time
is much less. that mememp is now the hot spot, and that isspam now consumes a sig-
nificant fraction of the computation. It is more complex than the version that called
strstr, but itscost is more than compensated for by eliminating strien and strchr
fromisspam and by replacing strncmp with mememp, which does less work per byte.
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secs G cum% cvdes ingructions cdls function
3524  56.9% 56.9% 880890000 1027590000 46180000 memecmp
2662 43.04 100.04. 665550000 902920000 10000 ispan
0001 00% 1000% 140304 106043 652 drlen
0000 0.0% 100.0% 100025 100028 1  man

It's instructive to spend some time comparing the cycle counts and number of
calls in the two profiles. Notice that strlen went from a couple of million cals to
652, and that strncmp and memcmp are called the same number of times. Also notice
that isspam, which now incorporatesthe function of strchr, still managesto use far
fewer cyclesthan strchr did before becauseit examinesonly the relevant patternsat
each step. Many more details of the execution can be discovered by examining the
numbers.

A hot spot can often be eliminated, or at least cooled, by much simpler engineer-
ing than we undertook for the spam filter. Long ago, a profileof Awk indicated that
one function was being called about a million times over the course of a regression
test, in thisloop:

2 for ( = 1; j < MAXFLD; j++)
2 clear(3);

The loop, which clears fields before each new input line is read, was taking as much
as 50 percent of the run-time. The constant MAXFLD. the maximum number of fields
permitted in an input line, was 200. But in most uses of Awk, the actual humber of
fields was only two or three. Thus an enormous amount of time was being wasted
clearing fields that had never been set. Replacing the constant by the previous value
of the maximum number of fields gave a 25 percent overall speedup. The fix was to
change the upper limit of the loop:

for (j =i; ] < maxfld; j++)
clear(j);
maxfld =i ;

Draw a picture. Pictures are especially good for presenting performance measure-
ments. They can convey information about the effects of parameter changes, compare
algorithms and data structures, and sometimes point to unexpected behavior. The
graphs of chain length counts for several hash multipliersin Chapter 5 showed clearly
that some multiplierswere better than others.

The following graph shows the effect of the size of the hash table array on run-
time for the C version of markov with Psalms as input (42,685 words, 22,482 pre-
fixes). We did two experiments. One set of runs used array sizes that are powers of
two from 2 to 16.384; the other used sizes that are the largest prime less than each
power of two. We wanted to see if a prime array size made any measurabledifference
to the performance.
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The graph shows that run-time for thisinput is not sensitive to the table size once
the size is above 1,000 elements, nor is there a discernible difference between prime
and power-of-twotable sizes.

Exercise7-2. Whether or not your system has a time comunand, use clock or
getTime to write a timing facility for your own use. Compare its times to a wall
clock. How does other activity on the machineaffect thetimings? O

Exercise7-3. In the first profile, strchr was called 48,350,000 times and strncmp
only 46,180,000. Explain the difference. O

7.3 Strategies for Speed

Before changing a program to make it faster, be certain that it redly is too slow,
and use timing tools and profilers to discover where the time is going. Once you
know what's happening, there are a number of strategiesto follow. We list afew here
in decreasing order of profitability.

Use a better algorithm or data structure. The most important factor in making a pro-
gram faster is the choice of algorithm and data structure; there can be a huge differ-
ence between an algorithm that is efficient and one that is not. Our spam filter saw a
change in data structure that was worth a factor of ten; even greater improvement is
possible if the new algorithm reduces the order of computation, say from O(n?) to
O(nlogn). We covered this topic in Chapter 2, so we won't dwell on it here,

Be sure that the complexity is really what you expect; if not, there might be a hid-
den performancebug. This apparently linear algorithm for scanning a string,

? for (8= 0; i < strlen(s); i++)
if (s[i] = ©

~

?
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isin fact quadratic: if s hasn characters, each call to strien waksdown the n char-
actersof thestring and the loop is performed n times.

Enable compiler optimizations. One zero-cost change that usually produces a reason-
ableimprovement is to turn on whatever optimization the compiler provides. Modem
compilers do sufficiently well that they obviate much of the need for small-scale
changes by programmers.

By default, most C and C++ compilersdo not attempt much optimization. A com-
piler option enables the optimizer (**improver™ would be a more accurate term). It
should probably be the default except that the optimizations tend to confuse source-
level debuggers, so programmers must enable the optimizer explicitly once they
believe the program has been debugged.

Compiler optimization usually improvesrun-time anywhere from afew percent to
a factor of two. Sometimes, though, it slows the program down, so measure the
improvement before shipping your product. We compared unoptimized and opti-
mized compilation on a couple of versionsof the spam filter. For the test suite using
the final version of the matching algorithm, the original run-time was 8.1 seconds,
which dropped to 5.9 seconds when optimization was enabled, an improvement of
over 25%. On the other hand, the version that used the fixed-up strstr showed no
improvement under optimization, becausestrstr had already been optimized when it
was installed in the library; the optimizer applies only to the source code being com-
piled now and not to the system libraries. However, some compilers have global opti-
mi zer ~which analyze the entire program for potential improvements. If such a com-
piler isavailableon your system, try it; it might squeeze out afew morecycles.

One thing to be aware of is that the more aggressively the compiler optimizes, the
more likely it isto introducebugsinto the compiled program. After enabling the opti-
mizer, re-run your regression test suite. as you should for any other modification.

Tune the code. The right choice of algorithm matters if data sizes are big enough.
Furthermore, algorithmic improvements work across different machines, compilers
and languages. But once the right algorithm is in place, if speed is till an issue the
next thing to try is tuning the code: adjusting the details of loops and expressions to
make thingsgo faster.

The version of isspam we showed at the end of Section 7.1 hadn't been tuned.
Here, welll show what further improvements can be achieved by tweaking the loop.
Asareminder, thisis how we l€eft it:

for (j = 0; (c = mesg[j1) != '\0’; j++) {
for (i = 0; i < nstarting[c]; i++) {
k = starting[c][i];
i f (memcmp(mesg+j, pat[k] , patlen[k]) = 0) {
printf("spam: match for ‘%s’\n", pat[kl);
return 1;



SECTION7.3 STRATEGIES FOR SPEED 177

This initial version takes 6.6 seconds in our test suite when compiled using the opti-
mizer. Theinner loop hasan array index (nstarting[c]) in itsloop condition whose
value is fixed for each iteration of the outer loop. We can avoid recalculating it by
saving the valuein alocal variable:

for (G = 0; (c = mesg[j]) !'= "\0’; j++) {
n = nstarting[c] ;
for (A =051 <n; i++) {

k = startingl[cl[i];

Thisdrops the timeto 5.9 seconds, about 10% faster, a speedup typical of what tuning
can achieve. There's another variablewe can pull out: starting[c] isalsofixed. It
seems like pulling that computation out of the loop would also help, but in our testsit
made no measurable difference. This. too. is typical of tuning: some things help,
some things don't. and one must measure to find out which. And results will vary
with different machinesor compilers.

There is another change we could make to the spam filter. The inner loop com-
pares the entire pattern against the string. but the algorithm ensures that the first char-
acter already matches. We can therefore tune the code to start mememp one byte fur-
ther along. We tried this and found it gave about 3% improvement, which is slight
but it requires modifying only three lines of the program, one of them in precomputa-
tion.

Don't optimize what doesn't matter. Sometimes tuning achieves nothing becauseit is
applied where it makes no difference. Make sure thecode you're optimizing is where
time is really spent. The following story might be apocryphal, but we'll tel it any-
way. An early machine from a now-defunct company was analyzed with a hardware
performance monitor and discovered to be spending 50 percent of its time executing
the same sequence of several instructions. The engineers built a special instructionto
encapsulate thefunction of the sequence, rebuilt the system, and found it made no dif-
ferenceat all; they had optimized the idleloop of the operating system.

How much effort should you spend making a program run faster? The main crite-
rion is whether the changes will yield enough to be worthwhile. As a guideline, the
personal time spent making a program faster should not be more than the time the
speedup will recover during the lifetime of the program. By this rule, the algorithmic
improvement to i sspam was worthwhile: it took a day of work but saved (and contin-
ues to save) hoursevery day. Removing the array index from theinner loop was less
dramatic, but still worth doing, since the program provides a service to a large com-
munity. Optimizing public services like the spam filter or a library is almost always
worthwhile; speeding up test programs is almost never worthwhile. And for a pro-
gram that runs for a year, squeeze out everything you can. It may be worth restarting
if you find a way to make a ten percent improvement even after the program has been
running for a month.
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Competitive programs—games, compilers. word processors, spreadsheets, data-
base sysems—fdl into this category as well, since commercial successis often to the
swiftest, at least in published benchmark resuilts.

It's important to time programs as changes are being made, to make sure that
things are improving. Sometimes two changes that each improve a program will
interact, negating their individua effects. It's aso the case that timing mechanisms
can be so erratic that it's hard to draw firm conclusions about the effect of changes.
Even on single-user systems. times can fluctuate unpredictably. If the variability of
theinternal timer (or at least what is reported back to you) is ten percent, changes that
yield improvementsof only ten percent are hard to distinguish from noise.

7.4 Tuning the Code

There are many techniquesto reduce run-time when a hot spot isfound. Hereare
some suggestions. which should be applied with care. and with regression testing after
each to be sure that the code till works. Bear in mind that good compilers will do
some of these for you, and in fact you may impede their efforts by complicating the
program. Whatever you try, measureits effect to make sureit helps.

Collect common subexpressions. If an expensive computation appears multiple
times. do it in only one place and remember the result. For example. in Chapter 1 we
showed a macro that computed a distance by calling sqrt twice in a row with the
same values, in effect the computation was

? sqrt(dx=dx + dy=xdy) + ((sgrt(dxzdx + dyzdy) > 0) ?2 ...)

Computethe square root once and use its valuein two places.
If a computation is done within a loop but does not depend on anything that
changes within the loop. move the computation outside, as when we replaced

for (i = 0; i < nstartinglc]l; i++) {

by

n = nstarting[c];
for G =0; i <n; i+» {

Replace expensiveoperations by cheap ones. The term reduction in strength refersto
optimizations that replace an expensive operation by a cheaper one. In olden times,
this used to mean replacing multiplications by additions or shifts. but that rarely buys
much now. Division and remainder are much slower than multiplication. however, so
there may be improvement if a division can be replaced with multiplication by the
inverse, or a remainder by a masking operation if the divisor is a power of two.
Replacing array indexing by pointersin C or C++ might speed things up, although
most compilersdo this automatically. Replacing a function call by a simpler calcula-
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tion can ill be worthwhile. Distance in the plane is determined by the formula
sqrt(dx=dx+dy=dy). SO to decide which of two points is further away would nor-
mdly involve calculating two square roots. But the same decision can be made by
comparing the squaresaof the distances;

if (dx1l#dx1l+dyl=dyl < dx2+dx2+dy2=dy2)

gives the same result as comparing the squareroots of the expressions.

Another instance occurs in textua pattern matchers such as our spam filter or
grep. If the pattern begins with a literal character, a quick search is made down the
input text for that character; if no match isfound, the more expensive search machin-
ery isnot invoked & all.

Unroll or eliminate loops. There is a certain overhead in setting up and running a
loop. If the body of the loop isn't too long and doesn't iterate too many times. it can
be more efficient to write out each iteration in sequence. Thus, for example.
for (i=0; 1 < 3; i++)
a[il = b[i1 + c[il;

becomes
a[0] = b[0] + c[0];
a[1] = b[1] + c[1];
a[2] = b[2] + c[2];

This eliminates loop overhead, particularly branching, which can dow modern pro-
cessors by interrupting the flow of execution.

If the loop is longer, the same kind of transformation can be used to amortize the
overhead over fewer iterations:

for (i =0; i < 3=n; i++)
a[il = b[i] *t c[il;

becomes

for (i=0; i < 3xn; i +=3) {
a[i+0] = b[i+0] + c[i+0];
ali+1] = b[i+1] + c[i+1];
a[i+2] = b[i+2] *+ c[i+2];
}

Note that this works only if the length is a multiple of the step size; otherwise addi-
tional code is needed to fix up the ends, which is a place for mistakes to creep in and
for someaf theefficiency to be lost again.

Cache frequently-used values. Cached values don't have to be recomputed. Caching
takes advantageof locality, the tendency for programs (and people) to re-use recently
accessed or nearby items in preference to older or distant data. Computing hardware
makes extensive use of caches; indeed. adding cache memory to acomputer can make
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great improvements in how fast a machine appears. The same is true of software.
Web browsers, for instance, cache pages and images to avoid the dow transfer of data
over the Internet. In a print preview program we wrote years ago, non-al phabeticspe-
cial characterslike'z hed to belooked up in atable. Measurement showed that much
of the use of specid characters involved drawing lines with long sequences of the
same single character. Caching just the single most recently used character made the
program significantly faster on typica inputs.

It's begt if the caching operation is invisible from outside, so that it doesn't affect
the rest of the program except for making it run faster. Thus in the case of the print
previewer, the interfaceto the character drawing function didn't change; it was always

drawchar(c) ;

The original version of drawchar called show(lookup(c)). The cache implementa
tion used internal static variables to remember the previous character and its code:

if (c = lastc) { /= update cache =/
lastc = c;
lastcode = 1ookup(c);

}

show(lastcode) ;

Write a special-purposeallocator. Often the single hot spot in a program is memory
alocation, which manifests itself as lots of calls on malloc or nev. When most
requests are for blocks of the same size, substantial speedupsare possible by replacing
calls to the general-purposeallocator by calls to a special-purposeone. The specia-
purpose allocator makes one call to malloc to fetch a big array of items, then hands
them out one at a time as needed, a cheaper operation. Freed items are placed back in
aree list sothey can be reused quickly.

If the requested sizesare similar, you can trade spacefor time by always allocating
enough for the largest request. This can be effectivefor managing short stringsif you
use thesamesizefor al strings up to a specified length.

Some algorithmscan use stack-based allocation, where a whole sequence of allo-
cationsis done, and then the entire set isfreed a once. The allocator obtains one big
chunk for itself and treatsit as a stack, pushing allocated items on as needed and pop-
ping them al off in a single operation at the end. Some C libraries offer a function
allocafor thiskind of allocation, though it is not standard. It usesthelocal call stack
as the source of memory, and frees all the items when the function that calls alloca
returns.

Buffer input and output. Buffering batches transactions so that frequent operations
are done with as little overhead as possible, and the high-overhead operations are
done only when necessary. The cost of an operation is thereby spread over multiple
data values. When a C program calls printf, for example, the characters are stored
in a buffer but not passed to the operating system until the buffer is full or flushed
explicitly. The operating system itself may in turn delay writing the datato disk. The
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drawback is the need to flush output buffers to make data visible; in the worst case,
information still in a buffer will belost if a program crashes.

Handle special cases separately. By handling same-sized objects in separate code,
special-purposeall ocators reduce time and space overhead in the general allocator and
incidentally reduce fragmentation. In the graphics library for the Inferno system, the
basic draw function was written to be as simple and straightforward as possible. With
that working, optimizations for a variety of cases (chosen by profiling) were added
one at a time; it was always possible to test the optimized version against the simple
one. Intheend, only a handful of cases were optimized because the dynamic distribu-
tion of calls to the drawing function was heavily skewed towards displaying charac-
ters; it wasn't worth writing clever codefor al the cases.

Precompute results. Sometimes it is possible to make a program run faster by pre-
computing values so they are ready when they are needed. We saw this in the spam
filter, which precomputed strlen(pat[i]) and stored it in the array at patlen[i].
If a graphics system needs to repeatedly compute a mathematical function like sine
but only for a discrete set of values, such as integer degrees, it will be faster to pre-
compute a table with 360 entries (or provide it as data) and index into it as needed.
Thisis an example of trading space for time. There are many opportunitiesto replace
code by data or to do computation during compilation, to save time and sometimes
space as well. For example, the ctype functions like isdigit are amost always
implemented by indexing into atable of bit flagsrather than by evaluating a sequence
of tests.

Use approximate values. If accuracy isn't an issue, use lower-precision data types.
On older or smaller machines, or machines that simulate floating point in software,
single-precision floating-point arithmetic is often faster than double-precision, so use
float instead of double to save time. Some modern graphics processors use a
related trick. The IEEE floating-point standard requires** graceful underflow"* as cal-
culations approach the low end of representable values, but this is expensive to com-
pute. For images, the feature is unnecessary, and it is faster and perfectly acceptable
to truncate to zero. This not only saves time when the numbers underflow, it can sim-
plify the hardware for al arithmetic. The use of integer sin and cos routines is
another example of using approximate values.

Rewrite in a lower-level language. Lower-level languages tend to be more efficient,
although at a cost in programmer time. Thus rewriting some critical part of a C++ or
Java program in C or replacing an interpreted script by a program in a compiled lan-
guage may makeit run much faster.

Occasionally, one can get significant speedups with machine-dependent code.
Thisis alast resort, not a step to be taken lightly, because it destroys portability and
makesfuture maintenanceand modificationsmuch harder. Almost aways, operations
to be expressed in assembly language are relatively small functions that should be
embedded in alibrary; memset and memmove, or graphicsoperations, are typical exam-
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ples. Theapproach isto writethe code as cleanly as possiblein a high-level language
and make sureit's correct by testing it as we described for memset in Chapter 6. This
is your portableversion, which will work everywhere, albeit slowly. When you move
to a new environment, you can start with a version that is known to work. Now when
you write an assembly-languageversion. test it exhaustively against the portableone.
When bugs occur. non-portablecode is always suspect: it's comforting to have a com-
parison implementation.

Exercise7-4. One way to makeafunction likememset run faster is to have it write in
word-sized chunks instead of byte-sized; this is likely to match the hardware better
and might reduce the loop overhead by a factor of four or eight. The downsideis that
thereare now a variety of end effectstodeal with if the target is not aligned on a word
boundary and if the length is not a multiple of the word size. Write a version of
memset that does this optimization. Compare its performance to the existing library
version and to a straightforward byte-at-a-timeloop. O

Exercise7-5. Write a memory allocator smalloc for C strings that uses a special-
purpose alocator for small strings but calls ma11oc directly for large ones. You will
need to define a struct to represent the strings in either case. How do you decide
whereto switch from calling smalloc tomalloc? O

7.5 Space Efficiency

Memory used to be the most preciouscomputing resource, always in short supply,
and much bad programming was done in an attempt to squeeze the most out of what
little therewas. The infamous""Y ear 2000 Problem™* is frequently cited as an exam-
ple of this, when memory was truly scarce, even the two bytes needed to store 19
were deemed too expensive. Whether or not space is the true reason for the
problem—such code may simply reflect the way people use dates in everyday life,
where the century is commonly omitted—it demonstrates the danger inherent in
short-sighted optimization.

In any case, times have changed, and both main memory and secondary storage
are amazingly cheap. Thus thefirst approach to optimizing space should be the same
as to improving speed: don't bother.

There are till situations, however, where space efficiency matters. If a program
doesn't fit into the available main memory, parts of it will be paged out, and that will
make its performance unacceptable. We see this when new versions of software
squander memory; it is a sad redlity that software upgrades are often followed by the
purchaseof more memory.

Save space by using the smallestpossible data type. One step to space efficiency isto
make minor changesto useexisting memory better. for example by using the smallest
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data type that will work. This might mean replacing i nt with short F the data will
fit; this is a common techniquefor coordinates in 2-D graphics systems, since 16 bits
are likely to handle any expected range of screen coordinates. Or it might mean
replacing doubl e with f 10at; the potential problemisloss of precision, since f Toats
usualy hold only 6 or 7 decimal digits.

In these cases and anal ogous ones, other changes may be required as well, notably
format specificationsin pri ntf and especially scanf statements.

The logical extension of this approach is to encode information in a byte or even
fewer bits, say a single bit where possible. Don't use C or C++ bitfields; they are
highly non-portable and tend to generate voluminous and inefficient code. Instead,
encapsulate the operations you want in functions that fetch and set individua bits
within words or an array of words with shift and mask operations. This function
returnsa group of contiguous bitsfrom the middleof a word:

/% getbits: get n bits from position p =/

/+ bits are numbered from 0 (least significant) up =/
unsigned int getbits(unsigned int x, int p, int n)

{

}

return (X »>> (p+1-n)) & ~(~0 << n);

If such functions turn out to be too slow, they can be improved with the techniques
described earlier in this chapter. In C++, operator overloading can be used to make
bit accesses|ook like regular subscripting.

Don't store what you can easily recompute. Changes like these are minor, however;
they are anal ogous to code tuning. Major improvementsare more likely to comefrom
better data structures, perhaps coupled with algorithm changes. Here's an example.
Many years ago, one of us was approached by a colleague who was trying to do a
computation on a matrix so large that it was necessary to shut down the machineand
reload a stripped-down operating system so the matrix would fit. He wanted to know
if there was an alternative, since this was an operational nightmare. We asked what
the matrix was like, and learned that it contained integer values, most of which were
Zero. In fact, fewer than five percent of the matrix elements were non-zero. This
immediately suggested a representation in which only the non-zero elements of the
matrix were stored, and each matrix accesslikem[i][j] would be replaced by a func-
tion call m(i,]j). There are several ways to store the data; the easiest is probably an
array of pointers, one for each row, each of which points to a compact array of col-
umn numbersand corresponding values. This has higher space overhead per non-zero
item but requires much less space overall, and athough individual accesses will be
slower, they will be noticeably faster than reloading the operating system. To com-
plete the story: the colleague applied the suggestion and went away completely satis-
fied.

We used a similar approach to solve a modem version of the same problem. A
radio design system needed to represent terrain data and radio signa strengths over a
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very large geographical area (100 to 200 kilometerson a side) to a resolution of 100
meters. Storing this as a large rectangular array exceeded the memory available on
the target machine and would have caused unacceptable paging behavior. But over
largeregions, the terrain and signal strength valuesare likely to be the same, so a hier-
archical representation that coalesces regions of the same value into a single cell
makes the problem manageable.

Variations on this theme are frequent, and so are specific representations, but all
share the same basic idea: store the common value or values implicitly or in a com-
pact form, and spend more time and space on the remaining values. If the most com-
mon valuesare really common, thisisawin.

The program should be organized so that the specific data representation of com-
plex types is hidden in a class or set of functions operating on a private data type.
This precaution ensures that the rest of the program will not be affected if the repre-
sentation changes.

Space efficiency concerns sometimes manifest themselves in the external repre-
sentation of information as well, both conversion and storage. In generadl, it is best to
store information as text wherever feasible rather than in some binary representation.
Text is portable, easy to read, and amenable to processing by all kinds of tools; binary
representations have none of these advantages. The argument in favor of binary is
usualy based on ** speed,"" but this should be treated with some skepticism, since the
disparity between text and binary forms may not be all that great.

Space efficiency often comes with a cost in run-time. One application had to
transfer a big image from one program to another. Images in a simple format called
AV were typically a megabyte, so we thought it would be much faster to encode
them for transfer in the compressed GIF format instead; those files were more like
50K bytes. But the encoding and decoding of GIF took as much time as was saved by
transferring a shorter file, so nothing was gained. The code to handle the GIF format
is about 500 lines long; the FAM source is about 10 lines. For ease of maintenance,
therefore, the GIF encoding was dropped and the application continues to use FRVI
exclusively. Of course the tradeoff would be different if the file were to be sent
across a slow network instead; then a GIF encoding would be much more cost-
effective.

7.6 Estimation

It's hard to estimate ahead of time how fast a program will be, and it's doubly
hard to estimate the cost of specific language statementsor machineinstructions. It's
easy, though, to create a cost model for alanguage or a system, which will give you at
least arough idea of how long important operations take.

One approach that is often used for conventional programming languagesis a pro-
gram that times representativecode sequences. There are operational difficulties, like
getting reproducible results and canceling out irrelevant overheads, but it is possible
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to get useful insights without much effort. For example, we have a C and C++ cost
model program that estimates the costs of individual statements by enclosing them in
aloop that runs them many millions of times, then computes an average time. On a
250 MHz MIPS R10000, it produces this data, with times in nanoseconds per opera-
tion.

Int Operations

14—+ 8
il=42+i3 12
il=1i2 -i3 12
il=12 % i3 12
il=1i2 /i3 114
il=12 % i3 114
Float Operations
fl="f2 8
fl=f2+13 12
fl=+f2 - 13 12
fl=F2 = 3 11
fl=Ff2/ 13 28
Double Operations
dl = d2 8
dl=d2 + d3 12
dl =d2 - d3 12
dl =d2 = d3 11
dl=d2 / d3 58
Numeric Conversions
il=fl 8
fl=11 8

Integer operations are fast, except for division and modulus. Floating-point opera-
tions are as fast or faster, a surprise to people who grew up a a time when floating-
point operationswere much more expensive than integer operations.

Other basic operations are also quite fast, including function calls, the last three
lines of this group:

Integer Vector Operations

v[i] =i 49
viv[ill = i 81
vlvIv[ill]l =1 100
Control Structures
if (=5 il++ 4
if (i !'=5 1il++ 12
while (i < 0) il++ 3
il = suml(i2) 57
il = sum2(i2, i3) 58
il = sum3(i2, i3, i4) 54

But input and output are not so cheap, nor are most other library functions:
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Input/Output
fputs(s, fp) 270
fgets(s, 9, fp) 222
fprintf(fp, "%d\n", i) 1820
fscanf (fp, "%d", &il) 2070
Malloc
free(malioc(8)) 342
String Functions
strcpy(s, "0123456789") 157
il = strcmp(s, s) 176
il = stromp(s, "al23456789") 64
String/Number Conversions
il = atoi("12345") 402
sscanf(“12345", "%d", &i1) 2376
sprintf(s, "%d", i) 1492
fl = atof("123.45™) 4098
sscanf("123.45", "%f", &fl) 6438
sprintf(s, "%6.2f", 123.45) 3902

The timesfor malloc and f r ee are probably not indicative of true performance, since
freeing immediately after allocating is not a typical pattern.
Finally, math functions:

Math Functions

il = randQ 135
fl = log(f2) 418
fl = exp(f2) 462
fl =sin(f2) 514
fl = sqrt(f2) 112

These values would be different on different hardware, of course, but the trends
can be used for back-of-the-envelope estimates of how long something might take, or
for comparing the relative costs of 1/O versus basic operations, or for deciding
whether to rewrite an expression or use an inline function.

There are many sources of variability. One is compiler optimization level. Mod-
em compilers can find optimizationsthat elude most programmers. Furthermore, cur-
rent CPUs are so complicated that only a good compiler can take advantage of their
ability to issue multiple instructions concurrently, pipeline their execution, fetch
instructions and data before they are needed, and the like.

Computer architecture itself is another major reason why performance numbers
are hard to predict. Memory caches make a great difference in speed, and much clev-
erness in hardware design goes into hiding the fact that main memory is quite a bit
slower than cache memory. Raw processor clock rates like ‘400 MHz"" are sugges-
tive but don't tell the whole story; one of our old 200 MHz Pentiums is significantly
slower than an even older 100 MHz Pentium because the latter has a big second-level
cache and the former has none. And different generations of processor, even for the
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same instruction set, take different numbers of clock cycles to do a particular opera-
tion.

Exercise7-6. Create a set of tests for estimating the costs of basic operations for
computers and compilers near you, and investigate similarities and differencesin per-
formance. O

Exercise7-7. Create a cost model for higher-level operations in C++. Among the
features that might be included are construction, copying, and deletion of class
objects; member function calls; virtual functions; inline functions; the iostream
library; the STL. This exercise is open-ended, so concentrate on a small set of repre-
sentative operations. O

Exercise7-8. Repeat the previousexercisefor Java. O

7.7 Summary

Once you have chosen the right algorithm, performance optimization is generally
the last thing to worry about as you write a program. If you must undertakeit, how-
ever, thebasic cycleis to measure, focus on the few places where a change will make
the most difference, verify the correctness of your changes, then measure again. Stop
as soon as you can, and preserve the simplest version asa baselinefor timing and cor-
rectness.

When you're trying to improve the speed or space consumption of a program, it's
a good idea to make up some benchmark tests and problems so you can estimate and
keep track of performance for yourself. If there are already standard benchmarks for
your task, use them too. If the program isrelatively self-contained, one approach isto
find or create a collection of **typica"" inputs; these might well be part of a test suite
as well. Thisis the genesis of benchmark suites for commercial and academic sys-
tems like compilers, computers, and thelike. For example, Awk comes with about 20
small programs that together cover most of the commonly-used language features;
these programs are run over a very large input file to assure that the same results are
computed and that no performance bug has been introduced. We also have a collec-
tion of standard large data files that can be used for timing tests. In some cases it
might help that such files have easily verified properties, for example a size that isa
power of ten or of two.

Benchmarking can be managed with the same kind of scaffolding as we recom-
mended for testing in Chapter 6. Timing tests are run automatically; outputs include
enough identification that they can be understood and replicated; records are kept so
that trends and significant changes can be observed.

By the way, it's extremely difficult to do good benchmarking, and it is not
unknown for companies to tune their products to show up well on benchmarks. soitis
wiseto takeall benchmark results with a grain of salt.
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Supplementary Reading

Our discussion of the spam filter is based on work by Bob Flandrena and Ken
Thompson. Their filter includes regular expressions for more sophisticated matching
and automatically classifies messages (certainly spam, possibly spam, not spam)
according to the strings they match.

Knuth's profiling paper, " An Empirical Study of FORTRAN Programs,”* appeared
in Software—Practiceand Experience, 1, 2, pp. 105-133, 1971. The coreof the paper
isadtatistical analysisof aset of programsfound by rummaging in waste baskets and
publicly-visible directories on the computer center's machines.

Jon Bentley's Programming Pearls and More Programming Pearls (Addison-
Wesley, 1986 and 1988) have several fine examples of algorithmic and code-tuning
improvements; there are also good essays on scaffolds for performance improvements
and the use of profiles.

Inner Loops, by Rick Booth (Addison-Wesley, 1997), is a good reference on tun-
ing PC programs, although processorsevolve so fast that specific details age quickly.

John Hennessy and David Patterson's family of books on computer architecture
(for example, Computer Organization and Design: The Hardware/Software | nterface,
Morgan Kaufman, 1997) contain thorough discussions of performance considerations
for modem computers.
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Portability

Finally, standardization, like convention, can be another manifesta-
tion Of the strong order. Bur unlike convention it has been accepted
in Modern architecture as an enriching product of our technology,
yet dreaded for its potential domination and brutality.

Robert Venturi, Complexity and Contradiction in Architecture

It's hard to write software that runs correctly and efficiently. So once a program
works in one environment, you don't want to repeat much of the effort if you move it
to a different compiler or processor or operating system. Ideally, it should need no
changes whatsoever.

This ideal is called portability. In practice, ' portability"™ more often stands for
the weaker concept that it will be easier to modify the program as it moves than to
rewriteit from scratch. Thelessrevision it needs, the more portable it is.

You may wonder why we worry about portability at all. If software is going to
run in only one environment, under specified conditions, why spend time giving it
broader applicability? First, any successful program, almost by definition, gets used
in unexpected ways and unexpected places. Building software to be more generd
than its original specification will result in ess maintenance and more utility down the
road. Second, environments change. When the compiler or operating system or hard-
wareis upgraded, features may change. The less the program depends on specia fea
tures, the less likely it isto break and the more easily it will adapt to changing circum-
stances. Finally, and most important, a portable program is a better program. The
effort invested to make a program portable also makes it better designed, better con-
structed, and more thoroughly tested. The techniques of portable programming are
closely related to the techniques of good programming in general.

Of course the degree of portability must be tempered by redlity. Thereis no such
thing as an absolutely portable program, only a program that hasn't yet been tried in
enough environments. But we can keep portability as our goal by aiming towards
software that runs without change almost everywhere. Even if this goal isn't met

189
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completely, time spent on portability as the program is created will pay off when the
software must be updated.

Our message is this: try to write software that works within the intersection of the
various standards, interfaces and environments it must accommodate. Don't fix every
portability problem by adding special code; instead, adapt the software to work within
the new constraints. Use abstraction and encapsulation to restrict and control
unavoidable non-portable code. By staying within the intersection of constraints and
by localizing system dependencies, your code will become cleaner and more general
asitis ported.

8.1 Language

Stick to the standard. The first step to portable code is of course to program in a
high-level language, and within the language standard if there is one. Binaries don't
port well, but source code does. Even so, the way that a compiler trandates a pro-
gram into machine instructions is not precisely defined, even for standard languages.
Few languages in wide use have only a single implementation; there are usually mul-
tiple suppliers, or versions for different operating systems, or releases that have
evolved over time. How they interpret your source code will vary.

Why isn't a standard a strict definition? Sometimes a standard is incomplete and
fails to define the behavior when features interact. Sometimes it's deliberately indefi-
nite; for example, the char type in C and C++ may be signed or unsigned, and need
not even have exactly 8 bits. Leaving such issues up to the compiler writer may allow
more efficient implementations and avoid restricting the hardware the language will
run on, at the risk of making life harder for programmers. Politics and technical com-
patibility issues may lead to compromises that |eave details unspecified. Finaly, lan-
guages are intricate and compilers are complex; there will be errors in the interpreta-
tion and bugs in the implementation.

Sometimes the languages aren't standardized at all. C has an official ANSIISO
standard issued in 1988, but the ISO C++ standard was ratified only in 1998; at the
time we are writing this, not al compilers in use support the official definition. Java
is new and still years away from standardization. A language standard is usually
developed only after the language has a variety of conflicting implementations to
unify, and is in wide enough use to justify the expense of standardization. In the
meantime, there are still programs to write and multiple environments to support.

So although reference manuals and standards give the impression of rigorous
specification, they never define a language fully, and different implementations may
make valid but incompatible interpretations. Sometimes there are even errors. A
small illustration showed up while we were first writing this chapter. This external
declaration isillegal in C and C++:

? #X[] = {"abc"};
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A test of adozen compilers turned up afew that correctly diagnosed the missing char
type specifier for x, afair number that warned of mismatched types (apparently using
an old definition of thelanguage to infer incorrectly that x isan array of int pointers),
and a couple that compiled theillegal code without a murmur of complaint.

Program in the mainstream. The inability of some compilers to flag this error is
unfortunate, but it also indicates an important aspect of portability. Languages have
dark comers where practice varies--bitfields in C and C++, for example—and it is
prudent to avoid them. Use only those features for which the language definition is
unambiguous and well understood. Such features are more likely to be widely avail-
able and to behave the same way everywhere. We call this the mainstream of the lan-
guage.

It's hard to know just where the mainstream is, but it's easy to recognize construc-
tions that are well outside it. Brand new features such as // comments and compTex
in C, or features specific to one architecture such as the keywords near and far, are
guaranteed to cause trouble. If afeature is so unusual or unclear that to understand it
you need to consult a '"language lawyer'*—an expert in reading language
definitions— don't useiit.

In this discussion, we'll focus on C and C++, general-purpose languages com-
monly used to write portable software. The C standard is more than a decade old and
the language is very stable, but a new standard isin the works, so upheaval is coming.
Meanwhile, the C++ standard is hot off the press, so not all implementations have had
timeto converge.

What is the C mainstream? The term usually refers to the established style of use
of the language, but sometimes it's better to plan for the future. For example, the
origina version of C did not require function prototypes. One declared sqrt to bea
function by saying

? double sqrtQ;

which defines the type of the return value but not of the parameters. ANSI C added
function prototypes, which specify everything:

double sqrt(doubie);

ANSI C compilersare required to accept the earlier syntax, but you should nonetheless
write prototypes for al your functions. Doing so will guarantee safer code— function
calls will be fully type-checked—and if interfaces change, the compiler will catch
them. If your codecalls

func(7, PI);

but func has no prototype, the compiler might not verify that func is being called
correctly. If the library later changes so that func has three arguments, the need to
repair the software might be missed because the old-style syntax disables type check-
ing of function arguments.
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C++ isalarger language with a more recent standard, so its mainstream is harder
toidentify. For example, although we expect the STL to become mainstream, this will
not happen immediately, and some current implementations do not support it com-
pletely.

Beware of language trouble spots. As we mentioned, standards leave some things
intentionally undefined or unspecified, usualy to give compiler writers more flexibil-
ity. Thelist of such behaviors is discouragingly long.

Sizesof datatypes. Thesizesof basic data types in C and C++ are not defined; other
than the basic rules that

sizeof(char) € sizeof(short) B sizeof(int) B sizeof(long)
sizeof (float) < sizeof(doubl e)

and that char must have at least 8 hits, short andint at least 16, and long at least
32, there are no guaranteed properties. It’s not even required that a pointer valuefitin
anint.

It's easy enough to find out what the sizes arefor a specific compiler:

/= sizeof: display sizes of basic types =/
int main(voi d)

printf("char %d, short %d, int %d, long %d,",
sizeof(char), sizeof(short),
sizeof(int), sizeof(long)) ;

printf(" float %d, double %d, void* %d\n",
sizeof(float), sizeof(double), sizeof(void =%));

return 0;

}
The output is the same on most of the machines we use regularly:

char 1, short 2, int 4, long 4, float 4, double 8, void* 4
but other values are certainly possible. Some 64-bit machines produce this:

char 1, short 2, int 4, long 8, float 4, double 8, void* 8
and early PC compilerstypically produced this:

char 1, short 2, int 2, long 4, float 4, double 8, void* 2

In the early days of PCs, the hardware supported several kinds of pointers. Coping
with this mess caused the invention of pointer modifierslike far and near, neither of
which is standard, but whose reserved-word ghosts still haunt current compilers. If
your compiler can change the sizes of basic types, or if you have machines with dif-
ferent sizes, try to compile and test your program in these different configurations.
The standard header file stddef.h defines a number of types that can help with
portability. The most commonly-used of theseis size-t, which is the unsigned inte-
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grd type returned by the sizeof operator. Vaues of this type are returned by func-
tionslikestrl en and used as arguments by many functions, includingmalioc.

Learning from some of these experiences, Java defines the sizes of dl basic data
types: byteis 8 bits, char and short are 16, i ntis32, and long is 64.

We will ignoretherich set of potentia issues related to floating-point computation
since that is a book-sized topic in itself. Fortunately, most modem machines support
the |EEE standard for floating-point hardware, and thus the propertiesdf floating-point
arithmetic are reasonably well defined.

Order of evaluation. In C and C++, the order of evaluation of operands of expres-
sions, side effects, and function argumentsis not defined. For example, in the assign-
ment

? n = (getchar() << 8) | getchar();

the second getchar could be called first: the way the expression is written is not nec-
essarily the way it executes. In the statement

? ptr[count] = rameg[++count];

count might be incremented before or after it is used toindex ptr, and in
? printf ("%c %c\n", getchar(), getchar()):

thefirst input character could be printed second instead of first. In

7 printf("%f %s\n", log(-1.23), strerror(errno));

the valuedf errno may beevauated beforelog iscalled.

Thereare rulesfor when certain expressions are evaluated. By definition, dl side
effectsand function calls must be completed at each semicolon, or when afunction is
caled. The&& and | | operators execute left to right and only as far as necessary to
determine their truth vaue (including side effects). The condition in a?: operator is
evauated (includingside effects) and then exactly one df the two expressions that fol-
low isevaluated.

Java has a stricter definition of order of evaluation. It requires that expressions,
including side effects, be evaluated left to right, though one authoritative manual
advises not writing code that depends **crucialy™ on this behavior. This is sound
advice if there's any chance that Java code will be converted to C or C++, which
make no such promises. Converting between languages is an extreme but occasion-
aly reasonabletest of portability.

Signednessof char. In C and C++, it is not specified whether the char data typeis
signed or unsigned. Thiscan lead to trouble when combining charsand i nts, such as
in code that callsthe i nt-valued routinegetchar (). If you sy

? char c; /% should be int =/
? Cc = getcharQ);
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the value of ¢ will be between 0 and 255 if char is unsigned, and between - 128 and
127 if char is signed, for the aimost universal configuration of 8-bit characters on a
two's complement machine. This has implicationsif the character isto be used as an
array subscript or if it is to be tested against EOF, which usually has value-1in stdio.
For instance, we had developed this code in Section 6.1 after fixing a few boundary
conditions in the original version. The comparison s[i] == EOF will aways fail if
char is unsigned:

? int i;

9 char s[MAX];

i

? for (= 0; i < MAX-1; i++)

? if ((s[i] = getchar()) == '\n’ || s[i] == EOF)
? break;

? s[i] = ’\0’;

When getchar returns EOF, the value 255 (OxFF, the result of converting -1 to
unsigned char) will bestoredin s[i]. If s[i] is unsigned, this will remain 255 for
the comparison with EOF, which will fail.

Even if char issigned, however, the codeisn't correct. The comparison will suc-
ceed at EOF, but a valid input byte of OxFF will look just like EOF and terminate the
loop prematurely. So regardless of the sign of char, you must always store the return
value of getchar in anint for comparison with EOF. Here is how to write the loop
portably:

intc, i;
char s[MAX] ;
for (i = 0; 1 < MAX-1; i++) {
if ((c = getchar()) = '\n’ || ¢ == EOF)
break;
s[i] = c;
}
s[i] = ’\0’;

Java has no unsigned qualifier; integral types are signed and the (16-bit) char
typeis not.

Arithmetic or logical shift. Right shifts of signed quantities with the >> operator
may be arithmetic (a copy of the sign bit is propagated during the shift) or logical
(zeros fill the vacated bits during the shift). Again, learning from the problems with C
and C++, Java reserves >> for arithmetic right shift and provides a separate operator
>>> for logical right shift.

Byteorder. The byteorder within short, int, and long is not defined; the byte with
the lowest address may be the most significant byte or the least significant byte. This
is a hardware-dependent issue that we'll discuss at length later in this chapter.
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Alignment of structure and classmembers. The alignment of items within struc-
tures, classes, and unions is not defined. except that members are laid out in the order
of declaration. For example, in this structure,

struct X {
char c;
int i;
1

the address of i could be 2, 4, or 8 bytes from the beginning of the structure. A few
machines allow i nts to be stored on odd boundaries, but most demand that an n-byte
primitive data type be stored at an n-byte boundary, for example that doubles, which
are usually 8 bytes long, are stored at addresses that are multiples of 8. On top of this,
the compiler writer may make further adjustments, such as forcing alignment for per-
formance reasons.

You should never assume that the elements of a structure occupy contiguous
memory. Alignment restrictions introduce "*holes™; struct X will have at least one
byte of unused space. These holes imply that a structure may be bigger than the sum
of its member sizes, and will vary from machine to machine. If you're alocating
memory to hold one, you must ask for si zeof (struct X) bytes, not si zeof (char) +
sizeof(int).

Bitfields. Bitfields are so machine-dependent that no one should use them.

This long list of perils can be skirted by following a few rules. Don't use side
effects except for a very few idiomatic constructions like

ali++] = 0;
C = »p++;
#S++ = w4+,

Don't compare a char to EOF. Always use sizeof to compute the size of types and
objects. Never right shift a signed value. Make sure the data type is big enough for
therange of valuesyou are storing in it.

Try several compilers. It's easy to think that you understand portability, but compilers
will see problems that you don't, and different compilers sometimes see your program
differently, so you should take advantage of their help. Turn on al compiler warn-
ings. Try multiple compilers on the same machine and on different machines. Try a
C++ compiler on aC program.

Since the language accepted by different compilers varies, the fact that your pro-
gram compiles with one compiler is no guarantee that it iseven syntactically correct.
If several compilers accept your code, however, the odds improve. We have compiled
every C program in this book with three C compilers on three unrelated operating sys-
tems (Unix, Plan 9, Windows) and also a couple of C++ compilers. This was a sober-
ing experience, but it caught dozens of portability errors that no amount of human
scrutiny would have uncovered. They wereall trivial to fix.
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Of course, compilers cause portability problemstoo, by making different choices
for unspecified behaviors. But our approach sill gives us hope. Rather than writing
code in away that amplifies the differencesamong systems, environments, and com-
pilers, we gtrive to create software that behaves independently of the variations. In
short, we steer clear of featuresand properties that arelikely to vary.

8.2 Headers and Libraries

Headersand libraries provide services that augment the basic language. Examples
include input and output through stdioin C, i ostream in C++, and java.ioin Java
Strictly speaking, these are not part of the language, but they are defined aong with
the language itsdf and are expected to be part of any environment that claims to sup-
port it. But becauselibraries cover a broad spectrum of activities, and must often dedl
with operating system issues, they can till harbor non-portabilities.

Use standard libraries. The same genera advice applies here as for the core lan-
guage: gtick to the standard, and within its older, well-established components. C
definesa standard library of functions for input and output, string operations, charac-
ter class tests, storage dlocation, and a variety of other tasks. If you confine your
operating system interactions to these functions, there is agood chance that your code
will behave the same way and peform wdl as it moves from system to system. But
you mugt still be careful, because there are many implementations of the library and
someof them contain features that are not defined in the standard.

ANS C does not define the string-copying function strdup, yet most environ-
ments provide it, even those that claim to conform to the standard. A seasoned pro-
grammer may use strdup out of habit, and not be warned that it is non-standard.
Later, the program will fail to compile when ported to an environment that does not
provide the function. This sort of problem is the mgor portability headache intro-
duced by libraries; the only solution is to stick to the standard and test your program
in awide variety of environments.

Header files and package definitions declare the interface to standard functions.
One problem is that headers tend to be cluttered because they are trying to cope with
severa languagesin the samefile. For example. it is common to find a single header
file like stdio.h sarving preANS C, ANS C, and even C++ compilers. In such
cases, thefileis littered with conditional compilation directiveslike #if and #if def.
Because the preprocessor languageis not very flexible, the files are complicated and
hard to read, and sometimescontain errors.

This excerpt from a header file on one of our systemsis better than mogt, because
it is neatly formatted:
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#ifdef _OLD_C
extern int fread(Q);
extern int fwrite(Q;
#else
# if defined(__STDC__) || defined(__cplusplus)
extern size_t fread(void®, size-t, siZze-t  FILE¥) ;
extern size—t fwrite(const void«, size-t, size-t, FILE®) ;
# else /* not __STDC__ 1| __cplusplus =/
extern size_t fread();
extern size-t fuwrite(Q);
# endif /+ else not __STDC__ || __cplusplus =/
#endif

P R - I I C IR R R R

Even though the example is relatively clean, it demondrates that header files (and
programs) structured like this are intricateand hard to maintain. It might be easier to
use a different header for each compiler or environment. This would require main-
taining separate files, but each would be sdlf-contained and appropriate for a particu-
lar system, and would reducethe likelihood of errorslike including strdup in astrict
ANSI C environment.

Header files also can **pollute’ the name space by declaring a function with the
same name as one in your program. For example, our warning-message function
weprintf wasorigindly caled wprintf, but we discovered that some environments,
in anticipation of the new C standard, define a function with that namein stdio. h.
We needed to change the name of our function in order to compileon those systems
and be ready for the future. If the problem was an erroneous implementation rather
than a legitimate change of specification, we could work around it by redefining the
name when including the header:

/% some versions of stdio use wprintf so define it away: =/
#define wprintf stdio-wprintf

#include <stdio.h>

#undef wprintf

/% code using our wprintf(QQ follows.. . */

(L= B S - )

This mgps al occurrences of wprintf in the header file to stdio-wprintf so they
will not interferewith our version. We can then useour own wprin t f without chang-
ing its name, a the cost of some clumsiness and the risk that a library we link with
will call our wprintf expecting to get the official one. For a single function, it's
probably not worth the trouble, but some systems make such a mess of the environ-
ment that one must resort to extremes to keep the code clean. Be sure to comment
whét the construction is doing, and don't make it worse by adding conditional compi-
lation. If someenvironments definewprintf, assumethey dl do; then thefix is per-
manent and you won't have to maintainthe #ifdef statementsas well. It may beeas
ier to switch than fight and it's certainly safer, so that's what we did when we
changed thenametoweprintf.

Even if you try to stick to the rules and the environment is clean. it is easy to step
outside the limits by implicitly assuming that some favorite property is true every-
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where. For instance, ANSI C definessix signds that can be caught with signal ; the
POSIX standard defines 19; most Unix systems support 32 or more. If you want to
use a nonFANS signal, there is clearly atradeoff between functionality and portabil -
ity. and you must decide which matters more.

There are many other standards that are not part of a programming language defi-
nition; examplesinclude operating system and network interfaces, graphics interfaces,
and the like. Some are meant to carry across more than one system, like POSIX; oth-
ers are specific to one system, like the various Microsoft Windows APIs. Similar
advice holds here aswell. Your programswill be more portableif you choose widdy
used and well-established standards, and if you gtick to the most central and com-

monly used aspects.

8.3 Program Organization

Thereare two major approaches to portability, which we will call union and inter-
section. The union approach is to use the best featuresof each particular system, and
make the compilation and ingtadlation process conditional on properties of the local
environment. The resulting code handles the union of all scenarios, taking advantage
o the strengths of each system. The drawbacks include the size and complexity of
the ingtdlation processand the complexity of code riddled with compile-time condi-
tionals.

Use only features available everywhere. The approach we recommend is intersection:
use only those features that exist in dl target systems; don't use a feature if it isn't
available everywhere. One danger is that the requirement of universal availability of
features may limit the range of target systems or the capabilities of the program;
another is that performance may suffer in some environments.

To compare these approaches, let's look at a couple of examples that use union
code and rethink them using intersection. As you will see, union code is by design
unportable. despite its stated goal, while intersection code is not only portable but
usudly smpler.

This small example attempts to cope with an environment that for some reason
doesn't have the standard header file std1i b. h:

#if defined (STDC_HEADERS) |{ defined (_LIBC)
#include <stdlib.h>

#else

extern void smalloc(unsigned int);

extern void wrealloc(void =, unsigned int);
#endif

O T R Sy

This styleof defense is acceptable if used occasionally, but not if it appears often. It
also begs the question of how many other functionsfrom std1i b will eventualy find
their wey into this or similar conditional code. If oneis using malloc and real 10oc,
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surely free will be needed as well, for instance. What if unsigned int is not the
sameas si ze_t, the proper type of the argument tomaT1oc and real Toc? Moreover,
how do we know that STDC_HEADERS or _LIBC are defined, and defined correctly?
How can we be sure that there is no other name that should trigger the subgtitution in
some environment? Any conditional code like this is incomplete-——unportable—
becauseeventudly a system that doesn't match the condition will comeaong, and we
must edit the #ifdefs. If we could solve the problem without conditional compila
tion, we would eliminatethe ongoing maintenance headache.

Still, the problem this example is solving is redl. so how can we solveit once and
for al? Our preference would be to assume that the standard headersexi<t; it's some-
one else's problem if they don't. Failing that, it would be smpler to ship with the
software a header file that defines malloc, real 1oc, and free, exactly as ANSI C
defines them. This file can aways be included, instead of applying band-aids
throughout the code. Then we will always know that the necessary interfaceis avail-
able.

Avoid conditional compilation. Conditiona compilation with #ifdef and similar
preprocessor directivesis hard to manage, because information tends to get sprinkled
throughout the source.

#ifdef NATVE

char rastring = "convert ASCIl to native character set";
#el se
#ifdef MAC

char «astring = "convert to Ma textfile format";
#el se
#ifdef DOS

char =astring = "convert to DOS textfile format";
#el se

char =astring = "convert to Unix textfile format";
#endif /= ?DOS =/
#endif /« MAC =/
#endif /+ NATIVE =/

B - - IRTRC R T SR IR

This excerpt would have been better with #el i f after each definition. rather than hav-
ing #endifs pile up a theend. But the red problem is that, despiteits intention, this
code is highly non-portable because it behaves differently on each system and needs
to be updated with a new #ifdef for every new environment. A single string with
more general wording would be smpler. completely portable, and just as informative:

char rastring = "convert to local text format";

This needs no conditiond code sinceit isthesameon dl systems.

Mixing compile-time control flow (determined by #ifdef statements) with run-
time control flow is much worse, sinceit is very difficult to read.
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#if ndef DIKSYS

L]
7 for (i = 1; i <= msg->dbgmsg.msg_total; i++)

? #endif

? #ifdef DIKSYS

? i = dbgmsgno;

2 if (i <= msg->dbgmsg.msg_total)

) #endif

? {

2 .

? i f (msg->dbgmsg.msg_total == i)

2 #if ndef DIKSYS

2 break; /= no more messages to wait for =/
7 about 30 more lines, with further conditional compilation
? #endif

7 3

Even when gpparently innocuous, conditional compilation can frequently be
replaced by cleaner methods. For instance, #1 fdefs are often used to control debug-
ging code:

? #ifdef DEBUG

? printf(...);

? #endif

but aregular i f statement with a constant condition may work just as well:

enum { DEBUG = 0 };

i f (DEBUG) {
printf (...);
3

If DEBUG is zero, most compilers won't generateany codefor this, but they will check
the syntax of the excluded code. An #ifdef, by contrast, can conceal syntax errors
that will prevent compilation if the#ifdef islater enabled.

Sometimes conditional compilation excludes large blocks of code:

#ifdef notdef /« undefined symbol =/

#end%%'

#if 0
#end%%.

but conditional code can often be avoided altogether by using files that are condition-
dly substituted during compilation. We will return to thistopic in the next section.

When you mugt modify a program to adapt to a new environment, don't begin by
making a copy of the entire program. Instead, adapt the existing source. You will
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probably need to make changes to the main body of the code, and if you edit a copy,
beforelong you will have divergent versions. As much as possible. there should only
be a single sourcefor a program; if you find you need to change something to port to
a particular environment, find a way to make the change work everywhere. Change
internal interfaces if you need to, but keep the code consistent and #1 fdef-free. This
will make your code more portable over time, rather than more specialized. Narrow
theintersection,don't broaden the union.

We have spoken out againsgt conditional compilation and shown some of the prob-
lemsit causes. But the nastiest problem is one we haven't mentioned: it is amost
impossible to test. An #ifdef turns a single program into two separately-compiled
programs. It isdifficult to know whether dl the variant programs have been compiled
and tested. If achange is made in one #1fdef block, we may need to makeit in oth-
ers, but the changes can be verified only within the environment that causes those
#ifdefsto beenabled. If asimilar change needs to be made for other configurations,
it cannot be tested. Also, when we add a new #ifdef block, it is hard to isolate the
changeto determine what other conditions need to be satisfied to get here, and where
else this problem might need to be fixed. Finally, if somethingisin codethat is con-
ditionally omitted, the compiler doesn't see it. It could be utter nonsense and we
won't know until some unlucky customer tries to compileit in the environment that
triggersthat condition. This program compileswhen _MAC is defined and failswhen it
is not:

#ifdef _MAC

printf ("This i s Macintosh\r");
#el se

This will give a syntax error on other systems
#endif

So our preference is to use only features thet are common to all target environ-
ments. We can compile and test dl the code. If something is a portability problem,
we rewrite to avoid it rather than adding conditiona code; this way, portability will
geadily increase and the program itself will improve rather than becoming more com-
plicated.

Some large systems are distributed with a configuration script to tailor code to the
locd envimnment. At compilation time, the script tests the envimnment
properties—Ilocation of header files and libraries, byte order within words, size of
types, implementations known to be broken (surprisingly common), and so on—and
generates configuration parameters or makefiles that will give the right configuration
settings for that Situation, These scripts can be large and intricate, a significant frac-
tion of a softwaredistribution, and require continual maintenanceto keep them work-
ing. Sometimes such techniques are necessary but the more portable and #i fdef-free
thecodeis, the smpler and more reliable the configuration and ingtallation will be.

Exercise81. Investigate how your compiler handles code contained within a condi-
tional block like
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const int DEBUG = O;
/= Or enum { DEBUG = 0 }; =/
/= or final boolean DEBUG = false; =/

if (DEBUG) {
. =

Under what circumstances does it check syntax? When doesit generate code? If you
have access to more than one compiler, how do the results compare? O

8.4 Isolation

Although we would like to have a single source that compiles without change on
al systems, that may be unredigtic. But it is a mistake to have non-portable code
scattered throughout a program: that is one of the problemsthat conditional compila-
tion creates.

Localize system dependenciesin separate files. When different code is needed for
different systems, the differences should be localized in separate files, one file for
each system. For example, the text editor Sam runs on Unix, Windows, and severd
other operating systems. The system interfaces for these environments vary widely,
but mogt of the code for Sam is identical everywhere. A single file captures the sys-
tem variations for a particular environment; uni x. ¢ provides the interface code for
Unix systems, and windows. ¢ for the Windows environment. Thesefiles implement
a portable interface to the operating system and hide the differences. Sam is, in effect,
written to its own virtua operating system, which is ported to variousred systems by
writing a couple of hundred lines of C to implement haf a dozen small but non-
portable operations using locally availablesystem calls.

The graphics environments of these operating systems are dmost unrelated. Sam
copes by having a portable library for its graphics. Although it's alot more work to
build such a library than to hack the code to adapt to a given sygdem—the code to
interface to the X Window system, for example, is about haf as big as therest of Sam
put together —the cumulativeeffort is less in the long run. And as a side benefit, the
graphics library is itself valuable, and has been used separately to make a number of
other programs portable, too.

Sam is an old program; today, portable graphics environments such as OpenGL.,
Tcl/Tk and Javaare available for a variety of platforms. Writing your code with these
rather than a proprietary graphics library will give your program wider utility.

Hide system dependenciesbehind interfaces. Abstraction is a powerful technique for
creating boundaries between portable and non-portable parts of a program. The /O
libraries that accompany most programming languages provide a good example: they
present an abstraction of secondary storage in terms of files to be opened and closed,
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read and written, without any reference to their physica location or structure. Pro-
gramsthat adhereto theinterfacewill run on any system that implementsit.

The implementation of Sam provides another example of abstraction. An inter-
faceis defined for the file system and graphics operations and the program uses only
featuresof the interface. The interfaceitself uses whatever facilitiesare available in
the underlying system. That might require significantly different implementationson
different systems, but the program that uses the interface is independent of that and
should require no changes as it is moved.

The Java approach to portability isagood example of how far this can be carried.
A Java program is trandated into operations in a "'virtual machine'" that is, a smu-
lated computer that can be implemented to run on any rea machine. Java libraries
provide uniform access to featuresof the underlying system, including graphics, user
interface, networking, and the like; the libraries mep into whatever the locd system
provides. In theory, it should be possible to run the same Java program (even after
trand ation) everywhere without change.

8.5 Data Exchange

Textua data moves readily from one system to another and is the smplest port-
able way to exchange arbitrary information between systems.

Usetextfor data exchange. Text iseasy to manipulate with other tools and to process
in unexpected ways For example, if the output of one program isn't quite right as
input for another, an Awk or Perl script can be used to adjust it; grep can be usad to
sdlect or discard lines; your favorite editor can be used to make more complicated
changes. Text files are also much easier to document and may not even need much
documentation, since people can read them. A comment in a text file can indicate
what verson of software is needed to process the data; the first line of a Postscript
file, for instance, identifies the encoding:

%!PS-Adobe-2.0

By contrast, binary files need specidized tools and rarely can be used together
even on the same machine. A variety of widely-used programs convert arbitrary
binary data into text so it can be shipped with less chance of corruption; these include
binhex for Macintosh systems, uuencode and uudecode for Unix, and various tools
that use MIME encoding for transferring binary data in mail messages. In Chapter 9,
we show a family of pack and unpack routines to encode binary data portably for
transmission. The sheer variety of such tools speaks to the problems of binary for-
mats.

Thereis one continuingirritation with exchanging text: PC systems use a carriage
return *\r’ and a newline or line-feed '\n’ to terminate each line, while Unix sys-
tems use only newline. Thecarriagereturn is an artifact of an ancient devicecalled a
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Teletype that had a carriage-return (CR) operation to return the typing mechanism to
the beginning of a line, and a separate line-feed operation (LF) to advance it to the
next line.

Even though today's computers have no carriages to return, FC software for the
mog part continues to expect the combination (familiarly known as CRLF, pro-
nounced ‘‘curliff’”) on each line. If there are no carriagereturns, afile may be inter-
preted as one giant line. Line and character counts can be wrong or change unexpect-
edly. Some software adapts gracefully, but much does not. PCs are not the only cul-
prits; thanks to a sequence of incremental compatibilities, some modem networking
standards such as HTTP a so use CRLF to delimit lines.

Our adviceis to use standard interfaces, which will treat CRLF consistently on any
given system, either (on PCs) by removing \r on input and adding it back on output,
or (on Unix) by ways using \n rather than CRLF to delimit linesin files. For files
that must be moved back and forth, a program to convert filesfrom each format to the
other is a necessity.

Exercise8-2. Writea program to remove spurious carriagereturnsfrom afile. Write
a second program to add them by replacing each newline with a carriage return and
newline. How would you test these programs?

8.6 Byte Order

Despite the disadvantages discussed above, binary data is sometimes necessary. It
can be significantly more compact and faster to decode, factors that make it essential
for many problems in computer networking. But binary data hes severe portability
problems.

At least one issue is decided: dl modem machines have 8-bit bytes. Different
machines have different representations of any object larger than a byte, however, so
relying on specific propertiesis a mistake. A short integer (typically 16 bits, or two
bytes) may have its low-order byte stored at a lower address than the high-order byte
(little-endian). or at a higher address (big-endian). The choice is arbitrary, and some
machines even support both modes.

Therefore, dthough big- and little-endian machines see memory as a sequence of
words in the same order, they interpret the bytes within a word in the opposite order.
In this diagram, the four bytes starting at location 0 will represent the hexadecimal
integer 0x11223344 on abig-endian machineand 0x443322110n alittle-endian.

0 1 2 3 4 5 6 7 8

11|22 (33|44

To see byte order in action, try this program:
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/= byteorder: display bytes of a long =/
int man(voi d)

}

unsigned long X;

unsigned char =#p;

inti;

/+ 11 22 33 44 => big-endian =/

/= 44 33 22 11 => little-endian =/

/% X = 0x1122334455667788UL; for 64-bit long =/

X = 0x11223344UL;

(unsigned char =) &x;

for (i = 0; i < sizeof(long); i++)
printf("%x ", =p++);

printf("\n");

return 0;

On a 32-bit big-endian machine, the outputis

11 22 33 44

but on alittle-endian machine. itis

44 33 22 11
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and on the PDP-11 (a vintage 16-bit machine still found in embedded systems), it is

22 11 44 33

On machines with 64-bit longs. we can make the constant bigger and see similar

behaviors.

This may seem like a silly program, but if we wish to send an integer down a
byte-wide interface such as a network connection, we need to choose which byte to
send first, and that choiceis in essence the big-endiannittle-endian decision. In other
words, this program is doing explicitly what

fwrite(@x, sizeof(x), 1, stdout);

does implicitly. It is not safe to write an i nt (or short or long) from one computer
and read it asan i nt on another computer.
For example, if the source computer writes with

unsigned short x;
fwrite(8x, sizeof(x), 1, stdout);

and thereceiving computer reads with

unsigned short x;
fread(&x, sizeof(x), 1, stdin);

the value of x will not be preserved if the machines have different byte orders. If x
starts as 0x1000 it may arrive as 0x0010.
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This problem is frequently solved using conditional compilation and **byte swap-
ping,"" something likethis:

short x;

fread(&x, sizeof(x), 1, stdin);
#1fdef BIG-ENDIAN

/% swap bytes a/

X = ((x&0XFF) << 8) | ((x>>8) & OxFF);
#endif

N N W N W)

This approach becomes unwieldy when many two- and four-byte integers are being
exchanged. In practice, the bytes end up being swapped more than once as they pass
from place to place.

If the situation is bad for short, it's worsefor longer data types, becausethere are
more ways to permute the bytes. Add in the variable padding between structure mem-
bers, alignment restrictions, and the mysteriousbyte orders of older machines, and the
problem looksintractable.

Use a fixed byte order for data exchange. There is a solution. Write the bytesin a
canonical order using portablecode:

unsigned short x;
putchar(x >> 8); /= write high-order byte =/
putchar(x & OxFF); /la write low-order byte a

then read it back a byte at a time and reassembl eit:

unsigned short x;
x = getchar() << 8; /a read high-order byte a/
x |= getchar() & OxFF; /* read low-order byte =/

The approach generalizes to structures if you write the values of the structure
members in a defined sequence, a byte at a time, without padding. It doesn't matter
what byte order you pick; anything consistent will do. The only requirement is that
sender and receiver agree on the byte order in transmission and on the number of
bytes in each object. In the next chapter we show a pair of routines to wrap up the
packing and unpackingof general data.

Byte-at-a-time processing may seem expensive, but relative to the I/O that makes
the packing and unpacking necessary, the penalty is minute. Consider the X Window
system, in which the client writes data in its native byte order and the server must
unpack whatever the client sends. This may save a few instructionson the client end,
but the server is made larger and more complicated by the necessity of handling mul-
tiple byte orders a the same time—it may well have concurrent big-endian and little-
endian clients—and the cost in complexity and code is much more significant.
Besides, this is a graphics environment where the overhead to pack bytes will be
swamped by the execution of the graphical operation it encodes.

The X Window system negotiates a byte order for the client and requires the
server to be capable of both. By contrast, the Plan 9 operating system defines a byte
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order for messages to the file server (or the graphics server) and data is packed and
unpacked with portable code, as above. In practice the run-time effect is not
detectable; compared to I/0, the cost of packing the datais insignificant.

Java is a higher-level language than C or C++ and hides byte order completely.
The libraries provide a Serializable interface that defines how data items are
packed for exchange.

If you're workingin C or C++, however, you must do the work yourself. The key
point about the byte-at-a-time approach is that it solvesthe problem, without #i fdefs,
for any machinesthat have 8-bit bytes. We'll discussthisfurther in the next chapter.

Still, the best solution is often to convert information to text format, which (except
for the CRLF problem) is completely portable; thereis no ambiguity about representa-
tion. It's not always the right answer, though. Time or space can be critical, and
some data, particularly floating point, can lose precision due to roundoff when passed
through printf and scanf. If you must exchange floating-point values accurately,
make sure you have a good formatted I/O library; such librariesexist, but may not be
part of your existing environment. It's especially hard to represent floating-point val-
ues portably in binary, but with care, text will do thejob.

There is one subtle portability issue in using standard functions to handle binary
files—it is necessary to open such filesin binary mode:

FILE =fin;

fin = fopen(binary_file, "rb");
Cc = getc(fin);

If the'b' is omitted, it typically makes no difference at al on Unix systems, but on
Windows systems the first control-Z byte (octal 032, hex 1A) of input will terminate
reading (we saw this happen to the strings program in Chapter 5). On the other
hand, using binary maode to read text files will cause \r to be preserved on input, and
not generated on output.

8.7 Portability and Upgrade

One of the most frustrating sourcesof portability problemsis system software that
changes during itslifetime. These changes can happen at any interfacein the system,
causing gratuitousincompatibilities between existing versionsof programs.

Change the name if you change the specification. Our favorite (if that is the word)
example is the changing properties of the Unix echo command, whose initial design
wasjust to echo its arguments:

% echo hello, world
hello, world
%
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However, echo became a key part of many shell scripts, and the need to generate for-
matted output became important. So echo was changed to interpret its arguments.
somewhat like pri ntf:

% echo 'hello\nworld’
hello

world

%

This new feature is useful, but causes portability problems for any shell script that
depends on the echo command to do nothing more than echo. The behavior of

% echo BPATH

now depends on which version of echo we have. If the variable happens by accident
to contain a backdlash, as may happen on DOS or Windows, it may be interpreted by
echo. The difference is smilar to that between the output from printf (str) and
printf ("%s", str) if the string str containsa percent sign.

We've told only afraction of the full echo story, but it illustrates the basic prob-
lem: changes to systems can generate different versions of software that intentionally
behave differently, leading to unintentional portability problems. And the problems
are very hard to work around. It would have caused much less trouble had the new
version of echo been given adistinct name.

As a more direct example, consider the Unix command sum, which prints the size
and a checksum of afile. It was written to verify that a transfer of information was
successful:

% am file

52313 2 file

%

% copy fi1etoother machine
%

% tel net othermachi ne
$

$ am file

52313 2 file

$

The checksum is the same after the transfer, so we can be reasonably confident that
the old and new copiesareidentical.

Then systems proliferated, versions mutated, and someone observed that the
checksum algorithm wasn't perfect, so aum was modified to use a better algorithm.
Someone else made the same observation and gave am a different better algorithm.
And so on, so that today there are multiple versions of sum, each giving a different
answer. We copied onefile to nearby machinesto see what sum computed:
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% sum file

52313 2 file

%

% copy file tomachine 2
% copy file to machine 3
% telnet machine2

$

$ sum file

eaa0d468 713 file

$ telnet machine3
>

> sum file
62992 A file
>

Isthefile corrupted, or do we just have different versionsof sum? Maybe both.

Thus sum is the perfect portability disaster: a program intended to aid in the copy-
ing of software from one machine to another has different incompatible versionsthat
render it uselessfor itsorigina purpose.

For its simple task, the original sum was fine; its low-tech checksum algorithm
was adequate. *"Fixing"" it may have made it a better program, but not by much, and
certainly not enough to make the incompatibility worthwhile. The problem is not the
enhancements but that incompatible programs have the same name. The change
introduced a versioning problem that will plague us for years.

Maintain compatibility with existing programs and data. When a new version of
software such as a word processor is shipped, it's common for it to read files pro-
duced by the old version. That's what one would expect: as unanticipatedfeaturesare
added, the format must evolve. But new versions sometimesfail to provide a way to
write the previousfile format. Users of the new version, even if they don't use the
new features, cannot share their files with people using the older software and every-
one is forced to upgrade. Whether an engineering oversight or a marketing strategy,
thisdesign is most regrettable.

Backwardscompatibility is the ability of a program to meet its older specification.
If you're going to change a program. make sure you don't break old software and data
that depend on it. Document the changes well, and provide ways to recover the origi-
nal behavior. Most important, consider whether the change you're proposingisagen-

uine improvement when weighed against the cost of any non-portability you will
introduce.

8.8 Internationalization

If onelivesin the United States, it's easy to forget that Englishis not the only lan-
guage, ASCII is not the only character set, $ is not theonly currency symbol, dates can
be written with the day first, times can be based on a 24-hour clock, and so on. So
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another aspect of portability, taken broadly, deals with making programs portable
across language and cultural boundaries. This is potentially a very big topic, but we
have spaceto point out only afew basic concerns.

Internationalization is the term for making a program run without assumptions
about its cultural environment. The problems are many, ranging from character sets
to the interpretation of iconsin interfaces.

Don't assune ASCII. Character sets are richer than ASCII in most parts of the world.
The standard character-testingfunctionsin ctype.h generally hide these differences:

if (isalpha(c)) ...

is independent of the specific encoding of characters, and in addition will work cor-
rectly in locales where there are more or fewer |etters than thosefrom ato z if the pro-
gram is compiled in that locale. Of course, even the name i sal pha speaks to its ori-
gins; some languagesdon't have alphabetsat all.

Most European countries augment the ASCII encoding, which defines values only
up to 0x7F (7 bits), with extra characters to represent the letters of their language.
The Latin-1 encoding, commonly used throughout Western Europe, isan ASCII super-
set that specifies byte values from 80 to FF for symbols and accented characters; E7,
for instance, represents the accented letter ¢. The English word boy is represented in
ASCII (or Latin-1) by three bytes with hexadecimal values62 6F 79, while the French
word garcon is represented in Latin-1 by the bytes 67 61 72 E7 6F 6E. Other lan-
guages define other symbols, but they can't dl fit in the 128 values left unused by
ASCII, so there are a variety of conflicting standards for the characters assigned to
bytes 80 through FF.

Some languages don't fit in 8 bits at all; there are thousands of charactersin the
major Asian languages. The encodings used in China. Japan, and Korea all have 16
bits per character. Asa result, to read a document written in one language on a com-
puter set up for another is a major portability problem. Assuming the characters
arrive intact, to read a Chinese document on an American computer involves, at a
minimum, special software and fonts. If we want to use Chinese, English, and Rus-
sian together, the obstaclesare formidable.

The Unicodecharacter set is an attempt to ameliorate this situation by providing a
single encoding for all languages throughout the world. Unicode, which is compati-
ble with the 16-bit subset of the ISO 10646 standard, uses 16 bits per character, with
values OOFF and below corresponding to Latin-1. Thus the word garcon is repre-
sented by the 16-bit values0067 0061 0072 00E7 006F 006E, while the Cyrillic alpha-
bet occupies values 0401 through 04FF, and the ideographi c languages occupy a large
block starting at 3000. All well-known languages, and many not so well-known, are
represented in Unicode, so it is the encoding of choice for transferring documents
between countries or for storing multilingual text. Unicode is becoming popular on
the Internet and some systems even support it as a standard format; Java. for example,
uses Unicode as its native character set for strings. The Plan 9 and Inferno operating
systems use Unicode throughout, even for the names of files and users. Microsoft
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Windows supports the Unicode character set, but does not mandate it; most Windows
applicationsstill work best in ASCIJ but practiceis rapidly evolving towards Unicode.

Unicode introduces a problem, though: characters no longer fit in a byte, so Uni-
code text suffers from the byte-order confusion. To avoid this, Unicode docutnents
are usudly trandlated into a byte-stream encoding called UTF8 before being sent
between programs or over a network. Each 16-bit character is encoded as a sequence
of 1, 2, or 3 bytes for transmission. The ASCIHI character set uses values 00 through
7F, al of which fit in a single byte using UTF-8, so UTF8 is backwards compatible
with ASCII. Values between 80 and 7FF are represented in two bytes, and values 800
and above are represented in three bytes. The word garcon appearsin UTF8 as the
bytes 67 61 72 C3 A7 6F 6E; Unicode value E7, the ¢ character. is represented as the
two bytesC3 A7 in UTFS8.

The backwards compatibility of UTF8 and ASCII is a boon, since it permits pro-
grams that treat text as an uninterpreted byte stream to work with Unicode text in any
language. We tried the Markov programsfrom Chapter 3 on UTF8 encoded text in
Russian, Greek, Japanese, and Chinese, and they ran without problems. For the Euro-
pean languages, whose words are separated by ASCII space, tab, or newline, the out-
put was reasonable nonsense. For the others, it would be necessary to change the
word-breakingrules to get output closer in spirit to the intent of the program.

C and C++ support "*wide characters,”" which are 16-bit or larger integers and
some accompanying functions that can be used to process characters in Unicode or
other large character sets. Wide character string literals are written as L™. .. ", but
they introduce further portability problems: a program with wide character constants
can only be understood when examined on a display that uses that character set.
Since characters must be converted into byte streams such as UTF8for portabletrans-
mission between machines. C provides functions to convert wide characters to and
from bytes. But which conversion do we use? The interpretationof the character set
and the definition of the byte-stream encoding are hidden in the librariesand difficult
to extract; the situation is unsatisfactory a best. It is possible that in some rosy future
everyone will agree on which character set to use but alikelier scenario will be confu-
sion reminiscent of the byte-order problemsthat still pester us.

Don't assume English. Creators of interfaces must keep in mind that different lan-
guages often take significantly different numbers of characters to say the same thing,
so there must be enough room on the screen and in arrays.

What about error messages? At the very least, they should be free of jargon and
slang that will be meaningful only among a selected population; writing them in sim-
ple language is a good start. One common techniqueis to collect the text of al mes-
sages in one spot so that they can be replaced easily by trandationsinto other lan-
guages.

There are plenty of cultural dependencies, like the mm/dd/yy date format that is
used only in North America. If thereis any prospect that software will be used in
another country, this kind of dependency should be avoided or minimized. Iconsin
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graphical interfaces are often culture-dependent; many iconsare inscrutable to natives
of the intended environment, | et alone peoplefrom other backgrounds.

89 Summary

Portable code is an ided that is well worth striving for, since so much time is
wasted making changes to move a program from one system to another or to keep it
runningasit evolvesand the systemsit runs on changes. Portability doesn't come for
free, however. It requirescare in implementationand knowledge of portability issues
in al the potential target systems.

We have dubbed the two approaches to portability union and intersection. The
union approach amounts to writing versions that work on each target, merging the
code as much as possible with mechanismslike conditional compilation. The draw-
backs are many: it takes more code and often more complicated code, it's hard to keep
up to date, and it's hard to test.

Theintersection approach is to writeas much of the code as possiblein aform that
will work without change on each system. Inescapable system dependencies are
encapsulated in single source files that act as an interface between the program and
the underlying system. The intersection approach has drawbacks too, including
potential loss of efficiency and even of features, but in the long run, the benefits out-
weigh the costs.

Supplementary Reading

There are many descriptions of programming languages, but few are precise
enough to serve as definitive references. The authors admit to a persona bias towards
The C Programming Language by Brian Kernighan and Dennis Ritchie (Prentice
Hall, 1988). but it is not a replacement for the standard. Sam Harbison and Guy
Steele's C: A Reference Manual (Prentice Hall, 1994), now in its fourth edition, has
good advice on C portability. The official C and C++ standards are available from
ISO, the International Organization for Standardization. The closest thing to an offi-
cial standard for Javais The Java Language Specification,by James Gosling, Bill Joy,
and Guy Steele (Addison-Wesley, 1996).

Rich Stevens's Advanced Programming in the Unix Environment (Addison-
Wesley, 1992) is an excellent resourcefor Unix programmers, and provides thorough
coverageof portability issuesamong Unix variants.

POSIX, the Portable Operating System Interface, is an international standard defin-
ing commands and libraries based on Unix. It provides a standard environment,
source code portability for applications, and a uniform interface to /O, file systems
and processes. It isdescribed in aseries of books published by the IEEE.
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The term ""big-endian'" was coined by Jonathan Swift in 1726. The article by
Danny Cohen, ""On holy wars and a pleafor peace,"* IEEE Computer, October 1981.
is a wonderful fable about byte order that introduced the *"endian’* terms to comput-
ing.
The Plan 9 system developed at Bell Labs has made portability a central priority.
The system compilesfrom the same #1 fdef-free source on a variety of processorsand
uses the Unicode character set throughout. Recent versions of Sam (first described in
""The Text Editor sam,"" Software—Practice and Experience, 17, 11, pp. 813-845,
1987) use Unicode, but run on a wide variety of systems. The problems of dealing
with 16-bit character sets like Unicode are discussed in the paper by Rob Pike and
Ken Thompson, ** Hello World or KeAnpépa k6ope or ZAZBIdHA,”” Proceedings of
the Winter 1993 USENIX Conference, San Diego, 1993, pp. 43-50. The UTF8encod-
ing made itsfirst appearancein this paper. This paper is also available at the Plan 9
web site at Bell Labs, asis the current version of Sam.

The Inferno system, which is based on the Plan 9 experience, is somewhat analo-
gousto Java, in that it defines a virtual machine that can be implemented on any red
machine, provides a language (Limbo) that is translated into instructionsfor this vir-
tual machine, and uses Unicode as its native character set. It aso includes a virtua
operating system that provides a portable interface to a variety of commercia sys-
tems. It is described in **The Inferno Operating System,"" by Sean Dorward, Rob
Pike, David L eo Presotto, Dennis M. Ritchie, Howard W. Trickey, and Philip Winter-
bottom, Bdll Labs Technical Journal, 2, 1, Winter, 1997.
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Notation

Perhapsof afl the creationsof man
language isthe most astonishing.

Giles Lytton Strachey, Words and Foetry

The right language can make al the difference in how easy it is to write a pro-
gram. Thisiswhy a practicing programmer's arsenal holds not only general-purpose
languageslike C and its relatives, but also programmable shells, scripting languages,
and lots of application-specificlanguages.

The power of good notation reaches beyond traditional programminginto special-
ized problem domains. Regular expressions let us write compact (if occasionally
cryptic) definitions of classes of strings, HTML lets us define the layout of interactive
documents, often using embedded programs in other languages such as JavaScript;
Postscript expresses an entire document —this book, for example—as a stylized pro-
gram. Spreadsheets and word processors often include programming languages like
Visual Basic to evaluate expressions, access information, or control layout.

If you find yourself writing too much code to do a mundane job, or if you have
trouble expressing the process comfortably, maybe you're using the wrong language.
If the right language doesn't yet exist, that might be an opportunity to create it your-
self. Inventing a language doesn't necessarily mean building the successor to Java;
often a thorny problem can be cleared up by a change of notation. Consider the for-
mat strings in the prin tf family, which are a compact and expressive way to control
thedisplay of printed values.

In this chapter, welll talk about how notation can solve problems, and demonstrate
some of the techniques you can use to implement your own specia-purpose lan-
guages. Well even explore the possibilitiesof having one program writeanother pro-
gram, an apparently extreme use of notation that happens more often, and isfar easier
to do, than many programmersrealize.

215
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9.1 Formatting Data

There is always a gap between what we want to say to the computer (**solve ny
problem™) and what we are required to say to get ajob done. The narrower this gap,
the better. Good notation makes it easier to say what we want and harder to say the
wrong thing by mistake. Sometimes, good notation can provide new insight, allowing
us to solve problems that seemed too difficult, or even lead us to new discoveries.

Little languages are speciaized notationsfor narrow domains. They not only pro-
vide a good interface but also help organize the program that implementsthem. The
pri ntf control sequencesare a good example:

printf("%d %6.2f %-10.10s\n", i, f, s);

Each% in the format string signals a place to interpolate the value of the next pri ntf
argument; after some optional flags and field widths, the terminating |etter says what
kind of parameter to expect. This notation is compact, intuitive, and easy to write,
and the implementation is straightforward. The alternatives in C++ (iostream) and
Java (java.io) seem more awkward since they don't provide specia notation,
athough they extend to user-defined typesand offer type-checking.

Some non-standard implementationsof printf let you add your own conversions
to the built-in set. This is convenient if you have other data types that need output
conversion. For example, a compiler might use %L for line number and file name; a
graphics system might use %P for a point and %R for a rectangle. The cryptic string of
letters and numbers for retrieving stock quotes that we saw in Chapter 4 was in the
same spirit. acompact notationfor arranging combinationsof stock data.

We can synthesize similar examples in C and C++. Suppose we want to send
packets containing various combinations of data types from one system to another.
As we saw in Chapter 8, the cleanest solution may be to convert to atextual represen-
tation. For a standard network protocol, though, the format is likely to be binary for
reasonsof efficiency or size. How can we write the packet-handling code to be port-
able, efficient, and easy to use?

To make this discussion concrete, imagine that we plan to send packets of & bit,
16-bit, and 32-bit data itemsfrom system to system. ANSI C says that we can always
storeat least 8 bitsin a char, 16 bitsin ashort, and 32 bitsin along, so we will use
these data typesto represent our values. There will be many types of packets; packet
type I might have a 1-byte type specifier, a 2-byte count, a I-byte value and a 4-byte
dataitem:

0Ox01 cnt, cntg val data, data, data, data,

Packet type 2 might contain a short and two long data words:

0x02 cnt, ont, dwl, dwl, dwl, dwl, dw2, w2, dw2, dw2,
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One approach is to write pack and unpack functionsfor each possible packet type:

int pack_typel(unsigned char =buf, unsigned short count,
unsigned char val, unsigned long data)

{
unsigned char =bp;
bp = buf;
«bp++ = 0x01;
=bp++ = count >> 8;
=bp++ = count;
«bp++ = val;
+bp++ = data >> 24;
«bp++ = data >> 16;
«bp++ = data >> 8:
«bp++ = data;
return bp - buf;

}

For a redligtic protocol, there will be dozens of such routines. al variations on a
theme. The routines could be smplified by using macros or functions to handle the
basic data types (short, long, and so on), but even so, such repetitive code is easy to
get wrong, hard to read, and hard to maintain.

Theinherent repetitivenessof the codeisacluethat notation can help. Borrowing
the idea from printf, we can define a tiny specification language in which each
packet is described by a brief string that captures the packet layout. Successve ee-
mentsof the packet are encoded with ¢ for an 8-bit character, s for a 16-bit short inte-
ger, and 1 for a 32-bit long integer. Thus. for example, the packet type 1 built by our
example above, including theinitia typebyte. might be described by the format string
cscl. Then we can use a single pack function to create packets of any type; this
packet would becreated with

pack(buf, "cscl", 0x01, count, val, data);

Because our format string contains only data definitions, there's no need for the %
charactersused by printf.

In practice, information a the beginning o the packet might tell the recipient how
to decode the rest, but welll assume the first byte of the packet can be used to deter-
mine the layout. The sender encodes the data in this format and shipsit; the receiver
readsthe packet, picksoff thefirst byte, and usesthat to decode whet follows.

Here is an implementation of pack, which fillsbuf with the encoded representa-
tion of its arguments as determined by the format. We make dl values unsigned,
including the bytes in the packet buffer, to avoid sign-extension problems. We also
use some conventional typedefs to keep the declarations short:

typedef unsigned char uchar;
typedef unsigned short ushort;
typedef unsigned long ulong;
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Like sprintf, strcpy, and similar functions, pack assumes that the buffer is big
enough to hold the result; it is the caller's responsibility to ensure this. Thereisalso
no auempt to detect mismatches between the format and the argument list.

#include <stdarg.h>

/+ pack: pack binary items into buf, return length =/
int pack(uchar =buf, char =fmt, ...)

va_list args;

char ap;

uchar =bp;

ushort s;

ulong 1;

bp = buf;

va_start(args, fmt);

for (p = fmt; =p = "\0"; p++) {
switch (xp) {

case 'c’: /a char =/
=bp++ = va_arg(args, int);
break;

case 's’: /a short =/

s = va_arg(args, int);
*bp4++ = 5 >> 8;

=bp++ = s;
break;
case '1": /* long =/

1 = va_arg(args, ulong);
=bp++ = 1 >> 24
=bp++ = 1 >> 16;
*bp++ = 1 >> 8;
=bp++ = 1;
break;
default: /* illegal type character a
va_end(args);
return -1;
|
|
va_end(args);
return bp - buf
|

The pack routine uses the stdarg. h header moreextensively than eprintf did in
Chapter 4. The successivearguments are extracted using the macro va_arg, with first
operand the variableof typeva_1ist set up by calling va_start and second operand
the type of the argument (thisis why va_arg is a macro, not afunction). When pro-
cessingisdone, va_end must becalled. Althoughtheargumentsfor 'c' and 's ' rep-
resent char and short values, they must be extracted asints because C promotes
char and short arguments to int when they are represented by an €llipsis ...
parameter.
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Each pack-type routine will now be one line long, marshaling its argumentsinto
acall of pack:

/* pack-typel: pack format 1 packet =/
int pack_typel(uchar abuf, ushort count, uchar val, ulong data)

{
]

return pack(buf, "cscl", 0x01, count, val, data);

T o unpack, we can do the samething: rather than write separatecode to crack each
packet format, we call a single unpack with aformat string. Thiscentralizesthe con-
version in one place:

/a unpack: unpack packed items from buf, return length =/
int unpack(uchar abuf, char afmt, ...)
{

va_list args;

char =p;

uchar abp, =pc;

ushort »ps;

ulong »pl;

bp = buf;
va_start(args, fmt) ;
for (p = fmt; ap !'= ’\0’; p++) {
switch (=p) {
case 'c’: [* char */
pc = va_arg(args, uchars);
*pCc = =bp++;

break;
case 's': [* short */
ps = va_arg(args, ushort*);
*ps = =bp++ << 8;
*ps |= =bp++;
break;
case 'l1": /% long */
pl = va_arg(args, ulong*) ;
*pl = =bp++ << 24;
apl |= =bp++ << 16;
*p1 |= =bp++ << §;
*pl1 |= xbp++;
break;
default: /= illegal type character =/
va_end(args);
return -1;

}

va_end(args) ;
return bp - buf;
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Like scanf, unpack must return multiple values to its caller, so its arguments are
pointers to the variables where the results are to be stored. Its function value is the
number of bytesin the packet, which can be used for error checking.
Becausethe values are unsigned and because we stayed within the sizes that ANSI

C &fines for the data types, this code transfers data portably even between machines
with different sizesfor short and long. Provided the program that uses pack does
not try to send as along (for example) a value that cannot be represented in 32 bits,
the value will bereceived correctly. In effect, we transfer thelow 32 bitsof the value.
If we need to send larger values, we could defineanother format.

Thetype-specific unpacking routinesthat call unpack are essy:

/* unpack-type2: unpack and process type 2 packet =/
int unpack_type2(int n, uchar =buf)
|
uchar c;
ushort count;
ulong dwl, dwz;
i f (unpack(buf, "csll", &, &count, &dwl, &dw2) != n)
return -1;

assert(c == 0x02);
return process_type2(count, dwl, dw2);

To call unpack_type2, we must first recognize that we have atype 2 packet. which
impliesa receiver loop something likethis:

while ((n = readpacket(network, buf, BUFSIZ)) > 0) {
switch (buf[0]) {

default:
eprintf("bad packet type 0x%x", buf[0]);
break;
case 1:
unpack_typel(n, buf);
break;
case 2:
unpack_type2(n, buf);
break;
}

1

Thisstyledf programmingcan get long-winded. A more compact method is to define
atabledf function pointers whose entriesare the unpacking routines indexed by type:

int (xunpackfn[]1) (int, uchar =) = {
unpack_type0,
unpack_typel,
unpack-type2,
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Each function in the table parses a packet, checks the result, and initiates further pro-
cessing for that packet. Thetable makesthe recipient's job straightforward:

/+ receive: read packets from network, process them */
void receive(int network)

{
uchar type, buf[BUFSIZ] ;
int n;
while ((n = readpacket(network, buf, BUFSIZ)) > 0) {
type = buf[0];
i f (type >= NELEMS(unpackfn))
eprintf("bad packet type Ox%x", type);
i f ((vunpackfn[typel)(n, buf) < 0)
eprintf("protocol error, type %x length %d",
type, n);
1
}

Each packet's handling code is compact, in a single place, and easy to maintain. The
receiver islargely independent of the protocol itself; it's clean and fast, too.

This example is based on some real code for a commercial networking protocol.
Once the author realized this approach could work, a few thousand repetitive, error-
pronelinesof code shrunk to afew hundred linesthat are easily maintained. Notation
reduced the messenormously.

Exercise 9-1. Modify pack and unpack to transmit signed values correctly, even
between machines with different sizesfor short and long. How should you modify
the format strings to specify a signed data item? How can you test the code to check,
for example, that it correctly transfersa -1.from a computer with 32-bit longs to one
with 64-bit Tongs? O

Exercise 9-2. Extend pack and unpack to handlestrings; one possibility is to include
the length of the string in the format string. Extend them to handle repeated items
with acount. How does thisinteract with the encoding of strings? O

Exercise9-3. The table of function pointersin the C program aboveis at the heart of
C++'s virtual function mechanism. Rewritepack and unpack and receive in C++to
take advantage of thisnotational convenience. O

Exercise9-4. Write a command-line version of printf that prints its second and
subsequent arguments in the format given by itsfirst argument. Some shells already
providethisasabuilt-in. O

Exercise9-5. Write a function that implements the format specifications found in
spreadsheet programs or in Java's Decimal Format class, which display numbers
according to patterns that indicate mandatory and optional digits, location of decimal
pointsand commas, and soon. Toillustrate, theformat



222 NOTATION CHAPTER 9

##,##0.00

specifiesa number with two decimal places, at |east one digit to theleft of the decimal
point, a comma after the thousands digit, and blank-filling up to the ten-thousands
place. It would represent 12345.67 as12,345.67 and .4as_____ 0.40 (using under-
scores to stand for blanks). For a full specification, look at the definition of
DecimalFormat Or a spreadsheet program. OO

9.2 Regular Expressions

Theformat specifiersfor pack and unpack are a very smple notation for defining
the layout of packets. Our next topic is a ightly more complicated but much more
expressive notation, regular expressions, which specify patternsof text. We've used
regular expressions occasionally throughout the book without defining them pre-
cisely; they are familiar enough to be understood without much explanation.
Although regular expressions are pervasive in the Unix programming environment,
they are not as widely used in other systems, so in this section well demonstrate
some of their power. Incase you don't have a regular expression library handy, we'll
also show a rudimentary implementation.

There are several flavors of regular expressions, but in spirit they are al the same.
away to describe patternsof literal characters, along with repetitions, alternatives, and
shorthandsfor classes of characterslike digits or letters. One familiar exampleis the
so-called **wildcards™ used in command-line processorsor shells to match patterns of
file names. Typically aistakento mean ""any string of characters' so, for example, a
command like

C:\> del =».exe

uses a pattern that matches all files whose names consist of any string ending in
“.exe”. Asis often the case, details differ from system to system, and even from
program to program.

Although the vagaries of different programs may suggest that regular expressions
are an ad hoc mechanism, in fact they are a language with a formal grammar and a
precisemeaning for each utterancein the language. Furthermore, the right implemen-
tation can run very fast; a combination of theory and engineering practice makesa lot
of difference, an example of the benefit of specialized algorithmsthat we aludedtoin
Chapter 2.

A regular expression is a sequence of characters that defines a set of matching
strings. Most characters smply match themselves, so the regular expression abc will
match that string of letters wherever it occurs. In addition afew metacharactersindi-
cate repetition or grouping or positioning. In conventiona Unix regular expressions,
A standsfor the beginning of astring and $ for the end, so Ax matchesan x only at the
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beginning of astring. x$ matchesan x only at the end, Ax$ matchesx only if it isthe
sole character of thestring, and A$ matchesthe empty string.

Thecharacter *‘.’" matchesany character, so x. y matchesxay, x2y and so on, but
not xy or xaby, and A. $ matchesa string with a single arbitrary character.

A set of charactersinside brackets [1 matchesany one of the enclosed characters,
so [0123456789] matchesasingledigit; it may be abbreviated [0-9].

These building blocks are combined with parenthesesfor grouping, | for alterna-
tives, a for zero or more occurrences. + for one or more occurrences, and ? for zeroor
one occurrences. Finaly, \ is used as a prefix to quote a metacharacter and turn off
itsspecial meaning; \= isaliteral a and \\ isaliteral backslash.

The best-known regular expression tool is the program grep that we've mentioned
several times. The program is a marvelous example of the value of notation. It
applies a regular expression to each line of its input files and prints those lines that
contain matching strings. This simple specification, plus the power of regular expres-
sions, lets it solve many day-to-day tasks. In the following examples, note that the
regular expression syntax used in the argument to grep isdifferent from the wildcards
used to specify a set of file names; this difference reflectsthe different uses.

Which sourcefile usesclass Regexp?

% grep Regexp *.java
Which implementsit?
% grep 'class.xRegexp’ =.java
Wheredid | save that mail from Bob?
% grep 'AFrom:.x bob@' mail/=
How many non-blank source linesare there in this program?
% grep . w.cH++ | we

With flags to print line numbers of matched lines, count matches, do case-
insensitive matching, invert the sense (select lines that don't match the pattern), and
perform other variationsof the basic idea, grep is so widely used that it has become
the classic example of tool-based programming.

Unfortunately, not every system comes with grep or an equivalent. Some systems
include a regular expression library, usually called regex or regexp, that you can use
to write a version of grep. If neither option is available, it's easy to implement a
modest subset of the full regular expression language. Here we present an implemen-
tation of regular expressions, and grep to go along with it; for simplicity, the only
metacharactersare A $ . and a, with = specifying a repetition of the single previous
period or literal character. This subset provides a large fraction of the power with a
tiny fraction of the programmingcomplexity of general expressions.

Let's start with the match function itself. Itsjob isto determine whether a text
string matchesa regular expression:
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/a match: search for regexp anywhere in text */
int match(char *regexp, char atext)
{
i (regexp[0] == *A”)
return matchhere(regexp+l, text);
do { /+ must look even i f string is empty as
i T (matchhere(regexp, text))
return A;
} while (*text++ 1= ’\0");
return 0;

If the regular expression begins with A, the text must begin with a match of the
remainder of the expression. Otherwise, we walk along the text, using matchhere to
seeif the text matchesat any position. Assoon as wefind a match, we're done. Note
the use of a do-while: expressions can match theempty string (for example, $ matches
theempty string at theend of alineand .= matchesany number of characters, includ-
ing zero), so we must call matchhere even if thetext isempty.

The recursivefunction matchhere does most of the work:

/* matchhere: search for regexp at beginning of text =/
int matchhere(char aregexp, char =text)

if (regexp[0] == °\0")
return 1;
if (regexp[l] == "=»’)
return matchstar(regexp[0], regexp+2, text);
if (regexp[0] = ’$’ && regexp[l] = '\0")
return *text == '\0’;
i (=text!="\0" && (regexp[0]=="." || regexp[0]===text))
return matchhere(regexp+1l, text+l);
return 0;

If the regular expression is empty, we have reached the end and thus have found a
match. If the expression ends with $, it matchesonly if the text isalso at theend. If
the expression begins with a period, that matches any character. Otherwise the
expression begins with a plain character that matchesitsdlf in the text. A A or § that
appearsin the middle of aregular expression is thus taken as a literal character, not a
metacharacter.

Notice that matchhere calls itself after matching one character of pattern and
string, so the depth of recursion can be as much asthelength of the pattern.

The one tricky case occurs when the expression begins with a starred character, for
example xx. Then we call matchstar, with first argument the operand of the star (x)
and subsequent argumentsthe pattern after the star and the text.
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/+ matchstar: search for cxregexp at beginning of text =/
int matchstar(int c, char =regexp, char stext)

{
do { /* a = matches zero or more instances =/
i f (matchhere(regexp, text))
return 1;
} while (=text != *\0’ && (*text++ ==c¢ || ¢ == '."));
return O;

Here is another do-while, again triggered by the requirement that the regular expres-
sion x= can match zero characters. The loop checks whether the text matches the
remaining expression, trying at each position of the text as long as the first character
matchesthe operand of the star.

This is an admittedly unsophisticated implementation, but it works. and at fewer
than 30 lines of code, it shows that regular expressions don't need advanced tech-
niquesto be put to use.

Well soon present some ideas for extending the code. For now, though, let's
writea versionof grep that usesmatch. Hereisthe main routine:

/* grep main: search for regexp in files =/
int main(int argc, char =argv[])
{

int §, nmatch;

FILE =f;

setprogname("grep");
if (argc < 2)
eprintf(“usage: grep regexp [file ...1");
nmatch = O;
if (argc == 2) {
if (grep(argv[l], stdin, NULL))
nmatch++;
} else {
for (= 2; i < argc; i++) {
f = fopen(argv[i]l, "r");
if (f == NULL) {
weprintf("can't open %s:", argv[il);
continue;

L
if (grep(argv[l], f, argc>3 ? argv[i] : NULL) > 0)

nmatch++;
fclose(f);
[
1
return nmatch == 0O;

It isconventional that C programsreturn O for successand non-zerovauesfor various
failures. Our grep, like the Unix version, defines success as finding a matching line,
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soit returns O if there were any matches, 1 if there were none, and 2 (viaeprintf) if
an error occurred. These status valuescan be tested by other programslike ashell.
Thefunction grep scansasinglefile, calling match on each line:

/# grep: search for regexp in file =/
int grep(char aregexp, FILE af, char xname)

int n, nmatch;
char buf[BUFSIZ];

nmatch = 0;
while (fgets(buf, sizeof buf, f) !'= NULL) {
n = strien(buf);
if (n >0 &% buf[n-1] = '\n’)
buf[n-11 = ’\0’;
i f (match(regexp, buf)) {

nmatch++;
i f (name != NULL)
printf("%s:", name) ;

printf("%s\n", buf);
}
}

return nmatch;

}

The main routine doesn't quit if it fails to open afile. This design was chosen
becauseit's common to say something like

% grep herpolhode a.a

and find that one of thefilesin thedirectory can't beread. It's better for grep to keep
going after reporting the problem, rather than to give up and force the user to type the
filelist manualy to avoid the problem file. Also, noticethat grep printsthefile name
and the matchingline, but suppresses the nameiif it isreading standard input or asin-
glefile. This may seem an odd design, but it reflectsan idiomatic style of use based
on experience. When given only one input, grep's task is usually selection, and the
file name would clutter the output. But if it isasked to search through many files, the
task is most often to find all occurrencesof something, and the namesare informative.
Compare

% strings markov.exe | grep 'DOS mode'
with
% grep grammer chapters=.txt

These touches are part of what makes grep so popular, and demonstrate that notation
must be packaged with human engineering to build a natural, effective tool.

Our implementationof match returnsas soon asit findsa match. For grep, that is
afinedefault. But for implementinga substitution (search-and-replace) operator in a
text editor the leftmost longest match is more suitable. For example, given the text
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"aaaaa" the pattern a* matches the null string a the beginning of the text, but it
seems more natural to match dl fiveas. To cause match to find the leftmost longest
sring, matchstar must be rewritten to be greedy: rather than looking a each charac-
ter of thetext from left to right, it should skip over the longest string that matches the
darred operand, then back up if therest of the string doesn't match the rest of the pat-
tern. In other words, it should run from right to left. Hereis aversonof matchstar
that does leftmost longest matching:

/+~ matchstar: leftmost longest search for cxregexp */
int matchstar(int c, char aregexp, char #text)

{
char =t;
for (t = text; »t I= \g* & (»t = c || Cc == LYY te+)
do { /a a matches zero or more */
i f (matchhere(regexp, t))
return 1;
} while (t-- > text):
return 0;
}

It doesn't matter which match grep finds, sinceit is just checking for the presence of
any match and printing the wholeline. So sincelefimost longest matching doesextra
work, it's not necessary for grep, but for a substitution operator, it is essentid.

Our grep is competitive with system-supplied versions, regardless of the regular
expression. There are pathologica expressionsthat can cause exponential behavior,
such asaraxaxaxaxb when given theinput aaaaaaaaac, but theexponential behavior
is present in some commercia implementations too. A grep variant available on
Unix, caled egrep, usesa more sophiticated matching agorithm that guaranteeslin-
ear performanceby avoiding backtracking when apartial match fails.

What about making match handlefull regular expressions? These would include
character classeslike [a-zA-Z] to match an alphabeticcharacter, theability to quotea
metacharacter (for example to search for a literd period), parentheses for grouping,
and aternatives(abc or def). Thefirst step isto helpmatch by compiling the pattern
into a representation that is easier to scan. It is expendve to parse a character class
every time we compare it againgt a character; a pre-computed representation based on
bit vectors could make character classes much more efficient. For full regular expres-
sions, with parentheses and aternatives, the implementation must be more sophisti-
cated. but can use some o the techniquesweéll talk about later in thischapter.

Exercise 9-6. How does the performanced match compareto strstr when search-
ing for plain text? O

Exercise 9-7. Write a non-recursive version of matchhere and compare its perfor-
manceto the recursiveversion. O
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Exercise 9-8. Add some optionsto grep. Popular onesinclude -v to invert the sense
of the match. -1 to do case-insensitivematching of aphabetics, and -n to include line
numbers in the output. How should the line numbers be printed? Should they be
printed on the same line as the matching text? o

Exercise9-9. Add the+ (oneor more) and ? (zero or one) operatorsto match. The
pattern a+bb? matches one or more a's followed by oneor two bs O

Exercise 9-10. The current implementation of match turns off the specia meaning of
A and § if they don't begin or end the expression, and of a if it doesn't immediately
follow a literal character or a period. A more conventional design is to quote a
metacharacter by preceding it with a backdash. Fix match to handle backdashesthis

way. O

Exercise9-11. Add character classesto match. Character classes specify a match for
any one o the charactersin the brackets. They can be made more convenient by
adding ranges, for example [a-z] to match any lower-case letter, and inverting the
sense, for example [A0-9] to match any character except adigit. O

Exercise9-12. Change match to use the leftmost-longest version of matchstar, and
modify it to return the character positionsof the beginning and end of the matched
text. Usethat to build a program gres that is like grep but prints every input line
after subgtituting new text for text that matchesthe pattern, asin

% gres 'homoiousian' *homoousian’ mission. stmt
O

Exercise 9-13. Modify match and grep to work with UTF-8 strings of Unicode char-
acters. Because UTF8 and Unicode are a superset of ASCII, this change is upwardly
compatible. Regular expressions, as well as the searched text, will also need to work
properly with UTF8. How should character classesbe implemented? O

Exercise9-14. Write an automatic tester for regular expressionsthat generates test
expressonsand test strings to search. If you can, use an exigting library as a refer-
enceimplementation; perhaps you will find bugsin it too. O

9.3 Programmable Tools

Many tools are structured around a specia-purpose language. The grep program
isjust onedf afamily of toolsthat use regular expressionsor other languagesto solve
programming problems.

Onedf thefirst examples was the command interpreter or job control language. It
was redlized early that common sequencesdf commandscould be placed in afile, and
an ingance of the command interpreter or shell could be executed with that file as
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input. From there it was a short step to adding parameters, conditionds, loops, vari-
ables, and dl the other trappings of aconventional programming language. The man
difference was that there was only one data type—drings—and the operatorsin shell
programs tended to be entire programs that did interesting computations. Although
shell programming has falen out of favor, often giving ground to alternativeslike
Perl in command environments and to pushing buttons in graphical user interfaces, it
isgtill an effectiveway to build up complex operations out of Smpler pieces.

Awk is another programmable tool, a small, speciaized pattern-action language
that focuses on selection and transformation of an input stream. As we saw in Chap-
ter 3, Awk automaticaly reads input files and splits each line into fields cdled $1
through $NF, where NF is the number of fields on the line. By providing default
behavior for many common tasks, it makes useful one-line programs possible. For
example, thiscomplete Awk program,

# split.awk: split input into one word per line
{ for (i =1; 1 @& NF;, i++) print $i }

prints the **words'" of each input line oneword per line. To go in the other direction,
here is an implementation of fmt, which fills each output line with words. up to at
mogt 60 characters; a blank line causesa paragraph break.

# fmt.awk: format into 60-character lines

/./ {for (i=1; i a NF;, i++) addword($i) } # nonblank line
/A8/ { printline(); print "™ } # blank line
END { printlineQ }

function addword(w) {
i f (length(line) + 1 + Tength(w) > 60)

printline()

if (length(line) = 0)
line =w

else
line=1line ™" w

}

function printline() {
i T (Tength(line) > 0) {
print line
line = ""

}

We often use f m t to re-paragraph mail messagesand other short documents; we also
useit to format the output of Chapter 3's Markov programs.

Programmabletools often originatein little languages designed for natural expres-
son of solutionsto problemswithin a narrow domain. One nice exampleis the Unix
tool eqn, which typesets mathematical formulas. Its input language iscloseto whet a

mathematician might say when reading equations aloud: g is written pi over 2.
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TEX follows the same approach; its notation for this formulais\pi \over 2. If there
isanatura or familiar notation for the problem you're solving, useit or adapt it; don't
dtart from scratch.

Awk was inspired by a program that used regular expressions to identify anoma
lous data in telephone traffic records. but Awk includes variables, expressions, loops,
and so on, to makeit ared programming language. Perl and Tcl were designed from
the beginning to combine the convenience and expressiveness of little languages with
the power of big ones. They are true genera-purpose languages, athough they are
most often used for processing text.

The generic term for such toolsis scripting languages because they evolved from
early command interpreters whose programmability was limited to executing canned
"seripts’ of programs. Scripting languages permit creative use of regular expres-
sions, not only for pattern matching—recognizing that a particular pattern occurs—
but also for identifying regions of text to be transformed. This occurs in the two
regsub (regular expression substitution) commands in the following Tcl program.
The program is a dight generalization of the program we showed in Chapter 4 that
retrieves stock quotes; this one fetches the URL given by itsfirst argument. Thefirst
substitution removes the string hetp: // if it is present; the second replacesthe first /
by a blank, thereby splitting the argument into two fields. The lindex command
retrievesfields from a string (tarting with index 0). Text enclosed in [] is executed
as aTd command and replaced by the resulting text; $x is replaced by the value of
the variablex.

# geturl.tcl: retrieve document from URL
# input has form [http://labc.def. com[/whatever...]

regsub "http://" $argv "" argv ;# remove http:// i T present
regsub "/" $argv " " argv ;# replace leading / with blank

set so [socket [lindex $argv 0] 80] ;# make network connection
set q "/[1index $argv 11"

puts $so "GET $q HTTP/1.0\n\n" ;# send request

flush Bso
while {[gets Bso 1ine] >= 0 & $line !'= ""} {} ;# skip header
puts [read $so] ;# read and print entire reply

This script typically produces voluminous output, much of which is HTML tags
bracketed by < and >. Perl isgood at text substitution, so our next tool isa Perl script
that uses regular expressionsand substitutionsto discard the tags:

# unhtml.pl: delete HIML tags

while (<>) { # collect all input into single string
$str = $_; # by concatenating input Tines

}
Bstr =— s/<[A>]x>//g; # delete <...>
Bstr =— s/&nbsp;/ /g; # replace &nbsp; by blank

Bstr =- s/\s+/\n/g; # compress white space
print $str;
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Thisexampleiscrypticif onedoes not speak Perl. The congtruction
$str =~ s/regexp/repl/g

subgtitutesthe string rep1 for thetext in s tr that matches (leftmost longest) the regu-
lar expression regexp; thetrailing g, for "*globd,"" meansto do so for al matchesin
the string rather than just the first. The metacharacter sequence \s is shorthand for a
white space character (blank, tab, newline, and the like); \n is anewline. The string
“‘&nbsp;’’ isan HTML character, like those in Chapter 2, that defines a non-breakable
spacecharacter.

Putting dl this together, here is a moronic but functional web browser, imple-
mented as aone-line shell script:

# web: retrieve web page and format its text, ignoring HTML
geturl.tcl $1| unhtml.pl | fmt.awk

This retrieves the web page, discards dl the control and formatting information, and
formatsthetext by itsown rules. It's afast way to grab a page of text from the web.

Notice the variety of languages we cascade together, each suited to a particular
task: Tcl, Perl, Awk and, within each of those, regular expressions. The power of
notation comesfrom having a good one for each problem. Td is particularly good for
grabbing text over the network; Perl and Awk are good a editing and formatting text;
and of course regular expressionsare good at specifying pieces of text for searching
and modifying. These languages together are more powerful than any one of them in
isolation. It's worth bresking the job into pieces if it enables you to profit from the
right notation.

9.4 Interpreters, Compilers, and Virtual Machines

How does a program get from its source-code form into execution? If the lan-
guageissmpleenough,asinprintf or our smplest regular expressions, we can exe-
cute straight from the source. Thisiseasy and has very fast startup.

There is a tradeoff between setup time and execution speed. If the language is
more complicated, it is generaly desirableto convert the source code into a conve-
nient and efficient internal representation for execution. It takes some timeto process
the sourceoriginaly but thisis repaid in faster execution. Programsthat combine the
conversion and execution into a single program that reads the source text, converts it.
and runsit are called interpreters. Awk and Perl interpret, as do many other scripting
and special-purposelanguages.

A third possibility is to generateinstructionsfor the specific kind of computer the
program is meant to run on, as compilers do. This requires the most up-front effort
and time but yields the fastest subsequent execution.
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Other combinations exist. One that we will study in this section is compiling a
program into ingtructionsfor a made-up computer (avirtual machine) that can besm-
ulated on any red computer. A virtual machine combines many of the advantages of
conventional interpretation and compilation.

If alanguageissmple, it doesn't take much processing to infer the program struc-
ture and convert it to an interna form. If, however, the language has some
complexity—declarations. nested structures, recursively-defined statements or expres-
sions, operators with precedence, and the like—it is more complicated to parse the
input to determine the structure.

Parsers are often written with the aid of an automatic parser generator, also called
acompiler-compiler. such asyacc or bison. Such programstrand ate a description of
the language, called its grammar, into (typicaly) aC or C++ program that, once com-
piled, will trandate statements in the language into an internal representation. Of
course, generating a parser directly from a grammar is another demonstration of the
power of good notation.

The representation produced by a parser is usudly atree, with internal nodes con-
taining operators and leaves containing operands. A statement such as

a = max(b, c/2);
might produce this parse (or syntax) tree:

7N\

max

7 \/
c/ \2

a

b

Many of the tree algorithms described in Chapter 2 can be used to build and process
parsetrees.

Once the tree is built, there are a variety of ways to proceed. The most direct,
used in Awk, isto wak the tree directly, evaduating the nodes aswe go. A smplified
verson of such an evaluation routine for an integer-based expression language might
involve apogt-order traversal like this:

typedef struct Symbol Symbol;
typedef struct Tree Tree;

struct Symbol {
int value;
char *name;

};
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struct Tree {

int op; /* operation code =/
int value; /= value 1 f number =/
Symbol =symbol; /a Symbol entry i f variable as

Tree «left;
Tree aright;
};

/a eval: version 1: evaluate tree expression =/
int eval(Tree =t)

{
int left, right;
switch (t->op) {
case NUVBER
return t->value;
case VARIABLE:
return t->symbol->value;
case ADD.
return eval(t->left) + eval(t->right) ;
case DIVIDE:
left = eval (t->1eft) ;
right = eval (t->right) ;
if (right == 0)
eprintf("divide %d by zero", left) ;
return left / right;
case MAX:
left = eval (t->1eft) ;
right = eval(t->right) ;
return left>right ? left : right;
case ASSIGN:
t->left->symbol->value = eval (t->right);
return t->left->symbol->value;
/* ... %
}
}

Thefirst few cases evaluate Smple expressionslike constants and values; later ones
evauate arithmeticexpressions, and others might do specia processing, conditionds,
and loops. To implement contral structures, the tree will need extrainformation, not
shown here, that representsthe control flow.

Asin pack and unpack, we can replace the explicit switch with a table of function
pointers. Individual operatorsare much the sameasin the switch statement:

/* addop: return sum of two tree expressions =/
int addop(Tree at)

{

}

Thetableof function pointers relates operatorsto the functions that perform the oper-
dions:

return eval(t->left) + eval(t->right) ;
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enum { /= operation codes, Tree.op =/
NUMBER,
VARIABLE,
ADD,
DIVIDE,
/v ... %/
|5

/* optab: operator function table =/
int («xoptab[])(Tree a = {

pushop, /% NUMBER /
pushsymop, /* VARIABLE a/
addop [+ ADD =/
divop. /* DIVIDE =/
> .0 *

};

Evauation uses the operator to index into the table of function pointers to cal the
right functions; this verson will invoke other functionsrecursively.

/* eval: version 2: evaluate tree from operator table =/
int eval (Tree =t)

{
}

return (xoptab[t->op])(t);

Both these versonsof eval are recursve. There are ways of eliminating recur-
sion, including a clever technique called threaded code that flattens the call stack
completely. The neatest method is to do away with the recursion dtogether by storing
the functions in an array that is then traversed sequentialy to execute the program.
This array becomes a sequence of ingructions to be executed by a little special-
purpose machine.

We il need a stack to represent the partidly evaluated valuesin the computation,
so the form of the functions changes, but the transformation is easy to see. In effect,
we invent a stlack machine in which the ingtructions are tiny functions and the
operands are stored on a separate operand stack. It's not a red machine but we can
program it asif it were, and we can implement it easily as an interpreter.

Ingtead of waking the tree to evaluateit, we walk it to generate the array of func-
tionsto execute the program. The array will also contain data vaues that the instruc-
tions use, such as constantsand variables (symbols), so the type of the elements of the
array should be a union:

typedef union Code Code;
union Code {

void (xop) (void); /+* function if operator as
int value; /* value i f number =/
Symbol  *symbol ; /* Symbol entry i f variable as

};
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Here is the routine to generate the function pointers and place them in an array, code.
of theseitems. Thereturn vaued generate is not the value of the expresson—that
will be computed when the generated code is executed—but the index in code of the
next operation to be generated:

/* generate: generate instructions by walking tree =/
int generate(int codep, Tree #t)

{

switch (t->op) {

case NUVBER
code[codep++].0p = pushop;
code[codep++].value = t->value;
return codep;

case VARIABLE:
code[codep++].0op = pushsymop;
code[codep++].symbol = t->symbol ;
return codep;

case ADD:
codep = generate(codep, t->left);
codep = generate(codep, t->right);
code[codep++].0op = addop;
return codep;

case DIVIDE:
codep = generate(codep, t->left);
codep = generate(codep, t->right);
code[codep++].0p = divop;
return codep;

case MAX
/* o0 %

}

#

}
For thestatement a = max (b, c/2) thegenerated code would look like this:

pushsymop
b

pushsymop
c

pushop

2

divop
maxop
storesymop
a

The operator functions manipulate the stack, popping operandsand pushing results.
The interpreter is aloop that walks a program counter dong the array of function
pointers:
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Code code[NCODE];

int stack[NSTACK];

int stackp;

int pc; /+ program counter =/

/+ eval: version 3. evaluate expression from generated code =/
int eval(Tree at)

{
pc = generate(0, t);
code[pc].op = NULL;
stackp = 0;
pc = 0;
while (code [pc].op !'= NULL)

(»code[pc++].op) O;
return stack[0];

}

This loop smulates in software on our invented stack machine what happens in hard-
ware on ared machine. Hereare acouple of representative operators:

/a pushop: push number; value is next word i n code stream =/
void pushop(void)
{

stack[stackp++] = code[pc++].value;

}

/* divop: compute ratio of two expressions =/
void divop(void)
{

int left, right;

right = stack[--stackp];
left = stack[--stackp];
if (right == 0)
eprintf("divide %d by zero\n", left) ;
stack[stackp++] = left / right;
}

Notice that the check for zero divisors appearsin divop, not generate.

Conditional execution, branches, and loops operate by modifying the program
counter within an operator function, performing a branch to a different point in the
aray o functions. For example a goto operator dways setsthe vauedf the pc vari-
able, whileaconditiona branch sets pc only if thecondition istrue.

The code array isinternal to the interpreter, of course, but imagine we wanted to
save the generated program in afile. If wewrote out the function addresses, the result
would be unportable and fragile. But we could instead write out constantsthat repre-
sented the functions, say 1000 for addop. 1001 for pushop, and so on, and trandate
these back into the function pointers when we read the program in for interpretation.

If weexamineafilethis procedure produces, it lookslike an instruction stream for
a virtua machine whose ingtructions implement the basic operatorsof our little lan-
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guage, and the generate functionis really acompiler that trandates the language into
the virtual machine. Virtual machines are a lovely old idea. recently made fashion-
able again by Javaand the Java Virtual Machine (JVM); they give an easy way to pro-
duce portable, efficient representationsof programswritten in a high-level language.

9.5 Programs that Write Programs

Perhaps the most remarkable thing about the generate functionis that it is a pro-
gram that writes a program: its output is an executable instruction stream for another
(virtual) machine. Compilers do this all the time, trandating source code into
machine instructions, so the idea is certainly familiar. In fact, programs that write
programs appear in many forms.

One common example is the dynamic generation of HTML for web pages. HTML
isalanguage, however limited, and it can contain JavaScript code as well. Web pages
are often generated on the fly by Perl or C programs, with specific contents (for exam-
ple, search results and targeted advertising) determined by incoming requests. We
used specialized languages for the graphs, pictures, tables, mathematical expressions,
and index in this book. As another example, PostScript is a programming language
that is generated by word processors. drawing programs, and a variety of other
sources,; at the final stage of processing, this whole book is represented as a 57,000
line Postscript program.

A document is a static program, but the idea of using a programming language as
notation for any problem domain is extremely powerful. Many years ago, program-
mers dreamt of having computers write al their programsfor them. That will proba-
bly never be more than a dream, but today computers routinely write programsfor us
often to represent things we would not previously have considered programsat all.

The most common program-writing program is a compiler that translates high-
level language into machine code. It's often useful, though, to trandate code into a
mainstream programming language. In the previous section, we mentioned that
parser generators convert a definition of a language's grammar into a C program that
parses the language. C is often used in this way, as a kind of "*high level assembly
language.”” Modula-3and C++ are among the general -purpose languages whose first
compilers created C code, which was then compiled by a standard C compiler. The
approach has several advantages, including efficiency —because programscan in prin-
ciple run asfast as C programs—and portability —because compilerscan be carried to
any system that has a C compiler. This greatly helped the early spread of these lan-
guages.

As another example, Visua Basic's graphical interface generates a set of Visual
Basic assignment statementsto initialize objects that the user has selected from menus
and positioned on the screen with a mouse. A variety of other languages have
""visua"" development systemsand **wizards' that synthesize user-interfacecode out
of mouseclicks.
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In spite of the power of program generators, and in spite of the existence of many
good examples, the notion is not appreciated as much as it should be and is infre-
quently used by individual programmers. But there are plenty of small-scaleopportu-
nities for creating code by a program, so that you can get some of the advantagesfor
yourself. Here are several examplesthat generate C or C++ code.

The Plan 9 operating system generates error messagesfrom a header file that con-
tains names and comments; the comments are converted mechanically into quoted
stringsin an array that can be indexed by the enumerated value. Thisfragment shows
the structure of the header file:

/* errors-h: standard error messages #/

enum {
Eperm, /* Permission denied =/
Eio, /* 1/0 error =/
Efile, /* File does not exist =/
Emem, /* Memory |imit reached =/
Espace. /* Out of file space =/
Egreg /= It's all Greg's fault =/

Given thisinput. a simple program can produce the following set of declarations for
the error messages:

/* machine-generated; do not edit. =/

char =zerrs[] = {
"Permission denied", /* Eperm =/
"1/0 error", /x Eio =/
"File does not exist", /= Efile =/
"Memory |imit reached", /+ Emem =/
"Out of file space", /= Espace =/
"It's all Greg's fault". /= Egreg =/
'

There are a couple of benefitsto this approach. First, the relationship between the
enum values and the strings they represent is literally self-documenting and easy to
make natural-languageindependent. Also, the information appearsonly once, a**sin-
gle point of truth' from which other code is generated, so there is only one place to
keep information up to date. If instead there are multiple places, it is inevitable that
they will get out of sync sometime. Finaly, it's easy to arrange that the . c file will be
recreated and recompiled whenever the header file is changed. When an error mes-
sage must be changed, all that is needed is to modify the header file and compile the
operating system. The messagesare automatically updated.

The generator program can be written in any language. A string processing lan-
guage like Perl makesit easy:
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# enum.pl: generate error strings from enum+comments

print "/= machine-generated; do not edit. =/\n\n";
print "char =errs[] = {\n";

while (o) {
chop; # remove newline
it (/A\s=(E[a-z0-9]+),?/) { # first wordis E...
$name = $1; # save name
s/.x\/\= *[[ ; # remove up to /=
s/ #\=\///; # remove =/
print "\t\"$_\", /x $name »/\n";
}
}
print "};\n";

Regular expressions are in action again. Lines whose first fields look like identifiers
followed by a comma are selected. The first substitution deletes everything up to the
first non-blank character of the comment, while the second removes the comment ter-
minator and any blanksthat precedeit.

As part of a compiler-testingeffort, Andy Koenig developed a convenient way to
write C++ code to check that the compiler caught program errors. Code fragments
that should cause a compiler diagnostic are decorated with magic comments to
describe the expected messages. Each line has a comment that begins with /// (to
distinguish it from ordinary comments) and a regular expression that matches the
diagnostics from that line. Thus, for example, the following two code fragments
should generate diagnostics:

int £QO {}

/// warning.« non-void function .= should return a value

void g {return 1;)
error.» void function may not return a value

If we run the second test through our C++ compiler, it prints the expected message,
which matchesthe regular expression:

% CC x.c
"x.c", line 1: error(321): void function may not return a value

Each such code fragment is given to the compiler, and the output is compared against
the expected diagnostics, a process that is managed by a combination of shell and
Awk programs. Failuresindicate a test where the compiler output differed from what
was expected. Because the commentsare regular expressions thereis some latitudein
the output; they can be made more or lessforgiving, depending on what is needed.

The idea of comments with semantics is not new. They appear in Postscript,
where regular comments begin with % Comments that begin with %% by convention
may carry extra information about page numbers, bounding boxes, font names, and
thelike:
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%%PageBoundingBox: 126 307 492 768

%%Pages: 14

%%DocumentFonts: Helvetica Times-Italic Times-Roman
LucidaSans-Typewriter

In Java, comments that begin with /= and end with =/ are used to create documenta-
tion for the class definition that follows. The large-scaleversion of self-documenting
code is literate programming, which integrates a program and its documentation so
one process prints it in a natura order for reading, and another arrangesit in the right
order for compilation.

In all of the examples above, it is important to observe the role of notation, the
mixture of languages, and the use of tools. The combination magnifiesthe power of
the individual components.

Exercise9-15. Oneof the old chestnutsof computing is to writea program that when
executed will reproduceitself exactly, in sourceform. Thisis a neat special case of a
program that writesa program. Giveitatry in someof your favorite languages. O

9.6 Using Macros to Generate Code

Descending a couple of levels, it's possible to have macros write code at compile
time. Throughout this book, we've cautioned against using macros and conditional
compilation; they encouragea style of programmingthat isfull of problems. But they
do have their place; sometimes textual substitution is exactly the right answer to a
problem. One exampleis using the C/C++ macro preprocessor to assemble pieces of
astylized, repetitive program.

For instance, the program that estimated the speed of elementary language con-
structsfor Chapter 7 uses the C preprocessor to assemble the tests by wrapping them
in boilerplatecode. The essence of the test is to encapsulate a code fragment in aloop
that starts a timer, runs the fragment many times, stops the timer, and reports the
results. All of the repeated code is captured in a couple of macros, and the code to be
timed is passed in asan argument. The primary macro takes thisform:

#define LOOP(CODE) { \
t0 = clock(Q); \
for (i =0; i <n; i+) { CDE }+ \
printf ("%7d ", clock() - t0); \

I

The backdlashesallow the macro body to span multiple lines. This macrois used in
""statements'* that typically look likethis:

LOOP(f1 = f2)
LOOP(fl = f2 + f3)
LOOP(f1 = f2 - f3)



SECTION 9.7 COMPILING ON THE FLY 241

There are sometimes other statements for initiaization, but the basic timing part is
represented in these single-argument fragmentsthat expand to a significant amount of
code.

Macro processing can be used to generate production code, too. Bart Locanthi
once wrote an efficient verson of atwo-dimensional graphics operator. The operator,
cadled bitb |t or rasterop, is hard to make fast because there are many arguments
that combine in complicated ways. Through careful case analysis, Locanthi reduced
the combinations to individual loops that could be separately optimized. Each case
was then constructed by macro substitution, analogous to the performance-testing
example, with all the variants laid out in a single big switch statement. The original
sourcecode was afew hundred lines; the result of macro processing was several thou-
sand. The macro-expanded code was not optima but, considering the difficulty of the
problem, it was practical and very easy to produce. Also. as high-performance code
goes, it was relatively portable.

Exercise9-16. Exercise 7-7 involved writing a program to measure the cost of vari-
ous operationsin C++. Use the ideas of this section to create another verson of the
program. O

Exercise9-17. Exercise 7-8 involved doing a cost modd for Java, which has no
macro capability. Solve the problem by writing another program, in whatever lan-
guage (or languages) you choose, that writes the Java version and automates the tim-
ing runs. O

9.7 Compiling on the Fly

In the previous section, we talked about programs that write programs. In each of
the examples, the generated program was in source form; it till needed to be com-
piled or interpreted to run. But it is possible to generate code that is ready to run
immediately by producing machine instructions rather than source. Thisis known as
compiling "*on thefly"* or "*just in time"*; the first term is older but the latter. includ-
ing itsacronym, JI T, is more popular.

Although compiled code is necessarily non-portable—it will run only on asingle
typeof processor —it can be extremely fast. Consider the expression

max(b, c/2)

The calculation must evaluate c, divide it by two, compare the result to b, and choose
thelarger. If we evaluate the expression using the virtual machine we sketched earlier
in the chapter, we could eliminate the check for division by zeroin divop. Since2is
never zero, the check is pointless. But given any of the designswe laid out for imple-
menting the virtual machine, there is no way to eliminate the check; every implemen-
tation of the divide operation comparesthe divisor to zero.
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This is where generating code dynamically can help. If we build the code for the
expression directly, rather than just by stringing out predefined operations, we can
avoid the zero-dividecheck for divisors that are known to be non-zero. In fact, we
can go even further; if the entire expression is constant. such as max(3=3, 4/2), we
can evaluate it once when we generate the code, and replace it by the constant value 9.
If the expression appearsin aloop, we save time each trip around the loop, and if the
loop runs enough times, we will win back the overhead it took to study the expression
and generatecodefor it.

The key ideais that the notation gives us a general way to express a problem, but
the compiler for the notation can customize the code for the details of the specific cal-
culation. For example, in a virtual machine for regular expressions. we would likely
have an operator to match aliteral character:

int matchchar(int literal. char =text)

{

return xtext == literal;

When we generate code for a particular pattern, however, the value of a given
literal isfixed, say "x', so we could instead use an operator like this:

int matchx(char =text)

{
3

return =text == 'x';

And then, rather than predefining a special operator for each literal character value,
we make things simpler by generating the code for the operators we realy need for
the current expression. Generalizing the idea for the full set of operations, we can
write an on-the-fly compiler that translates the current regular expression into special
code optimized for that expression.

Ken Thompson did exactly this for an implementation of regular expressions on
the IBM 7094 in 1967. His version generated little blocks of binary 7094 instructions
for the various operationsin the expression, threaded them together, and then ran the
resulting program by calling it, just like a regular function. Similar techniquescan be
applied to creating specific instruction sequences for screen updates in graphics sys-
tems, where there are so many special cases that it is more efficient to create dynamic
code for each one that arises than to write them all out ahead of time or to include
conditional testsin more general code.

Todemonstrate what isinvolved in buildinga real on-the-fly compiler would take
us much too far into the details of a particular instruction set, but it is worth spending
some time to show how such a system works. The rest of this section should be read
for ideasand insight but not for implementation details.

Recall that we |eft our virtual machinewith a structurelike this:
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Code code[NCODf] ;
int stack[NSTACK];

int stackp;
int pc; /# program counter =/

Tree =t;

t = parse() ;

pc = generate(0, t);
code[pc]-op = NULL;

stackp = 0;

pc = 0;

while (code [pc].op !'= NULL)

(»code[pc++].0p) O;
return stack[0];

To adapt this code to on-the-fly compilation. we must make some changes. Firg,
the code array is no longer an array of function pointers, but an array of executable
ingtructions. Whether the instructions will be of type char, int. or long will depend
on the processor we're compiling for; well assume int. After the code is generated,
we call it as a function. There will be no virtua program counter because the
processor's awn execution cycle will wak aong the code for us; once the calculation
isdone, it will return, likearegular function. Also, we can chooseto maintain a sepa
rate operand stack for the machine or use the processor's own stack. Each approach
has advantages, but we've chosen to stick with a separate stack and concentrate on the
detailsof the codeitself. Theimplementation now lookslike this:

typedef int Code;
Code code[NCODE];
int codep;
int stack[NSTACK];
int stackp;
Tree =t;
void (=fn)(void) ;
int pc;

t = parse();
pc = generate(0, t);

genreturn(pc); /* generate function return sequence */
stackp = 0;

flushcaches(); /= synchronize memory with processor =/
fn = (void(*)(void)) code; /= cast array to ptr to func =/
=f O; /= call function =/

return stack[0];

After generate finishes, genreturn lays down the instructions that make the gen-
erated code return control to eval.

The function flushcaches standsfor the steps needed to prepare the processor for
running freshly generated code. Modem machinesrun fast in part because they have
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caches for instructions and data, and internal pipelines that overlap the execution of
many successive instructions. These caches and pipelines expect the instruction
stream to be static; if we generate code just before execution, the processor can
become confused. The CPU needs to drain its pipeline and flush its caches before it
can execute newly generated instructions. These are highly machine-dependent oper-
ations; the implementation of flushcaches will be different on each particular type
of computer.

The remarkable expression (voi d(=)(voi d)) code is a cast that converts the
address of the array containing the generated instructionsinto a function pointer that
can be used to call the code as afunction.

Technically, it's not too hard to generate the code itself, though there is a fair
amount of engineering to do so efficiently. We start with some building blocks. As
before, a code array and an index into it are maintained during compilation. For sim-
plicity, we'll make them both global, as we did earlier. Then we can writeafunction
to lay down instructions:

/* emit: append instruction to code stream =/
void emit(Code inst)

{
}

The instructions themselves can be defined by processor-dependent macros or tiny
functionsthat assemblethe instructions by filling in the fields of the instruction word.
Hypothetically, we might have a function called popreg that generates code to pop a
value off the stack and storeit in a processor register, and another called pushreg that
generates code to take the value stored in a register and push it onto the stack. Our
revised addap function would use them like this, given some defined constants that
describe the instructions (like ADDINST) and their layout (the various SHIFT positions
that define the format):

code[codep++] = inst;

/* addop: generate ADD instruction =/
void addop(void)

{

Code 1inst;

popreg(2)}; /* pop stack into register 2 =/

popreg(1); /* pop stack into register 1 =/

inst = ADDINST << INSTSHIFT;

inst |= (R1) << OP1SHIFT;

inst |= (R2) << OP2SHIFT;

emit Cinst) ; /= emit ADD R1, R2 =/

pushreg(2); /* push val of register 2 onto stack =/
1

This is only a starting point. If we were writing an on-the-fly compiler for real, we
would employ optimizations. If we're adding a constant, we don't need to push the
constant on the stack, pop it off, and add it; we can just add it directly. Similar think-



SECTION 9.7 COMPILING ON THE FLY 245

ing can eliminate more of the overhead. Even as written, however, addop will run
much faster than the versions we wrote earlier because the various operators are not
threaded together by function calls. Instead, the code to execute them is laid out in
memory as a single block of instructions, with the real processor's program counter
doing all the threading for us.

Thegenerate function looks pretty much as it did for the virtual machine imple-
mentation. But this time, it lays out real machine instructionsinstead of pointers to
predefined functions. And to generate efficient code, it should spend some effort
looking for constantsto eliminateand other optimizations.

Our whirlwind tour of code generation has shown only glimpses of some of the
techniques used by red compilers and entirely missed many more. It has dso
sidestepped many of the issues raised by the complexities of modem CPUs. But it
does illustrate how a program can analyze the description of a problem to produce
special purpose code for solving it efficiently. You can use these ideas to write a
blazing fast version of grep, to implement a little language of your own devising, to
design and build a virtua machine optimized for special-purposecal culation, or even.
with alittle help, to write a compiler for an interesting language.

A regular expression is along way from a C++ program, but both are just nota-
tions for solving problems. With the right notation, many problems become easier.
And designing and implementingthe notation can be alot of fun.

Exercise9-18. The on-the-fly compiler generatesfaster codeif it can replace expres-
sions that contain only constants, such asmax(3+3, 4/2), by their value. Once it has
recoghized such an expression. how should it compute its value?d

Exercise9-19. How would you test an on-the-fly compiler? O

Supplementary Reading

The Unix Programming Environment, by Brian Kemighan and Rob Pke (Prentice
Hall, 1984), containsan extended discussion of the tool-based approach to computing
that Unix supports so well. Chapter 8 of that book presents a complete implementa-
tion, from yacc grammar to executablecode, of asimple programming language.

TEX: The Program, by Don Knuth (Addison-Wesley, 1986), describesa complex
document formatter by presenting the entire program, about 13,000 lines of Pascal, in
a''literate programming'" style that combinesexplanation with program text and uses
programs to format documentation and extract compilable code. A Retargetable C
Compiler: Design and | mplementation by Chris Fraser and David Hanson (Addison-
Wedley, 1995) doesthe same for an ANSI C compiler.

The Javavirtual machineis described in The Java Virtual Machine Specification,
2nd Edition, by Tim Lindholm and Frank Yellin (Addison-Wedey, 1999).
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Ken Thompson's algorithm (one of the earliest software patents) was described in
""Regular Expression Search Algorithm,"" Communications of the ACM, 11, 6, pp.
419-422, 1968. Jeffrey E. F. Friedl’'s Mastering Regular Expressions (O’Reilly,
1997) isan extensive trestment of the subject.

An on-the-fly compiler for two-dimensiond graphics operationsis described in
‘‘Hardware/Software Tradeoffs for Bitmap Graphics on the Blit,"" by Rob Pike, Bart
Locanthi, and John Reiser, Software— Practice and Experience, 15, 2, pp. 131-152,
February 1985.




Epilogue

If men could learn from history, what lessons it might teach us! But
passion and party blind our eyes, and the light which experience
gives is a lantern on the stem, which shines only on the waves
behind us!

Samuel Taylor Coleridge, Recollections

The world of computing changes al the time, and the pace seems to accelerate.
Programmers must cope with new languages, new tools, new systems, and of course
incompatible changes to old ones. Programs are bigger, interfaces are more compli-
cated, deadlines are shorter.

But there are some constants, some points of stability, where lessons and insight
from the past can help with the future. The underlying themesin this book are based
on these lasting concepts.

Simplicity and clarity are first and most important, since almost everything else
follows from them. Do the simplest thing that works. Choose the simplest algorithm
that is likely to be fast enough, and the simplest data structure that will do the job;
combine them with clean, clear code. Don't complicate them unless performance
measurementsshow that moreengineeringis necessary. Interfaces should be lean and
spare, at least until thereis compelling evidence that the benefits outweigh the added
complexity.

Generality often goes hand in hand with simplicity, for it may make possible solv-
ing a problem once and for all rather than over and over again for individual cases. It
is often the right approach to portability as well: find the single genera solution that
workson each system instead of magnifying the differences between systems.

Evolution comes next. It is not possibleto create a perfect program thefirst time.
The insight necessary to find the right solution comes only with a combination of
thought and experience; pure introspection will not produce a good system, nor will
pure hacking. Reactionsfrom userscount heavily here; a cycle of prototyping, exper-
iment. user feedback, and further refinement is most effective. Programswe build for
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ourselves often do not evolve enough; big programs that we buy from others change
too fast without necessarily improving.

Interfaces are a large part of the battle in programming. and interface issues
appear in many places. Libraries present the most obvious cases. but there are also
interfaces between programs and between users and programs. The desire for sim-
plicity and generality applies especially strongly to the design of interfaces. Make
interfaces consistent and easy to learn and use; adhere to them scrupulously. Abstrac-
tion is an effective technique: imagine a perfect component or library or program;
make the interface match that ideal asclosely as possible; hide implementation details
behind the boundary, out of harm's way.

Automation is under-appreciated. It is much more effective to have a computer
do your work than to do it by hand. We saw examples in testing, in debugging, in
performance analysis, and notably in writing code, where for the right problem
domain, programscan create programsthat would be hard for peopleto write.

Notation is also under-appreciated, and not only as the way that programmerstell
computers what to do. It provides an organizing framework for implementing a wide
range of toolsand also guides the structure of the programsthat write programs. We
are al comfortable in the large general-purposelanguages that serve for the bulk of
our programming. But as tasks become so focused and well understood that program-
ming them feels almost mechanical, it may be time to create a notation that naturally
expressesthe tasks and a language that implementsit. Regular expressions are one of
our favorite examples, but there are countless opportunities to create little languages
for specialized applications. They do not have to be sophisticated to reap benefits.

As individual programmers, it's easy to feel like small cogs in a big machine,
using languages and systems and tools imposed upon us, doing tasks that should be
done for us. But in the long run, what counts is how well we work with what we
have. By applying some of the ideasin this book, you should find that your code is
easier to work with, your debugging sessions are less painful, and your programming
is more confident. We hope that this book has given you something that will make
your computing more productiveand more rewarding.



Appendix: Collected Rules

Each truth that | discovered became a rule that served me
afterwards in the discovery of others.

Rent Descartes, Le Discours de la Méthode

Several chapters contain rules or guidelines that summarize a discusson. The
rulesare collected herefor easy reference. Bear in mind that each was presented in a
context that explainsits purpose and applicability.

Style
Use descriptivenamesfor globals, short namesfor locas.
Be consigtent.
Useactive namesfor functions.
Beaccurate.
Indent to show structure.
Usethe natural form for expressions.
Parenthesizeto resolve ambiguity.
Bresk up complex expressions.
Beclear.
Be careful with sideeffects.
Useacons stentindentation and brace style.
Useidiomsfor consistency.
Usedse-ifsfor multi-way decisons.
Avoid function macros.
Parenthesi ze the macro body and arguments.
Give names to magic numbers.
Define numbersas constants, not macros.
Use character constants, not integers.
Use the language to cal culatethe size of an object.
Don't belabor the obvious.
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Comment functionsand global data.
Don't comment bad code, rewriteit.
Don't contradict the code.
Clarify,don't confuse.

Interfaces
Hide implementation details.
Choosea amal orthogonal set of primitives.
Don't reach behind the user's back.
Do the same thing the same way everywhere.
Freearesourcein thesamelayer that alocated it.
Detect errors a alow level, handle them at a high level.
Use exceptionsonly for exceptiona situations.

Debugging
Look for familiar patterns.
Examine the most recent change.
Don't make the same mistake twice.
Debug it now, not later.
Get astack trace.
Read before typing.
Explain your code to someonedse.
Make the bug reproducible.
Divide and conquer.
Study the numerology of failures.
Display output to localize your search.
Write self-checking code.
Writealog file.
Draw apicture.
Usetools.
Keep records.

Testing
Test codeat its boundaries.
Test pre- and post-conditions.
Useassartions.
Program defensively.
Check error returns.
Test incrementally.
Test smple partsfirst.
Know what output to expect.
Verify conservation properties.
Compare independent implementations.
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Measure test coverage.
Automate regression testing.
Cresate self-contained tests.

Performance
Automate timing measurements.
Usea profiler.
Concentrate on the hot spots.
Draw a picture.
Use a better algorithm or data structure.
Enable compiler optimizations.
Tunethecode.
Don't optimize what doesn't matter.
Collect common subexpressions.
Replace expensive operations by cheap ones.
Unroll or eliminate loops.
Cachefrequently-used values.
Write a special-purposeallocator.
Buffer input and output.
Handle special cases separately.
Precompute results.
Use approximate values.
Rewritein alower-level language.
Save space by using the smallest possibledata type.
Don't store what you can easily recompute.

Portability
Stick to the standard.
Program in the mainstream.
Bewareof languagetrouble spots.
Try several compilers.
Usestandard libraries.
Useonly features avail ableeverywhere.
Avoid conditional compilation.
L ocalize system dependenciesin separatefiles.
Hide system dependencies behind interfaces.
Usetext for dataexchange.
Useafixed byteorder for dataexchange.
Change the name if you change the specification.
Maintain compatibility with existing programsand data.
Don't assume ASCI|I.
Don't assume English.
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